The Secure Algorithm on the Sensitive data using Bloom filter and bucket method
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ABSTRACT

Recently privacy breaches has been an social issues. If we should encrypt the sensitive information in order to protect the database, the
leakage of the personal sensitive data will be reduced for sure. In this paper, we analyzed the existing protection algorithms to protect the
personal sensitive data and proposed the combined method using the bucket index method and the bloom filters. Bucket index method applied
on tuples data encryption method is the most widely used algorithm. But this method has the disadvantages of the data exposure because of the
bucket index value presented. So we proposed the combined data encryption method using bucket index and the bloom filter. Features of the
proposed scheme are the improved search performance of data as well as the protection of the data exposure.
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Table. 1 The bucket index according to by grade
class
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2010~2019 | ©
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Table. 2 The same value data search results
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Table. 3 The performance comparison according to

class level
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