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ABSTRACT

Structures with a large number of embedded sensors are becoming more common, and this refined spatial
information can be used to advantage in damage location and model validation. These sensors could be
accelerometers, strain gauges, piezoceramic patches, PVDF film sensors, or optical fibre sensors. This approach
requires that the sensors are functioning correctly, which on a smart structure operating in the field should be
continuous and automatically monitored. This paper considers possible approaches to sensor validation, based

on the assumption that a model of the structure is available. The aim is to make use of the natural data
redundancy since there will more sensors than modes in the data. The validation approaches considered are
based on hypothesis testing based on a number of techniques, such as modal filtering. The methods are
demonstrated on simple examples that exercise their strengths and weaknesses.
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1. INTRODUCTION

Smart structures have the potential to place a large number of distributed actuators and sensors on a structure. The correct

functioning of active control and health monitoring requires that the sensors be functioning. Errors introduced by faulty
sensors can cause undamaged areas to be identified as damaged, or control system performance to be inadequate, or
certainly less than optimal. In many civil structures applications for health monitoring (such as bridges), ambient loads must

be used for excitation. These loads are not known and may be measured or estimated as part of the health monitoring
algorithm, which requires a large number of sensors.

Sensor validation, where the sensors are confirmed to be functioning during operation, seems to have received little attention

in the smart structures community. The critical aspect in smart structures is that there are usually more sensors than excited

modes. This redundancy may be used, together with a modal model of the structure, to validate the sensor functionality.

The control and chemical engineering community have considered the sensor validation problem, and have used models and

sensor redundancy to good effect 19 However, these approaches usually use the faulty sensor to predict the response and

look for errors between predictions and measurement. Clearly using the faulty sensor in the prediction process will propagate

errors to the predicted responses. Often neural networks, or artificial intelligence approaches are used for the analysis. This

paper is based on the assumption that only the lower modes of the structure are usually excited, producing a large

redundancy in the data. This has similarities to the principal component analysis used in chemical plant
1012

The approach is
demonstrated on a beam structure, although the method is completely general and may be applied to any structure for which
the modal model is available.
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2. RESPONSE TO ARBITRARY FORCING

The standard equations of motion for the response of structure to an arbitrary forcing, f (t) , are

Mx+Kx=f(t) (1)

where x is the structure's response and M and K are the mass and stiffness matrices. Damping will be considered later. By

applying the modal transformation, based on the mass normalised mode shapes {},

x=cIq (2)

where q is the modal participation factor and is the mode shape matrix, = [ . . . 4 ] . We get,

j+Xq=Q1 (3)

where X is the i th eigenvalue, and Q1 = f is the i th modal force. Note that Equation (2) implies the response of the

structure is a sum of the responses in each mode. Explicitly this is,

x=q (4)

The summation is given over all of the n modes of the structure. Typically only the lower modes are important because the
force excitation is concentrated in these modes. Also, the anti-aliasing filters required for the data sampling mean that the

response at the higher modes will be filtered out. This constraint that the response lies in a subspace generated by the lower
modes of the structure is central to the proposed sensor validation techniques. The sensor validation could be performed

directly, by computing the response orthogonal to the modal subspace, however weighting should be included to ensure an

orthogonal basis to the subspace. Furthermore, the probability that a sensor is damaged may be computed by the approach

proposed here, and this probability may be utilised in supervisory fault diagnosis systems.

In practice not all the degrees of freedom of the system in equation (1) will be measured. Let H denote the measurement
matrix, then the measured outputs, y, are

y=Hx (5)

Of course the number of sensors must be greater than the number of modes of interest to enable this data redundancy to
exist. In smart structures, where a large number of sensors are distributed throughout a structure, this condition is likely to be

met.

Thus far the model has been assumed accurate and the damping neglected. Undamped mode shapes are usually estimated

accurately from the model. An alternative would be to use the measured mode shapes (assuming all the sensors are
functioning correctly). In any case, faults in the sensors will only be identified if they causes changes in the response of a
greater magnitude than the errors in the estimated mode shape. Damping has not been considered, but if the damping ratios
of the system are small then the response will be contained (approximately) in the subspace defined by the undamped (and

therefore real) modes. In any case, the modes with low damping, having approximately real modes, will be excited most

strongly.

3. SENSOR VALIDATION CONCEPTS

Although there is redundancy in the data, based on the number of sensors and the number of modes excited, it is still not
straight-forward to identify those sensors that are damaged. When all sensors are working it is possible to estimate the modal

contributions to the response and therefore produce a predicted response that will give some idea of the accuracy of the
model of structure and the extent of measurement noise. However if a sensor is damaged, then using data from this sensor to

estimate the modal participation factors will propagate the errors from the faulty channel through the estimate of modal
response to the estimate of the response in all channels. Thus to predict faulty sensors the sensors are split into two groups. If
S represents the set of all sensors then these two groups are,
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Sf {sensors assumed to be faulty}
(6)

SW = {sensors assumed to be working}

Note that these sets are disjoint so that

5f5w{} SfuSw=S (7)

Note that the distribution of faulty and working sensors seems to have been determined at the outset. Of course in practice

we do not know which sensors will be faulty and so we have to try every potential subset of faulty sensors. This approach

has parallels with the subset selection techniques in parameter identification 13,14 and for sensor validation, as for parameter

estimation, the difficulty is to determine which parameter subset is optimal. Note that for sensor validation, the number of

assumed working sensors should be at least as great as the number of modes of interest. For each set we can test 2

hypotheses, namely,

. that using 5W the assumed model fits the data

(8). that at least some sensors in Sf are faulty

What we do is take the outputs from the sensors in S and use the model to estimate the modal participation factors. If the

predictions based on this model accurately reproduce the data then we have confidence that both the model and the sensors

are operational. The estimated modal participation factors and the model may then be used to predict the outputs at the
candidate faulty sensor locations. Faulty sensors are then determined by errors in these predictions.

4. VALIDATION VIA MODAL FILTERING

Central to the proposed strategy for sensor validation is a modal model of the structure and also the estimation of the modal

participation factors during operation. At any time instant, tk the measured output is

y(tk)=yk=Hq(tk)=Htq(tk)+H4dqd(tk) (9)

where the modes have been split into those that are retained, Ir and those that will be discarded, ?d. If H picks out
those outputs that are assumed to be working (i.e. are elements of SW )'then we need to estimate qr,k q, (tic ) from

Yw,k H r qr,k +H d qd,k (10)

where YW,k denotes the response at the fully functioning sensors at time tk and qd,k = i (tk ) . Clearly the discarded

modes in equation (10) could be neglected and the pseudo inverse used to estimate qr,k from the resulting over-determined

set of equations, as

qr,k (H (I)r)t Yw,k (11)

where ( ) denotes the usual Moore-Penrose pseudo inverse. This gives an estimate of the response at the functioning

sensors as

Yw,k = H r (H r )t YW,k = Yw,k (12)

There will be an error introduced because

(H r)t HW d (13)

and a better estimate may be obtained by using the orthogonality of the modes as

qr,k = (HMw,rHwr)' (ZHMw,r Yw,k (14)
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where Mw,r S the mass matrix reduced to the degrees of freedom corresponding to the functioning sensors in the set S.

Given that the mode shapes are assumed known, SEREP would be the most appropriate reduction method 15 However, if the

discarded modes lie outside the frequency range of interest then the estimator based on the pseudo inverse, equation (1 1),

will be adequate. The corresponding estimate of the response is

YW,k Hw4)r (HMw,rHw4)r ) HMw,r Yw,k = P Y%,k (15)

Both approaches give a projector matrix P. from the response space to the space of the lower modes. The quality of the
model may be determined by reconstructing the response at the functioning sensors and producing the error as

Cw,k (1P)yW,k (16)

Reconstructing the responses of the faulty sensors gives the error as

Ef,k Yf,k Hf(t'r4rk (17)

where Hf picks out those outputs that are assumed to be faulty (i.e. are elements of S1).

In practice we do not know which sensors are working and which are faulty. Therefore the errors in equations (16) and (17)

are generated for all possible sets S and Sj' . Of course the estimation of the modal participation factors has been

performed at every time step, and so the errors will be produced at every time step. The average error over the time range of

interest may be easily computed. The projector matrix, P, is constant for a particular choice of sets S and S1 and only

needs to be computed once. Those sets where the error in the faulty sensor(s) is much greater than the error in the
functioning sensors are then used to locate the faulty sensors.

5. VALIDATION VIA PRINCIPAL COMPONENT ANALYSIS

An alternative approach to estimating the modal participation factors is to estimate the modal model from the measured

response. The mode shapes of this estimated model may then be compared to the analytical mode shapes using the co-

ordinate modal assurance criterion (COMAC) i6 and the faulty sensors identified based on the degrees of freedom with the

largest error. Some care must be exercised because data from the faulty sensors is being used to identify the modal model.

In fact it is not necessary to identify the experimental modes, since we are only interested in the subspace of the response,

which is essentially a principal component analysis (PCA) 1012 Taking the singular value decomposition (SVD) of the
response, for a block of data, gives,

Y=[yk+lyk+2...yk+fl1]=USVT (18)

where U and V are orthogonal and S is diagonal with the positive singular values arranged in decreasing order along the
diagonal. If we were only interested in the subspace of the response at the functioning sensors then it would be
computationally more efficient to calculate the SVD of

YYTYYTUS2UT . (19)

The assumption that only a limited number of modes influence the response may be checked by looking at the singular
values. If we assume that the response contains rmodes, then the response should be predominantly in the subspace defined

by the first r columns of U, denoted Ur. This subspace may then be compared to analytical subspace defined by the modal

matrix r

Thus far no allowance for the functioning or faulty sensors has been made. The subspaces defined by HWcIr and HwUr

may be compared, requiring only a one SVD per data block. Alternatively the SVD of the response at the functioning
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sensors, HY , may be computed and the subspace obtained from this decomposition compared to Hwr .Ofcourse, the

SVD of the response must then be computed for each sensor set, S. Thus, in this case, the response is projected onto the

principal vectors, rather than the mode shapes. Suppose the subspace of the first r principal vectors of HY is Uwr .Then

the resulting estimated response and projector matrix is (since UrUwr 'r)

Yw,k Uw,r U,r Yw,k = P Yw,k (20)

This only determines the model quality by comparing the consistency of the functioning sensors. The predicted response at

the sensors in the faulty sensor set may be computed by estimating the transformation between HIr and Uwr and

applying this same transformation to Hfct,. to give,

Yf,k 'fr (Hw(br ) Uw,r U,r Yw,k (21)

Thus, the residuals may be computed from the comparison of equations (20) and (2 1) with the measured response.

Notice that the mode shapes are used in the principal component analysis approach but only after the best response subspace

of a given size has been computed. The subspaces may be conveniently compared using the concept of the angles between
subspaces, which is a generalisation of the concept of angles between vectors. In three dimensions, it is easy to visualise the

angle between a pair of lines, that is subspaces of dimension one, or indeed the angle between a line and a plane, that is

subspaces of dimension one and two respectively. Bjorck and Golub 17described the definition and calculation of the angles

between subspaces. These ideas have been applied in structural dynamics in the areas of damage location 18 model updating

using perturbed boundary condition testing 19 mode shape rr20 and sensor 21
• The calculation gives as

many angles as the smallest number of columns in the matrices defining the subspaces, and the largest angle gives a measure

of how different the subspaces are. Unfortunately the subspace angles are quite insensitive to faults in individual sensors, and
. . . 22 .

the residuals provide a more robust method to determine faulty sensors . The approach adopted in the examples is to
consider the statistical properties of the residuals.

6. STATISTICAL PROPERTIES OF RESIDUALS

The previous section outlined two methods to generate residuals for the two sets of sensors, E and C1 . The data from the

functioning sensors is essentially smoothed, by restricting the response to a subspace, determined either from the structure's

lower mode shapes, or via a principal component analysis. Analysis of these residuals gives some idea of the noise properties

of the measurements. The response at the faulty sensors is then predicted, and these residuals may be used to determine
whether the hypothesis that this sensor set is faulty is likely to be true. The tool chosen to make these decisions is the
statistical properties of the residuals.

In on line monitoring situations, the data will be taken in blocks of size m. The principal component analysis approach
requires such a block, as shown in equations (18) and (19). The modal filtering may be performed at every sample
independently, but this data will also be taken in blocks of size m. The mean and covariance of these data blocks may be

estimated as 23

Mean(E) Ew,k+i (22)

and

I rn
T

Var ()=V =—(EW,k+ —W)(EW,k+ -) (23)rn-i
i=1



and similarly for E1 . Equipped with this information, providing assumptions are made concerning the probability density

functions, then statistical inferences may be made from these quantities. Clearly the form of the measurement noise, theform

of any modelling error, and the nature of any sensor fault will influence this distribution. Also, since the residuals have been

obtained from all the measurements, it may well be that the residuals for individual sensors are correlated.

We wish to test whether the residuals have zero mean. The standard approach to hypothesis
23

is to calculate the test

statistic

cw,i (24)

where is the i th element of and c is the standard deviation of the i th sensor. If the probability distribution of

the residuals is normal then will have a standard normal distribution with zero mean and unit variance. The m in

equation (24) indicates that the standard deviation of the ensemble should reduce as more data points are added. Experience

has shown in this application that this is not the case, and in the calculations that follow m is omitted in the calculation of the

test statistic. If the standard deviation (or equivalently, the variance) is unknown then the estimate of the standard deviation

from equation (23) is used ( — v (i,)) . will then have a t distribution with rn-i degrees of freedom, although for

large m this will be approximately the same as the standard normal distribution. Because of the central limit theorem, the
assumption that the probability density function will be normal is approximately satisfied. Thus the probability that the mean

of the residual of the i th working sensors is zero is obtained from the standard normal distribution, P,1 . Similarly, the

probability that the mean of the residual of the i th faulty sensor is not zero, P11 , may be calculated. The probability that

the split of sensors into faulty and working is the correct one is then

P(sensor split correct)= fl p, [f P1, (25)

sensor iESw sensor iESf

Although the actual probability should not be taken as an accurate measure, this process does provide a way to combine the

data from all the residuals into a single figure of merit. These quantities may then be compared to establish which sensor

groupings may be correct.

7. EXAMPLE

The proposed approaches will be tested on a simulated example of a cantilever beam excited at its tip, shown in Figure 1.

The beam is 1 m long, 2.5 cm thick and 5 cm wide and the material properties of the beam are those of steel (aYoung's

modulus of 2 10 GNIm2, a mass density of 7850 kglm3). The beam is simulated using 10 finite elements, and accelerometers

are placed at every node position. The equations of motion are reduced by retaining only the lower 5 undamped modes in
order to perform the numerical integration for the time response. Modal damping of 1 % is included. Figure 2 shows the

force applied at the tip, which simulates an impact excitation by a half sine pulse. Figure 3 shows the response at the beam
tip, showing that the higher modes are excited by the force. Note the different time scales in Figures 2 and 3.

Two cases will be simulated. In both cases random noise is

Sensor Outputs added to all the responses, and this noise is taken from a

1 2 3 4 bA5 6 7 8 9 1O uniform distribution, which can be positive or negative, with

T T T T T T I a maximum magnitude of 2% of the maximum response from

all the sensors. For case 1, a fault is introduced into sensor 6,
I I I I I I I I I j such that the response has an additive error of 5% of the

T maximum response of all the sensors. Case 2 considers a
Force Input multiplicative error, where the response of sensor 6 is

multiplied by 1.5 (i.e. a 50% error). In all cases three modes

Figure 1. A schematic of the cantilever beam example of the structure (or three singular vectors) are used in the
sensor validation checks.
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Figure 2. Half sine excitation at tip

The modal filtering approach is first applied to case 1. using all 20000 time samples. Suppose that all sensors are assumed to

be working. The residuals are computed and the mean and variance are shown in Figure 4. where the circles represent the

mean for each sensor and the length of the error bars represents one standard deviation above and below the mean. It is clear
that the residual corresponding to sensor 6 (the faulty sensor) is unlikely to have a zero mean. The faulty sensor has also

caused non-zero mean residuals in nearby sensors. Indeed the probability given by equation (25) is 4xl0. Now suppose

each sensor is assumed to be faulty in turn. Figure 5 shows the mean and standard deviation for each of these cases in turn

using the same axis scaling. The sensor that is assumed to be faulty is given on each plot. Clearly when sensor 6 is assumed

faulty all the working sensors produce residuals that are likely to have zero mean. Formally calculating the probabilities for

each case gives the results shown in Figure 6. clearly indicating that sensor 6 is very likely to be faulty. If necessary groups

of two sensors could be assumed faulty, and the probability that the sensor split into functioning and faulty sensor is correct

could be calculated. However this is not done here.

The same calculations were performed on the data for case 2. Figures 7-9 show the results, and correspond to Figures 4 to 6

for case 1. Because the fault is a multiplicative error, it is the standard deviation that shows the fault most clearly. The
probability that no sensor is faulty (corresponding to the mean and standard deviations in Figure 7) is 0.9951. Figure 9
shows that the probability that sensor 6 is faulty is the highest. but all these probabilities arc very low. Thus, on the basis of

this analysis. the conclusion would be that no sensor is faulty. It is clear that the multiplicative fault in case 2 is much more

difficult to locate than the additive fault in case I.

The principal component analysis approach was also tested Ofl the data from cases 1 and 2. Figures 10 to 15 show the results

and correspond to figures 4 to 9 for the modal filtering approach. Figure 10. where all sensors are assumed to be functioning,

shows that the errors in the data due to the fault are spread amongst all the residuals. The probability that all sensors are
functioning is 0.233, which is higher than the corresponding probability for the modal filtering approach. This is because the
principal components are identified using the data from the faulty sensor and are able to allow for the faulty sensor in
computing the best subspace of the response. This is also clearly shown in Figure 11, where the standard deviation of the

sensors assumed to be functioning is very small and the standard deviation of the sensor assumed to be faulty is large.
Computing the probabilities that each sensor in turn is faulty gives the results show in Figure 12. clearly indicating that
sensor 6 is faulty. The PCA also has difficulty with the multiplicative fault of case 2, as shown in Figures 13 to 15, where the

conclusion would again be that no sensors were faulty with a probability of 0.9997.

8. CONCLUSIONS

This paper has considered two approaches to determine if a sensor is faulty, both of which are based on considering the
subspace of the response compared to the subspace generated by the lower modes of the structure. The approaches assume
sets of sensors are faulty and the hypothesis that they are faulty (and the remainder are functioning) is tested. Clearly each
potential subset of sensors should be tested. Using the residuals of the faulty sensor response, reconstructed from the
functioning sensors and an associated model, seems to provide a method to locate faulty sensors. Residuals generated by
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both methods outlined in this paper produce similar results on the simulated example, although if an accurate modal model is

available the modal filtering approach performs better. Additive faults on the sensor were satisfactorily located, whereas
multiplicative faults were much more difficult to detect. These multiplicative faults affected the variance of the residuals, and

clearly hypothesis testing based on mean values is not suitable. It may be that alternative test statistics would be better for

these types of faults, and this is the subject of further work.
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Figure 6. Probabilities for one sensor in turn assumed

faulty for fault case 1 using the modal filtering approach
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Figure 5. The mean (circles) and standard deviation (enor bars) of the residuals for each sensor for fault case 1 using the

modal filtering approach. One named sensor assumed faulty in each plot
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Figure 8. The mean (circles) and standard deviation (error bars) of the residuals for each sensor for fault case 2 using the

modal filtering approach. One named sensor assumed faulty in each plot
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Figure 10. The mean (circles) and standard deviation

(error bars) of the residuals for each sensor for fault case

1 using the PCA approach. All sensors assumed

functioning
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Figure 11. The mean (circles) and standard deviation (error bars) of the residuals for each sensor for fault case 1 using the

PCA approach. One named sensor assumed faulty in each plot
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Figure 14. The mean (circles) and standard deviation (error bars) of the residuals for each sensor for fault case 2 using the

PCA approach. One named sensor assumed faulty in each plot
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