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ABSTRACT

This thesis concerns command and control work at the tactical level in
emergency and crisis response operations. The presented research addresses
two main research questions. The first question is whether it is feasible to
simulate and study command and control work in the initial stages of
response operations by means of role-playing simulations. If so, the second
question is how to develop and execute role-playing simulations in order to
explore this type of command and control work in a methodologically sound
way.

The presented research is based on simulations as methodological means
for qualitative research. The utilized simulation approach is scenario-based
real-time role-playing simulations grounded in models of command and
control work and response operations. Three simulations have been
conducted based on this methodology and are reported in this thesis.
Simulation I focused on the work practice of cooperating commanders whose
activities may be enhanced by the use of artifacts. Simulation II concerned
the issues of operationalizing advanced technological artifacts in rapid
response expert teams. Simulation III gave attention to the role improvisation
in command and control teams designated for international operations.

The results from the simulations and from the work conducted and
presented in this thesis contribute with knowledge and experience from
using role-playing simulations to study command and control work. This
includes the methodological aspects of designing and conducting role-
playing simulations such as scenarios, realism, evaluation and simulation
format and control. It also includes the identification of the main application
and problem areas for which the methodology is suitable, that is explorative
qualitative inquiries and evaluation studies. The thesis provides new insights
in command and control work with respect to adaptive behavior and
improvisation. The thesis also identifies areas that need to be considered in
order to further develop the role-playing simulation approach and its
applicability.
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INTRODUCTION

This thesis concerns command and control (C2) work in emergency and crisis
response operations. The presented research addresses two main research
questions. The first question is whether it is feasible to simulate and study C2
work in the initial stages of response operations by means of role-playing
simulations. If so, the second question is how to conduct role-playing
simulations in order to explore this type of C2 work in a methodologically
sound way. In particular, attention is given to tactical C2. The tactical C2 level
concerns the overall management of response operations. This includes, for
instance, the determination of goals of the ongoing operations, allocation of
tasks and resources, and coordination of activities. The presented research is
based on simulations as methodological means for qualitative research. The
utilized simulation approach is scenario-based real-time role-playing
simulations grounded in models of C2 work and response operations. This
chapter presents motivation for the research focus of this thesis and the
methodological approach. The chapter also defines the research questions
and objectives, summarizes the main contributions, and provides an outline
of the thesis.

1.1 Motivation

Response operations take place shortly after emergencies or crises have
occurred. They are carried out to save lives and to protect properties and the
environment. They contain multiple goal-oriented activities that aim to
mitigate the harmful consequences of emergencies and crises. A challenging
aspect of emergencies and crises is their dynamic and complex nature.
Emergencies and crises are characterized by a low-degree predictability of
the rate and magnitude of their change, as well as the temporal properties of
this change.

An example of such dynamics can be weather changes resulting in rain
during a response operation to a forest fire that may significantly change the
nature and progress of the response operation. Potentially, the rain slows
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down spreading of the forest fire but the rain water may wash away ash from
the burned areas to water reservoirs. In this case, the objectives of the
response operation are primarily concerned with fighting the forest fire
while, at the same time, protecting the drinking water sources.

This example demonstrates that it could be difficult to anticipate whether
emergencies or crises will escalate or suddenly change their nature as well as
when, and how fast, this change will take place. Conducting response
operations is one of the most challenging tasks in terms of how to gain and
maintain control of the ongoing emergencies or crises as well as to determine
countermeasures to put in place during the response efforts.

The dynamics and complexity of emergencies and crises have implications
for the way response operations are managed as well as how activities are
coordinated. The response operations and C2 work are characterized by
loosely defined and shifting goals. Such goals can often be achieved in a
variety of ways. Moreover, emergency and crisis responses are non-routine
operations that often require a problem-solving behavior by the
commanders. The commanders in charge of the response operations may
need to prove flexibility but also capabilities to adapt and improvise. They
may need to shift between different work modes, for instance, from
employing standard operational routines to a more situation-driven
management of the operations. The commanders may also need to switch
between alternative organizational structures in order to effectively
coordinate the deployment of resources. Such adaptations may emerge on an
ad hoc basis. But they can also by founded in a formal doctrine such as the, so
called, incident command system. In summary, activities related to C2 in
emergency and crisis response operations are often very complex.

A challenge of the research on C2 work in response operations is (a) to
explore human behavior, and (b) to gain insights into C2 processes with
respect to their dynamics and complexity. For instance, it is difficult to fully
exploit the issues related to C2 work, where geographically distributed
commanders act under varying circumstances, and operate and
communicate through diverse types of technological artifacts. Response
operations are thus rarely reviewed in sufficient details in terms of what
happened and what was done for the research use, the design and
development purposes as well as the learning and training needs.

Two methodological approaches have been central to the research of
studying C2 work in naturalistic settings, that is during real response
operations: (1) ethnographical and (2) observational field studies. The
ethnographical study (Wolcott, 1999; Atkinson et al., 2001) is a research
methodology predominantly used in anthropology and in the social sciences.
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Ethnographical studies build upon observations in the field. They focus on
everyday activities of both individuals and social groups who share similar
characteristics. In the context of C2 work and response operations, this
methodology has been used to study small groups, often at a single location,
e.g., particular incident sites or command posts. For example, Landgren
(2007) and Denef et al. (2008) focused on fire crews and their use of artifacts;
Nuldén (2003) studied the work practice of police patrols in a similar way.
Persson (2000) and Tornqvist (2004) investigated the work of C2 personnel at
C2 centers and various command posts. The observational field study
(Jorgensen, 1989) is a methodology commonly used in research fields such as
cognitive science, ergonomics and human factors. The observational field
studies and the ethnographical studies are two adjacent methodological
approaches. The main difference between them lies in the relation of
researchers to the studied humans. In the ethnographical studies, the
researchers develop relations with the studied humans. While in the
observational field studies the researchers maintain some professional
distance and uses unobtrusive ways of collecting data. The observational
field studies, similarly to the ethnographical studies, have focused primarily
on small groups at single locations, in this case typically workplaces. For
instance, Artman and Waern (1999), Garbis (2002), and Blandford and Wong
(2004) studied diverse C2 centers by wusing this methodology. The
reconstruction and exploration approach (Jenvald, 1999; Morin, 2002;
Thorstensson, 2008) is an example of how today’s technologies in
combination with models of response operations have allowed to extend the
possibilities of the traditional research methodologies such as ethnographical
and observational field studies. This approach utilizes traditional
observations with thorough data collection supported by diverse information
and communication technologies to document and explore real as well as
simulated response operations (e.g., Ingrassia et al., 2005).

The ethnographical and observational field studies, especially when
combined with the reconstruction and exploration approach, are recognized
as methodologies providing accurate and rich pictures of what people do
and how they interact in real life situations. These methodologies have,
however, certain limitations with respect to their suitability when studying
C2 work in the emergency and crisis response operations. It is not possible to
initiate or form the studied events and response operations. Due to the low
frequency of emergencies and crises this type of studies can be time
consuming with long waiting periods. The nature of the C2 work may require
many observers involved. At the same time, these observers may be put at
risk when attending the incident sites (Bernard, 2000; Gould, 2001; Killian,
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2002; Stallings, 2002; Lewis-Beck et al., 2003; Wheelan, 2005; Stallings, 2006;
Nickens et al., 2008).

Simulations are often proposed as the most suitable methodology to
explore and analyze C2 work in emergency and crisis response operations
(Brynielsson, 2006). Simulations address some of the limitations of
ethnographic and observational field studies such as the possibility to form
and initiate the studied events as well as to study distributed teams.
Microworlds are an example of simulations that have been subject to studies
of C2 work in distributed settings. Microworlds are small-scale, low-fidelity
computer simulations, providing computer-generated task environments
that have complex, dynamic and opaque characteristics (Svenmarck and
Brehmer, 1991; Granlund, 1997; Brehmer, 2004). Microworlds have been
used, for example, to explore the different aspects of team decision-making
and performance (Howie and Vicente, 1998; Granlund and Johansson, 2003;
Jobidon et al., 2006), the cultural differences in teamwork (Lindgren and
Smith, 2006, Lindgren, 2007) as well as to investigate the effects of
information systems on situational awareness (Artman and Granlund, 1998;
Johansson et al., 2007). Full-scale simulations of different operational activities
and functions involved in response operations are another example. These
simulations replicate situations, which have occurred or may occur in real
response operations, as near to the reality as possible (Payne, 1999; Peterson
and Perry, 1999; Perry, 2004). Mackenzie et al. (2007) used a full-scale
simulation to study computer supported collaborative work between remote
experts and onsite response teams. Woltjer et al. (2006a) focused on the use of
communication technologies and the coordination of critical infrastructure
failure recovery. Artman and Persson (2000), and Persson and Worm (2002)
studied the impact of these technologies on collaboration, communication
and teamwork.

Nevertheless, both these simulation methodologies face certain challenges
with respect to their use to explore and study C2 work in emergency and
crisis response operations. In the case of microworlds it is, for instance, the
overall task fidelity since the microworlds commonly utilize only pre-
planned and fixed C2 structures. Another problem is the issue of overfitting,
that is the participants” adjustment to the specific features of the simulation
and scenario (Granlund et al., 2001; Granlund, 2002). Realism in terms of the
dynamics of decision-making is a problem in the full-scale simulations
(Crichton et al., 2000; Crichton, 2001). In these simulations the participants
often act and describe their actions in accordance with the operational
procedures instead of performing rapid decision-making.
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It is a rather complex task to develop and execute simulations of dynamic
and non-routine situations such as the emergency and crisis response
operations and the related C2 work. This type of simulations needs to meet
the combined demands of the research in naturalistic settings and in the field
of simulations. The issue of concern is to determine whether the C2 work
conducted by the simulation participants is similar or corresponds well to the
C2 work in naturalistic settings. This means, for instance, that the simulations
must involve professionals. It must be possible to utilize tasks, activities, and
demands similar or identical to the real ones. The simulations must also be
scalable so that real groups can be studied. The simulations must allow
studies of work practice where various artifacts are used. The simulations
must be repeatable in the sense that the set-up and scenarios are replicable.
Though, the major challenge is that the simulations must allow the
simulation participants to be adaptive and flexible, permitting different work
modes as well as various organizational structures. This means that it has to
be possible for the simulation participants to direct the development and
changes in the simulations in a realistic way. A type of simulation that has
the potential to allow for and to utilize this type of features and demands are
so called role-playing simulations.

1.2 Research objectives

The presented research addresses two main research questions.

The first question is whether it is feasible to simulate and study C2 work at
the tactical C2 level under described conditions and circumstances by means
of role-playing simulations.

If so, the second question is how to conduct role-playing simulations in
order to explore this type of C2 work in a methodologically sound way.

The objectives of this research are defined as follows with respect to these
two research questions:

* To develop and execute role-playing simulations, which
would allow to study C2 work at the tactical level in the
initial stages of response operations.

* To assess if, how and to which extent role-playing
simulations can be used to simulate C2 work.

*  To explore and analyze the C2 work documented in the
conducted role-playing simulations with respect to the
research use as well as the design and development
purposes.
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1.3 Contributions

This thesis contributes to the body of research in the following four areas:

Documented experience of designing and conducting role-
playing simulations of C2 work at the tactical level in the initial

stages of response operations.

Description of features and characteristics of the role-playing
simulation approach for C2? research as well design and

development.

Identification of application and problem areas the role-playing

simulation approach is suitable for.

Empirical findings concerning new insights in C2 work with

respect to adaptive behavior and improvisation.

1.4 Thesis overview

This thesis consists of a framework and a collection of four scientific papers.
The framework provides introduction and background to the conducted

research. It comprises the following chapters:

The Introduction provides a brief background to the domain
and describes the research problem.

The Theoretical background describes the relevant theories and
concepts and outlines the theoretical frame of reference of this
thesis.

The Summary of studies reviews the conducted role-playing
simulations and the main findings.

The Discussion and conclusions contain discussion, conclusions
and suggestions for further research.

The collection of scientific papers contains the following publications:

Paper I: Trnka, J., & Jenvald, J. (2006). Role-playing exercise -
A real-time approach to study collaborative command and
control. Int. |. Intelligent Control and Systems, 11(4), 218-228.
Paper II: Trnka, ]., & Johansson, B. (2009). Collaborative
command and control practice: Adaptation, self-regulation
and supporting behavior. Int. |. Information Systems for Crisis
Response and Management, 1(2), 47-67.
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Paper III: Trnka, J., Kemper, T., & Schneiderbauer, S. (2009).
Do expert teams in rapid crisis response use their tools
efficiently? In B. Van de Walle, M. Turoff & R. Hiltz (Eds.),
Advances in Management Information Systems: Volume on
Information Systems for Emergency Management (pp. 126-159).
Armonk, NY: M.E. Sharpe.

Paper IV: Trnka, J., Lundberg, J., & Jungert, E. (submitted). A
model-based simulation approach to study role improvisation
of a command staff. IEEE Transactions on System, Man, and
Cybernetics, Part A: Systems and Humans.
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THEORETICAL
BACKGROUND

This chapter describes a theoretical background, which represents the base
for planning, preparation and evaluation of role-playing simulations of C2
work in response operations. The theoretical background concerns the
different theoretical foundations for C2 work. This includes general concepts
and models associated to C2 such as the notion of control models, the team
perspective and the constraint management. The theoretical background also
describes empirical-based models and concepts for response operations, for
instance, tactics, ways and forms of C2 work, and communication modeling.
The theoretical background reviews the issues related to modeling,
simulation design, and simulation execution such as the model hierarchies,
scenarios, realism and simulation control.

2.1 General models and concepts

This research is founded in the view of C2 work in response operations as a
dynamic control (Brehmer and Allard, 1991; Brehmer, 1992). The dynamic
control viewpoint has been used both in emergency and crisis management
as well as in the military domain (e.g., Morin, 2002; Svensson, 2002; Bakken
and Gilljam, 2002; Johansson, 2003).

In dynamic control situations it is assumed that the so called controller is
able and aims to gain and maintain control of a process. The process is a
series of changes of an object, which can be a situation, system or other
phenomena. The controller is required to make a series of decisions in order
to gain and maintain control of the process. These decisions may be
interdependent. They also need to be appropriate, taken in an appropriate
order and at appropriate moments in time (Brehmer and Allard, 1991).
Moreover, the controller has to have an appropriate construct of the object in
change. The controller has to be able to observe the changes of this object
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over time. The controller also has to be able to affect the object; though the
object may change autonomously too (Brehmer, 1992).

The viewpoint of dynamic control represents a fundamental standpoint in
this research; it governs which general models and concepts are relevant in
order to define universal assumptions and properties of C2 work in response
operations.

2.2.1 Control models

The notion of control models is a theoretical approach, which concerns
dynamic control. Control models formalize the aspect of dynamic control
when the controller is represented by a single entity, which can be a human
or machine.

The basic cyclic model of control, described by Hollnagel (Hollnagel, 1993,
1998a, 1998b; Hollnagel and Woods, 2005), is one of such models, which aims
to describe control work. In the model, which originates in Neisser’s (1976)
perceptual cycle, a cyclic process of control work contains a controller
monitoring, detecting and assessing the state and changes in a process to be
controlled. The controller’'s work can be seen as a process, which is
considered as dynamic and complex as a consequence of the actions initiated
by the controller as well as by external events (disturbances) triggered by
unexpected causes. Based on the interpretation of the feedback, the controller
plans or modifies the next actions in order to maintain control of the process.
This choice of the next actions depends on the context and the competence of
the controller. The cycle does not necessarily begin with an external event or
stimulus; neither does it end with an action or response. The controller
continuously adjusts the control work, based on the previous actions
(responses) and prediction of the future actions (anticipations) (Figure 1).

There are other similar models in addition to the control models. These
models, also called decision-making models, focus on control work of human
controllers only. They aim to provide insights in aspects of decision-making
such as perception, reasoning, rationality, and planning, as well as human
limitations in control. Examples of such models are the OODA (Observe-
Orient-Decide-Act) loop (Boyd, 1987), the SHOR (Stimulus-Hypothesis-
Option-Response) model (Wohl, 1981), and the DDL (Dynamic-Decision-
Loop) model (Brehmer, 2005). Mayk and Rubin (1988), Grant and Kooter
(2005), and Stanton et al. (2008) make comparison of and discuss the different
control and decision-making models.

10
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’ Disturbances
Events / feedback

Modifies Produces

Controller

Construct

Determines

Figure 1: The basic cyclic model of control (adapted from Hollnagel and
Woods, 2005).

2.1.2 Systemic descriptions

The systems view is another theoretical perspective focusing on the aspects of
dynamic control. The systems perspective suggests that investigation of
single parts and processes cannot provide a complete explanation of an
object; attention also has to be given to the overall performance and causal
relations (Von Bertalanffy, 1972). Over time the systems view has evolved in
various theoretical approaches such as cybernetics (Wiener, 1948; Ashby,
1956), general systems theory (Boulding, 1956; Von Bertalanffy, 1968), control
theory (Fitts, 1954; Ashby, 1968; Kelley, 1968), information theory (Shannon
and Weaver, 1949; Miller, 1968), and so on.

The systems view has also been used to study objects and processes
related to C2 work in response operations (e.g., Brehmer, 1987; Svensson,
1998; Persson, 2000; Shattuck and Woods, 2000; Johansson, 2005; Woltjer,
2009). The commonly referred systems views in this context are: cybernetic
systems, joint cognitive systems, and human activity systems. These system
views describe the controllers as purposeful systems, involving groups of
humans who may use diverse artifacts, and whose activities are interrelated.

Cybernetic systems

Cybernetics is a control-theoretical approach, which originates from the
research by Wiener (1948), Shannon and Weaver (1949), and Ashby (1956).
Cybernetics and the notion of control models are closely related since many

11
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of the control and decision-making models have their roots in ideas and
concepts from cybernetics (Brehmer, 2005).

Cybernetic systems are seen as dynamic with self-regulative behavior and
mutual causal relationships. Cybernetic systems must have the capacity to
adapt their own behavior and structure not only according to their goals but
also to the changing environment, and thus be adaptive (Wiener, 1948;
Ashby, 1956). Moreover, cybernetic systems should have a variety that, at
least, matches the variety of the processes in the environment to be controlled
in order to gain and maintain control of these processes. This is also known
as the law of requisite variety (Ashby, 1956). Cybernetics gives particular
attention to the feedback loops, which are represented by exchanged
messages carrying information, as means of control. In other words,
cybernetics connects communication! and control (Wiener, 1948).
Coordination, regulation and control using feedback loops are therefore key
activities in cybernetic systems.

Joint cognitive systems

Cognitive systems engineering is an approach that evolved from cybernetics
and cognitive science. Cognitive systems engineering focuses on phenomena
that emerge when people use technological artifacts in their work (Woods
and Hollnagel, 2006).

Joint cognitive systems (JCS) are systems operating by using knowledge
about themselves and their environment, that is showing cognitive behavior.
JCS are actively looking for information and their actions are determined by
purposes, goals and intentions as well as externally available information
and external events. At the same time, these actions depend on the resources
and constraints that characterize the context in which the JCS act. This means
that JCS are able to plan and modify actions based on their knowledge, to
achieve their goals at every point in time, and thus control what they do
(Hollnagel and Woods, 2005).

Properties and characteristics of JCS are seen as unique to each system
rather than generic and common to all systems. The attention is given to the
overall performance, behavior and external functions of JCS in relation to
their environment and context (Woods et al., 1994; Hollnagel and Woods,
2005).

I) Shannon and Weaver’s (1949) model describes communication as exchange of
messages in the form of data (analogue and digital signals): information source -
(coding) - signal - (sending - transmitting - receiving) - signal - (decoding) -
destination (interpreting/understanding).

12
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Human activity systems

Human activity systems (HAS) are a part of the soft systems methodology
(Checkland, 1999). HAS are systems, which contain humans, use resources,
and have specific purposes. HAS are parts of larger systems. HAS interact
both with their environment and the systems they are a part of. HAS are
purposeful systems designed by people. Besides being goal-seeking, HAS are
characterized as systems maintaining relations (Flood, 2000; Checkland,
2000). As a result, HAS can change for other reasons than control needs,
compared to cybernetic or joint cognitive systems, for example, because of
the designers’” intentions to improve relations in these systems (Checkland,
1999).

HAS are commonly represented by conceptual models, which are
intellectual constructs of activities humans need to undertake in order to
pursue particular purposes, including goals (Flood, 2000). These models are
based on representative scenarios applied to the HAS, which link together
key features and activities taking place within the studied systems in order to
explore specific situations or events (Checkland, 2000; Vat, 2005). The models
are specific for each individual HAS, and are always based on empirical
observations of these systems (Checkland, 1999).

2.2.3 Constraints and context

Constraints represent relations between systems and their environment as
well as among system parts (Ashby, 1968). Constraints can be seen as
conditions such as restrictions, limitations, and regulations under which
system behavior occurs. Constraints limit as well as provide opportunities
for system behavior (Woltjer, 2005; Woltjer et al, 2008). In this context, the C2
work can be seen as an enduring constraint management (Persson, 2000). The
ability to manage the constraints and coordinate the actions within these
constraints, determines if controllers are able to achieve their goals and to
what extent (Persson, 2000; Woltjer, 2009).

Constraints can be described as physical, that is spatial and temporal
relations between the systems or their parts, and their environment (Buckley,
1968). Constraints can also be of conceptual and abstract nature, for instance,
representing organizational, cultural and strategic conditions (Ashby, 1968;
Buckley, 1968; Daft, 1992). Constraints can be both general and specific.
General constraints are related to the systems’ universal properties. Specific
constraints are dependent on the context.

Context is a set of facts on properties and conditions related to system
behavior. These properties and conditions, including constraints, describe
systems and their environment in particular situations and at given points in

13
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time. In other words, context describes explicit circumstances under which
system behaviors occur. Context thus influences how systems behave as well
as how they interact with their environment and other systems (Kokinov,
1995; Zacarias et al., 2007). Context is of temporary nature and is not stable,
i.e, it is changing over time (Kokinov, 1995; Silverman, 1997; Hollnagel and
Woods, 2005). Depending on the scope and level of analysis, context can be
regarded in many dimensions such as in groups, organizations, professions,
institutions, as well as in historical or political perspectives.

2.2.4 The team perspective

The team perspective is an approach to describe dynamic control, where
human groups are involved. The team perspective is not a single scientific
concept but instead it combines several other notions such as
distributed /team decision-making (Rasmussen et al., 1990; Cook et al., 2007),
distributed cognition (Hutchins, 1995; Garbis, 2002), and communication
(Hirokawa and Poole, 1996; Frey et al., 1999). The notions related to teams
and team processes give insights in interactions, activities, and processes
taking place within the controller.

A number of assumptions need to be fulfilled to consider a group of
humans as a team in a control situation. The involved humans, each
considered as a team member, have to be engaged in a set of goal oriented
activities, which are carried out in a collaborative manner (Orasanu and
Salas, 1993). The team members’ actions are interrelated and interdependent,
and take place within the same time-framework (Orasanu and Salas, 1993;
Brannick and Prince, 1997). The team members have explicit roles and tasks.
They have access to different information and often use special artifacts
(Thordsen and Klein, 1989; Artman, 2000).

Internal coordination and adaption processes

Dynamic control involves regulation of both the processes to be controlled
and the controller itself (Brehmer and Svenmarck, 1995). In this case, the
controller is represented by teams. How the teams’ activities are organized
and coordinated thus underlies the functioning and performance of the
teams (Jones and Roelofsma, 2000).

Coordination represents a continuous management of dependencies in the
teams through communication and/or team configuration (Brehmer, 1991;
Fussell et al., 1998; Persson, 2000). Coordination through team configuration
concerns changes in the teams’ arrangements, for example, team structure,
allocation of tasks, and use of artifacts. While coordination through
communication means the ways and forms of communication used for
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negotiation and feedback (Fusell et al., 1998). At the same time, different
configurations of teams influence the way and form of communication. This
includes the quality and content of the exchanged messages as well as the
type of communication taking place (Urban et al., 1995; Artman, 1999; Jones
and Roelofsma, 2000; Driskell et al., 2003). Examples of the different
configurations are (a) if the team members are gathered at one geographical
location or spread across multiple locations, (b) hierarchical division of tasks
and decision-making vs. networked organization of the teamwork, and (c)
communication settings, meaning who is able to communicate with whom.
In other words, team configurations are closely related to communication,
and have an essential impact on the interaction, that is how the work is
performed, and what the outcome is (Orasanu and Salas, 1993; Stout et al.,
1999; Artman and Persson, 2000; Johansson and Hollnagel, 2007).

2.2  Controller in the real world context

In the real world, the controllers do not act in isolation but as a part of larger
systems. These larger systems are commonly recognized as command and
control systems (C2 systems). From a general perspective, C2 systems are
distributed supervisory control systems (Shattuck and Woods, 2000). C2
systems are designed and created to utilize coordination of the wide range of
activities and the high number of different organizations, which characterize
the present emergency and crisis management.

The core of C2 systems are diverse command and control units (C2 units),
formed by one or more humans (e.g, commanding officers, experts,
politically assigned decision-makers, and operators) and the technological
artifacts they use (e.g., communication systems, databases, and planning
systems). C2 units in the C2 systems can be described in terms of their goals,
allocated authority, and responsibility. The conditions of the work of the C2
units are also defined by the managerial structures within the particular C2
systems and the emergency and crisis management organizations, in which
the C2 units are embedded. The C2 units of the C2 systems can therefore reach
different levels of interdependence (Persson, 2004; Stanton et al., 2008).
Compared to the military domain, the additional challenges specific for C2
systems in emergency and crisis response are management of (a) resources of
diverse kinds of organizations, (b) multiple goals of these organizations, as
well as (c) their varying operational procedures (Wybo and Lonka, 2002;
Shen and Shaw, 2004).

C2 systems in emergency and crisis management as well as the military
domain are characterized by high complexity with respect to the interactions
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combined with medium to low coupling between their parts (Perrow, 1984).
It is thus often difficult to describe and compare diverse C2 systems. The
NATO Research and Technology Group SAS-050 (NATO, 2006) suggests a
command and control approach space (Figure 2) to illustrate three independent
variables describing key properties of any C2 system. These variables are:
allocation of decision rights, patterns of interactions, and distribution of

Theoretical background

information.

These three variables are based on real distribution of the decision rights,
communication and interactions. The values of the variables take into
account both the formal and informal ways of C2 work. There are also other
aspects that may have an impact on these three variables such as norms,
culture, and training (Alberts and Hayes, 2006; NATO, 2006; Stanton et al.,

2008).
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The allocation of decision rights concerns distribution of
authority across C2? systems, and ranges on a scale from
unitary, that is centralization of authority to one location or
person, to peer-to-peer, which means equal decision rights to
all.

The patterns of interactions describe interactions taking place
among the parts of C2 systems, and range on a scale from
fully distributed to fully hierarchical.

The distribution of information is represented by
communication in C? systems, and ranges on a scale from
totally controlled to broad dissemination, where in the later
case everyone has access to every information item.
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Figure 2: “Command and control approach space” as a way to illustrate the
three independent variables, which characterize any C2 system: (a)
allocation of decision rights, (b) patterns of interactions, and (c) distribution
of information (adapted from NATO, 2006).

The values of the variables in the C2 approach space are changing over time
as C2 systems are dynamic in their nature (Alberts and Hayes, 2006, NATO,
2006). In other words, the values visualized in the C2 approach space are
characteristics of specific C2 systems in particular situations and at given
points in time. Moreover, ability of C2 systems to operate differently across
the C2 approach space and to reach different values of the variables indicates
adaptive capacity of the C2 systems (NATO, 2006).

An important aspect of modeling C2 work in response operations is how
the controllers and their relations toward the C2 systems as well as the
environment are defined. The standpoint is that only parts of C2 systems are
involved in C2 work in specific response operations. These parts of the C2
systems, which control the progress of specific response operations,
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correspond to the controllers. The C2 approach space and its variables
indicate how and in what way the larger systems, meaning C2 systems, may
impact the controllers during response operations. It is thus important to
take into account the impact of the C2 systems on the controllers in terms of
interactions, allocation of authority and communication as these three
variables include the context and constraints under which the controllers act.

2.2.1 Boundaries and interactions

Controllers control the progress of specific response operations. As the
duration of any response operation is time limited, the controllers exist on
temporary basis as well (Figure 3). Besides the temporal boundaries
concerning the existence of the controllers, there are boundaries and
interactions with respect to the different types of C2 work performed in the
C2 systems, and the temporal aspects of this work. Parts of the C2 systems
may need to operate on different time scales and maintain a certain amount
of freedom of action to be able to perform effectively and achieve their goals
(Brehmer, 1991; Brehmer and Svenmarck, 1995).

Command and
control system

s
( \

| Response operation |
| |
to ty

Figure 3: A controller of a specific response operation is in principle a
subsystem, which is assigned to control a specific response operation, and
which exists on a temporary basis.
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The C2 work in the C2 systems is thus often described with the help of
models. These models commonly contain three command and control levels!! to
distinguish the C2 work on the different time scales (Figure 4) (Fredholm,
1997; Cedergardh and Wennstréom, 2002; Svensson et al., 2005; Cedergardh
and Winnberg, 2006, UK CCS, 2007; Atkinson and Moffat, 2007): strategic,
tactical, and operational.

o The strategic C2 level operates on the longest time scales. It
concerns, for instance, descriptions of general roles within the
C2 systems, definitions of frameworks for response
operations, and dimensioning of resources over time and
space.

* The tactical C? level concerns the overall management of
specific response operations, and is represented by the
controllers. The tactical level of C2 includes, besides others,
determination of goals of the ongoing response operations,
formulation of objectives, planning, and so on. Distribution of
tasks, allocation of resources, and coordination of activities
are other examples.

*  The operational C?level is the lowest level where execution and
coordination of actions and countermeasures take place. Thus
it concerns the shortest time scales.

II) A number of models describing €levelscan be found in the military domain, the
emergency and crisis management, and the process industry. These models are
commonly three level models, and are in most cases almost identical. Though,
there is a great variation how the different levels in the models are termed, which
leads sometimes to confusion. For example, the process industry uses the
following order of the C? levels: strategic, tactical and operational (Schmidt and
Wilhelm, 2000). The same model and terms are also used in the British emergency
management (UK CCS, 2007). The Swedish fire and rescue services use instead a
four level model with the following C?levels: normative, strategic, operational and
unit-based (Fredholm, 1997; Cedergardh and Wennstrom, 2002). On the other
hand, in the military domain the C?levels are recognized as strategic, operational
and tactical (Lagerlof and Pallin, 1999; Atkinson and Moffat, 2007; US DoA, 2008).
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Figure 4: A model describing different command and control levels, which
distinguishes command and control work on different time scales in a
command and control system.

Controller as an adaptive structure

The fact that the controllers in response operations exist on temporary basis
has an impact on (a) the characteristics of the controllers in terms of the initial
conditions, as well as on (b) the context and constraints under which the
controllers act. This can be demonstrated when the emergency and crisis
management domain is compared with two other domains, where the
dynamic control view and diverse C2 concepts are often used, i.e., process
industry and the military.

In the process industry such as transportation and energy distribution, the
controllers and C2 systems are permanently present, for example, a control
room of an underground line (Garbis, 2002). The C2 systems utilize top-down
C2 structures, and the controllers have explicitly specified structures, as well
as defined positions and roles in the C2 systems. The controllers and their C2
capacity are dimensioned based on planning.

In the military, on the other hand, both the controllers and C2 systems exist
on temporary basis. They are initiated when necessary, i.e., for the purposes
of military operations. The initiation period often stretches over a period of
months (with the exception of air defense) and includes planning (e.g.,
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Allard, 2002; Wentz, 2002; Lowry, 2008). When in place the military
controllers and C2 systems coexist in parallel until they are disbanded. The C2
systems utilize top-down C2 structures, and the controllers often have
explicitly specified structures, as well as well-defined positions and roles in
the C2 systems. The dimension of the controllers and their C2 capacity are
largely based on planning.

In emergency and crisis management the C2 systems exist permanently,
but the controllers are transient. The controllers are initiated within minutes
or hours after harmful events such as emergency or crisis, take place, and
that on reactive basis. The controllers in the response operations exist only
during the period of the operations. When the operations are concluded the
controllers are disbanded. The controllers exist only during short periods of
time compared to the other two domains (Figure 5). The controllers in the
process industry and the military domain also have more explicitly defined
structures, rules and relations than in emergency and crisis management.
They also enter the control situations with preplanned and fully operational
controllers.

In emergency and crisis management, the controllers are dimensioned and
have C2 capacity primarily based on actual needs in each response operation
specifically (Svensson et al., 2005; Cedergardh and Winnberg, 2006). The
controllers are organized from nearest available parts and resources of the C2
systems, that is humans and technological artifacts. Moreover, the controllers
are configured during the initial stages of the response operations, while they
must already carry out C2 work and coordinate ongoing response efforts
(Bigley and Roberts, 2001; Svensson et al., 2005). As a result, the controllers
and their C2 work in the response operations become qualitatively different
compared to the process industry and the military domain in terms of how
and in what way the controllers are initiated and set up.

The nature of the response operations may alter as a result of the situation
in the area of operations, and available and deployed resources. The goals of
the controllers may change several times during a single response operation
(Bigley and Roberts, 2001; Svensson et al., 2005). This means that the type
and number/volume of deployed resources may be continuously changing.
The controllers must continuously adapt to these changes in terms of their
form to match the variety of the resources during the entire response
operation. This corresponds to the cybernetic law of requisite variety (Ashby,
1956) (Figure 6).
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Figure 5: A comparison of controllers, C2 systems and their temporal
existence in the process industry, the emergency and crisis management
and the military domain.

This continuous adaptation includes, for instance, the number of humans
involved, their expertise and skills, the artifacts they use, and the internal
configuration of the controllers. These changes are also equated with the
shifting nature and number of relations and interactions within the
controllers, as well as between the controllers and C2? systems, which the
controllers are a part of. The changes may include adaptations to the
communication, and reallocation of the authority as well. As a result the
controllers in the response operations have to, in most cases, cope with a
greater variety than controllers working in the process industry and the
military domain.
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Figure 6: The way a controller is formed, and what/who is a part of the
controller, depends besides other things on the available and deployed
resources in the area of operations. The controller continuously adjusts to
the number and type of resources deployed, that is the controller tries to
adjust its control capacity in accordance with the law of requisite variety
(Ashby, 1956).

2.2.2 Ways and forms of command and control work

Controllers of response operations often need to implement multiple
countermeasures to achieve their goals. Which countermeasures are chosen
and how they are combined rarely takes place on an ad-hoc basis but is
commonly based on tactics. Tactics are combinations of countermeasures into
various patterns, based on available resources and methods, to obtain the
best possible outcome within the persisting time- and resource-constraints
(Fredholm, 1991; Persson, 2000; Svensson, 2002). To effectively implement
tactics, deploy resources and keep flexibility during response operations,
diverse organizational and temporary configurations of the C2 work within
the tactical C2 level, and between the tactical and operational C2 level need to
be utilized (Johansson, 2000; Bigley and Roberts, 2001; Cedergérdh and
Winnberg, 2006). The organizational configurations concern: (a) what C2
strategies are used to effectively deploy the resources, (b) in which way the
C2 work is arranged to effectively coordinate the countermeasures and
actions put in place, and (c) how the C2 work is organized in order to
maintain control of the deployed resources and activities taking place. The
temporary configurations correspond to when and in what way the
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controllers alter between the different C2 strategies, structures and
arrangements (Fredholm, 1997; Johansson, 2000, 2007; Svensson et al., 2005;
Cedergardh and Winnberg, 2006).

Command and control strategies

C2 strategies relate to how and in what way the tactics are implemented,
resources are led and coordinated, as well as how feedback on actions and
countermeasures is collected. In the literature (e.g., Keithly and Ferris, 1999;
Lagerlof and Pallin, 1999; Zetterling, 1999; Johansson, 2000; Persson, 2000;
Alberts et al., 2001; Widder, 2002; Kaiser et al, 2004) three main C2 strategies
can be found. These three strategies are: order specific, mission specific and
autonomous strategy.

The order specific C2 strategy is sometimes described as “leading by order”
as it is based on detailed and specific instructions and orders to the
operational C2 level on “what should be done, how and when”. Order
specific C2 also requires detailed and frequent feedback on the activities
taking place at the operational level. This type of C2 strategy is recognized as
coordination and communication intensive. Order specific strategy is often
utilized, for example, in C2 of airborne operations (Persson, 2000).

The mission specific C2 strategy is characterized by general instructions
given to the operational C2 level on “what should be done or achieved”. This
type of strategy can be described as “leading by task”, in contrast to the order
specific C2 strategy. The instructions to the operational C2level take the form
of directives, which include intentions, goals, deadlines, and some guidance
toward identified objectives and potential problems. The mission specific
strategy requires that the operational C2level is capable to take initiative, and
choose appropriate actions and countermeasures. This type of strategy is
used, for instance, by the Swedish fire and rescue services (Svensson et al.,
2005).

The autonomous C2 strategy means that the tactical C2 level is only
concerned with general objectives such as “save lives”. The operational C2
level and deployed resources use self-synchronization principles to choose
and implement actions and countermeasures. The tactical C2 level only
supervises the ongoing activities. This type of strategy utilizes high flexibility
and adaptability. An example of C2 systems and resources applying this type
of strategy is the Israeli emergency medical services and the voluntary
organization “Hatzolah”, employing autonomous C2 in the initial stages of
their response operations (Kaiser et al., 2004).

The different C2? strategies require various competences, skills and
capacities. The choice of C2 strategy thus depends on a given situation, but
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also on skills, competence, and experience of the tactical and operational C2
level, as well as on training, skills and capacities of deployed and available
resources. There are also qualitative and quantitative differences between
these three C2 strategies (Table 1), which do not make the strategies equally
applicable to all situations. The mission specific and autonomous C2 strategy
may not be suitable for all circumstances, for instance, where activities taking
place are interrelated and/or restrained by the same type of constraints.

Table 1: A comparison of the three different command and control
strategies with respect to feedback, command and resource attributes (a
modification of the work by Alberts et al., 2001).

Feedback Command Resource
COMMAND attributes attributes attributes
AND CONTROL ! ! !
STRATEGIES Level i Level i Competence | Creativity
ofdetall | FreAUeNCY | orgeqai | Freauency | “iggus | Jinitiative
Autonomous low i low low i low very high i very high
. ’ | derate | derat derate | moderate
Mission specific moderate i moderate / high i / high / high i / high
Order specific high i very high moderate i high moderate i moderate
! ! / low ! / low

Arrangements of command and control

Arrangements of C2 concern how C2 is structured with respect to the
operational C2 level, the resources and the area of operations. It aims to
achieve unity of direction in the C2 work (Johansson, 2000). In principle, there
are three basic approaches to the arrangements of C2 (Johansson, 2000;
Brunacini, 2002; Kaiser et al., 2004; Walsh et al., 2005): geography-, function-
and domain-based arrangements (Figure 7).

In the geography-based arrangements activities at the operational C2 level are
disposed according to the geography. In other words, the deployed resources
allocated at each geographical sector should contain the functions and
domains necessary to accomplish the goals related to the sectors.

In the function-based arrangements resources are allocated to support the
specific functions or activities such as pumping, search and rescue, and
evacuations, throughout the entire area of operations.
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The domain-based arrangements organize resources based on the actors’
domain of competence, for example, police forces, emergency medical
services, and fire and rescue services, over the entire area of operations.

In reality, the different types of C2 arrangements are often combined in
various ways. For instance, the domain-based arrangements, i.e., fire and
rescue, emergency medical services, police, could be used to structure the
overall coordination of all resources in the area of operations. The function-
based arrangements can then be used within each domain, e.g., surveillance,
patrolling and transports within the police forces. Moreover, controllers may
alter between the different C2 arrangements during the response operations,
similarly to the case of C2 strategies (e.g., Bigley and Roberts, 2001;
Andersson et al., 2004).

Span-of-control

Span-of-control is related to how C2 work is organized to maintain control of
the deployed resources and to prompt the activities taking place in the area
of operations. Span-of-control takes into account human limitations in
control. It concerns the number and range of activities and resources humans
are capable to coordinate (Figure 8). Span-of-control is associated to the skills
and competences of each individual as well as to the overall capacity of the
controllers. Span-of-control is context-dependent, and is influenced by both,
the chosen C2 strategy as well as the arrangements of C2. For instance, the
order specific C2 strategy has higher requirements on the coordination of
resources and activities, and reduces thus the possible span-of-control
compared to the mission specific C2 strategy (Johansson, 2000; Cedergérdh
and Winnberg, 2006).
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Figure 7: The different types of command and control arrangements in
relation to the area of operations: function-based (top), domain-based
(middle), and geography-based (bottom) arrangements.
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Figure 8: Span-of-control (adapted from Svensson et al., 2005)

2.2.3 Communication modeling

Communication represents a complex, pervasive and vital aspect of human
activities (Littlejohn, 2002). Communication is also an essential element of C2
work. No single theory can address all aspects of communication (ibid.).
Many scientific perspectives on communication, its meaning and role can be
found. Examples of such perspectives are communication as a social action
(Haslett, 1987), communication as use of language (Clark, 1996, Akmajian et
al., 2001), and communication as exchange of semiotic symbols (Pierce, 1958;
Leeds-Hurwitz, 1993). In the context of this research, which aims to model C2
work in response operations, communication can be described based on two
constructs, which are close to the systems view:

*  Communication as a systemic process,

*  Communication as an infrastructure of a system.

Communication as a systemic process

The first construct conceptualizes communication from a dynamic
perspective, that is as a systemic process. The communication is represented
by a spatio-temporal distribution and connectivity of communicative acts. A
communicative act occurs when a data-output from one system component
becomes a data-input to another. This construct originates in cybernetics and
represents the interaction approach to communication (Shannon and Weaver,
1949; Ashby, 1956), unveiling the dynamics of the studied systems (Mabry,
1999; Heath and Bryant, 2000; Jentsch and Bowers, 2005). The construct of
communication as a systemic process corresponds to the patterns of
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interactions, and the distribution of information in the C2 approach space
introduced in this chapter. To describe communication according to this
construct, the communication processes must be observable and have
already taken place (Mabry, 1999). This way of communication modeling has
also been used to document and describe communication in the emergency
and crisis management domain (e.g., Petrescu-Prahova and Butts, 2005;
Houghton et al., 2006; Landgren and Nuldén, 2007; Uhr, 2007).

Communication as a system infrastructure

This construct conceives communication from a structural perspective,
describing communication as an infrastructure property of a system, which
makes data exchange possible. This construct builds upon the transmission
approach to communication, described by Shannon and Weaver (1949). This
construct of communication allows to model systems where the specific
communication has already taken place, but also prior to this
communication. Even in this case the communication must be observable
(Mabry, 1999).

Several authors such as Coakley (1992), Friman and Derefeldt (2004),
Johansson (2005), and Johansson and Hollnagel (2007), have further
elaborated the communication infrastructure construct by describing it as a
concept embedded in a socio-technical context. In this concept, the
communication infrastructure includes, for the purposes of analysis, three
interdependent systems: organizational, social, and technical (Figure 9):

* The social system contains humans that are part of the
controller and C2 system. It concerns relationships that can be
associated to inter-human, group, and informal
arrangements.

»  The organizational system is the formal organization of the
controller and C2 system. It includes formal channels of the
organizational communication.

*  The technical system refers to the technology such as hardware
and software, connected through physical and wireless
communication channels allowing exchange and sharing of
data over space and time.

Ideally, these three systems should be interwoven. Though, it is important
to be aware that their dynamics, meaning the rate and magnitude of change,
are different. The properties of these systems depend, besides others, on
context and constraints, as well as interactions that take place between the
involved humans and organizations. If the properties of the systems in the
communication infrastructure differ greatly, this can be seen as potential
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indicators of disturbed communication leading to conflicts among the
humans and organizations involved. Several authors such as Rochlin and
Demchak (1991), Rochlin (1999, 2000), Johansson (2005), Johansson and
Hollnagel (2007), and Stanton et al. (2008), suggest that communication and
consequently performance, ability to adapt, and control capacity of the
controller are, besides others, influenced by the communication
infrastructure.

Figure 9: The social, organizational, and technical systems of a
communication infrastructure (adapted from Johansson, 2005; Johansson
and Hollnagel, 2007).

Artifacts supporting communication related activities

The types of artifacts this thesis focuses on are various designed artificial
devices such as information systems and communication terminals that
maintain, display and operate upon data to enhance human performance
(Norman, 1991).
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The kind of artifacts humans choose to use depends on the tasks they have
to carry out. In other words, the choice is embedded in the dynamic context
of human activities (Norman, 1991; Carroll and Rosson, 1992; Hutchins, 2001;
Hollnagel and Woods, 2005). Norman (1991) suggests the human action
cycle-model in order to understand the issues related to the use of artifacts as
well as the interactions between the humans and artifacts. This model is
coherent with the notion of control models described in this chapter. A
similar notion, building upon a cyclic control model, is suggested by
Hollnagel and Woods (2005).

The use of specific artifacts is influenced by different types of constraints
(Miller and Woods, 1997). These constraints concern (Miller and Woods,
1997; Hutchins, 2001; Hollnagel and Woods, 2005):

*  Constraints related to the nature of the domain, that is the
larger socio-cultural context, and the tasks that have to be
performed.

*  Constraints due to the design of the artifacts.

*  Constraints due to the humans in the setting, that is the skills,
interests and preferences of the humans using the artifacts.

In the context of C2 work, the artifacts, which are of interest, are those
supporting communication in terms of a collection of feedback from the
operational C2 level and the area of operations, and dissemination of
decisions, orders and intent to the operational C2 level. Other types of
relevant artifacts are those supporting the different C2 functions of the
controller such as detection, situational assessment and planning (Brehmer,
2008).

2.3 Modeling and simulations

The terms model and simulation are widely used in many of scientific
disciplines. It is therefore not surprising that they have also been given
different meanings. In this work, a model is defined as a representation of
some aspects of the reality. It captures conceptual properties and
assumptions of various objects, e.g., a situation, system or other phenomena,
in the real world (Klein, 1985; Hartmann, 1996; Crookall and Saunders, 1998).
A simulation is an execution of a model, while providing a representation of
the way in which the real world objects change as time progresses (Klein,
1988; Hartmann, 1996). In other words, simulations are grounded in models
of objects, whose time evolutions are simulated (Hartman, 1996) (Figure 10).
Both, models and simulations need to use simplified assumptions to make
their dynamics tractable (Weirich, 2008).
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Figure 10: Relation between real objects and processes, and their models
and simulations.

This research concerns role-playing simulations that aim to create conditions
and events similar to the C2 work in real response operations, that is to
stimulate the simulation participants to make decisions, take actions and
interact with others in that context. In general, when people take part in
simulations, they indirectly interact with the models, modifying them and
their variables (Niemeyer, 2003; Brynielsson, 2006). This process proceeds
into more complex situations as the interactions go on among the
participants during the simulations. The simulation participants” actions and
behavior are influenced as well as dependent on the other participants,
which may lead to both planned and unplanned variations of the simulation
(Crano and Brewer, 2002). The interactions and interdependencies among the
participants” actions and behavior result in internal parameters governing the
simulations (Gestrelius, 1998). Moreover, if the participants act in simulations
in their professional roles, they use their tacit knowledge, for example, to
generate prospective choices, alternative courses of action, or contingency
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plans. This further increases the variations of the simulations (Cooper et al.,
1980; Crookall et al., 1987; Bracken and Shubik, 2001).

Thus the modeling and simulation design of complex objects, especially
when people acting in their professional roles are involved, requires
attention. Winsberg (1999) highlights that it is a non-trivial process to bring a
theoretical structure into resonance with complex objects. Even if good and
well-understood theories and concepts, describing the objects in the real
world, exist, the actual objects are often not sufficiently well understood
because of the complexity and interactions involved in generating them.
Researchers addressing the conceptual aspects of modeling and simulation
design (e.g. Crookall et al, 1987; Hartmann, 1996; Winsberg, 1999; Silvert,
2001) argue that simulations of complex objects may require a complete
hierarchy of models in order to link the theories and concepts to the studied
objects. This is necessary in order to identify critical parameters and aspects
of the objects, and to understand their underlying dynamics.

2.3.1 Model hierarchies

The goal of model hierarchies is to link diverse theories and concepts to the
studied objects in a comprehensive way. Hartmann (1996) and Winsberg
(1999) describe such model hierarchies as a process of combining models and
theories. They, both focus on computer-based simulations, and use terms
from computer science, contrary to this work. The model hierarchy described
in this section uses general terms instead, and aggregates of some of the steps
in the process.

The model hierarchy (Figure 11) contains three levels of models: (a)
general models and concepts, (b) case specific models, and (c) simulation
design.

General models and concepts provide universal assumptions and properties
related to the type of studied objects. General models and concepts are not
about specific objects in the real world. This level aims at conceptual and
simplified descriptions that serve as a base for selection of features to be
modeled into the forthcoming two levels (Crookall et al., 1987; Hartmann,
1996, Winsberg, 1999). The type of models and concepts considered at this
level of the model hierarchy are, for instance, those described in chapter 2.1.

Case specific models are used to identify key parameters, boundary values,
and initial conditions of the studied objects. Case specific models provide
symbolic descriptions of specific objects. These models make the descriptions
from the general models and concepts level applicable to these specific
objects (Crookall et al., 1987; Hartmann, 1996; Crookall and Saunders, 1998;
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Winsberg, 1999, 2001). Examples of the case specific models are models,
concepts and assumptions presented in chapter 2.2.

Model hierarchy

General models
and concepts

Case specific
concepts

Simulation design

- J

Figure 11: Model hierarchy (adapted from Hartmann, 1996; and Winsberg,
1999).

Simulation design leads to the final models, which are executed during the
simulation. Simulation design covers three major areas: specification of
relevant scenarios, compilation of high resolution models of C2 work and
response operations grounded in the scenarios, and transformation of the
models and scenarios into a simulation ready form. The aim of these final
models is to resemble the specific objects in the real world. They have thus a
high resolution, are very specific, and include frameworks describing the
specific patterns of the simulation and assumptions of how the simulation
may evolve over time (Crookall et al., 1987; Hartmann, 1996, Crookall and
Saunders, 1998; Winsberg, 1999; Achterbergh and Vriens, 2007).

2.3.2 Scenario development

Scenarios are in principle high resolution descriptions of reality that aim to
provide an appropriate context for, and to identify the essential elements in,
the simulation participants” decision problems (Klein, 1985; Parson, 1996). To
achieve this goal, scenarios must have an appropriate richness, and they
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must reflect historical, social and other real life settings (Drabek and Haas,
1967; Parson, 1996; Yardley-Matwiejczuk, 1997).

The scenario development includes defining and modeling of objects and
events that make up the base of the simulation content (Kleiboer, 1997). The
scenario development takes into account the scope of the simulation, the
relevant context, and the participants involved (Parson, 1996). An example of
questions and topics that the scenario development commonly addresses is
(a) the number and range of objectives, (b) the timescale and scenario
duration, (c) the nature of required response, and (d) the number of roles,
affecting the degree of interaction among the participants (Alexander, 2000).
The process of scenario development leads to (Yardley-Matwiejczuk, 1997;
Achterbergh and Vriens, 2007):

¢ Detailed models of the studied systems (e.g., C2? system,
controller and resources),

*  Statements of the assumptions about the systems’ operating
environment (e.g., situations, incidents and constraints),

*  Frameworks describing specific sequences of the systems’
behavior, and

*  Scripts of how the simulation may evolve over time.

The modeling of specific C2 systems, controllers and resources include (1)
possible size and structure of the controller, (2) ways and forms of C2 work
that the controller may apply, (3) range, type and frequency of interactions
between the C2 levels, (4) available resources and their characteristics, (5)
commonly deployed tactics of the controller and resources, and (6) mapping
of the communication infrastructure. The modeling also concerns work-
related factors such as culture, norms, leadership and stress (e.g., Svensson et
al., 2005; Larsson, 2005, 2006; Lindgren, 2007).

The assumptions about the actual area of operations, situations, incidents
and other relevant constraints are commonly based on typical and recurrent
situations and events taking place in real response operations (Kleiboer,
1997). At the same time, these assumptions need to be combined with new
and unusual types of incidents for the participants to experience the scenario
as realistic without being overly constrained or biased by their experiences
from the actual response operations (Alexander, 2000). The assumptions have
to be representative for the actual types of harmful events. Their degree of
predictability should vary in order to stimulate the participants’ thinking
about the unexpected, that is creatively anticipating what could go wrong
(Adamski and Westrum, 2003). Realistic, challenging and detailed
assumptions may encourage foresight and anticipation of potential problems
by the participants (Woltjer et al., 2006b).
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2.3.3 Realism and its evaluation

The main challenge of the type of simulations, this thesis concerns, is to
achieve that the participants behave in the simulation in a similar way to
what they would have in real situations (Klein, 1985; Parson, 1996). A high
subjective realism of the simulation is necessary in order to emerge behavior
that is similar to the behavior the participants would demonstrate in reality.
The simulation participants have to be put into an appropriate context and
interact with appropriate models of the C2 work and response operations. If
the context and models do not match the real world situation, which is
simulated, the participants may create an incorrect construct of the situation
than intended by the simulation designers. As a result, the simulation
participants may act upon this incorrect construct and use different
theoretical and practical concepts than they would have done in the same
situation in the reality (Klein, 1985; Parson, 1996). Thus the issue of
simulation realism and its evaluation represents an essential part of
simulations (Rolfe, 1991; Rubel, 2001; Achterbergh and Vriens, 2007).

Subjective realism

Subjective realism concerns the way the participants perceive the simulation
(Parson, 1996; Crookall and Saunders, 1998; Alessi, 2000). Drabek and Haas
(1967) describe five main areas of realism: groups, tasks, environment, social
structures, and knowledge of participation. These five areas of realism
influence: (a) if the participants perceive the simulation as realistic, and (b) if
the participants act and behave in the simulation in a realistic way.

The groups equal to use of meaningful units of analysis represented by real
groups of personnel with shared experience as participants. The fasks mean
that the type of tasks, activities and demands, which the participants carry
out in the simulation, is identical to the participants” sphere of tasks in the
reality. The environment corresponds to the ecological settings in which the
participants act, and which are same or very similar to the reality. The social
structures mean that social systems are utilized so the interaction and
relations between the participants are carried out in a realistic way. The
knowledge of participation implies that the simulation participants are unaware
of their participation in the simulation.

Parson (1996), Crookall and Saunders (1998), and Gestrelius (1998)
highlight a realistic feedback on the participants’ actions, both in terms of its
form and content, as important to achieve a realistic behavior. This is,
however, challenged by the fact that crisis and emergency response scenarios
involve unique and novel problems. This type of simulations may thus
require a combination of experts with domain-knowledge, formal models as
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well as detailed analysis and planning. This is necessary in order to
determine and replicate effects and consequences of the participants’
decisions and actions (Parson, 1996).

Realism relative simulation objectives

The main factor influencing the required level of realism in the simulation is
the simulation objectives (Gestrelius, 1998). Four main types of simulations
with respect to the simulation objectives can be recognized: (a) to train, (b) to
evaluate, (c) to gain insights and (d) to demonstrate. Simulations focusing on
training are educational simulations. This type of simulation has a clear
relation to the training and learning objectives as well as the simulation
layout, and evaluation of the participants’ behavior and performance.
Simulations focusing on evaluation aim to assess the behavior or performance
of individuals, teams and C2? organizations. This type of simulation is used,
for instance, to evaluate dimensioning and robustness of C2 organizations.
Another example of this type of simulation is the validation of preparedness
and response plans. Simulations conducted by the objective to gain insights
aim to replicate or reconstruct situations and processes, which took place in
reality, in order to gain deeper knowledge of what happened. An example of
such simulations is replays of alarm sequences at C2 centers to analyze the
measures taken by the operators including why they approached the
concerned situations in particular ways. Simulations designed to demonstrate
intend to explicate “best practice” to manage certain problems, or to show
pros and cons of the different ways of approaching certain situations (e.g.,
Lardinois, 1989; Jenvald, 1999; Boin et al., 2004; Stanton et al., 2005; US GAO,
2007).

Simulations focusing on behavior related to the domain-specific skills and
knowledge such as application of explicit doctrines, and utilization of specific
tactics, require a higher level of realism than simulations centered at the
domain-general skills and knowledge, for instance, leadership and team
communication. Simulations focusing on detailed aspects of the domain-
general skills and knowledge may in certain situations require a high level of
realism as well (Klein, 1988; Alessi, 2000). The participants” skills, knowledge
and simulation experience represent an important factor with respect to
simulation realism. There are qualitative and quantitative differences in how
experienced and inexperienced participants behave in simulations. For
instance, inexperienced participants more often accept the simulation
scenario as it is, compared to experienced participants, who use their own
assumptions and concepts and in a way build own scenarios to a certain
context (Cooper et a., 1980).
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Evaluation techniques

The key parameter with respect to the evaluation of realism in this type of
simulations is the subjective realism (e.g., Mihram, 1972; Fenstein and
Cannon, 2002). In this context, the relevant evaluation techniques are self-
reflection by participants, and evaluation made by experts (Parson, 1996).
Self-reflection by participants has the form of different debriefing techniques
such as an after-action-review, where the participants themselves can reflect
upon their performance and judge the realism of their behavior in the
simulation both in formal and in informal ways (Scott, 1983; Downs et al.,
1987; Rankin et al., 1995; Gestrelius, 1998). Evaluation made by experts concerns
direct and indirect observations of the simulation and participants’ behavior.
The evaluating experts act as complete observers during the simulation
execution (Denzin, 1978; Burgess, 1984; Beaubien et al., 2005).

2.3.4 Simulation layout

A simulation layout concerns the transformation of the scenario-grounded
high resolution models of C2work and response operations into a simulation
ready form.

One aspect of the simulation layout is the choice of a simulation format.
There are in general four main simulation formats suitable for generating
situations, where real commanding personnel operates in simulated real
world systems, make decisions and act upon hypothetical conditions: (1)
tactical decision games, (2) operational games, (3) functional exercises and (4)
full-scale exercises. See Table 2 for a summary of the main properties of these
four simulation formats. Tactical decision games are low-fidelity simulations
using mental and visual simulation techniques, which focus on non-technical
skills of the simulation participants (e.g., Schmitt, 1994; Klein, 1997, 1999;
Crichton et al., 2000; Crichton and Flin, 2001). Operational games are
simulations combining mental, visual and physical simulation techniques.
Operational games aim at providing insights in decision-making in complex
situations. They can have various levels of fidelity depending on the scope of
the simulation (e.g., Shubik, 1972; Cooper, 1979; Klein and Cooper, 1982;
Thomas, 1984; Rubel, 2001). Functional exercises are high-fidelity simulations
combining mental, visual and physical simulation techniques. They focus on
specific operational activities or command posts. They can be executed both
indoor and in the field (e.g., Peterson and Perry, 1999; Payne, 1999; Green,
2004; US FEMA, 2007). Full-scale exercises are high-fidelity simulations that
simulate most or all the functions, which may be involved in a real response
operation. They are therefore always at least partly located outdoor (e.g.,
Peterson and Perry, 1999; Green, 2000; Perry, 2004; US FEMA, 2007).
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Table 2: Some of the central properties of the four main simulation formats
used in the emergency and crisis management domains (compiled from
Cooper, 1979; Thomas, 1984; Gestrelius, 1998; Klein, 1999; Peterson and
Perry, 1999; Green, 2000; Crano and Brewer, 2002; Perry, 2004).

SIMULATION Simulation Behavior q . .
FORMATS technique v Realism Abstraction Tempo Duration
Tactical decision mental, . - higher than
game visual passive low High in reality <1 hour
Operational game 'Zi’:,f:” active fow varyin often higher 1-4 hours
P 9 i / moderate rying than in reality
physical
. . me ntal, . moderate moderate same as in
Functional exercise visual, active / high / high realit 1-8 hours
physical 9 g Y
mental, .
Full-scale exercise visual, active high m7gierzte sa:v;’?ts n 31371‘;’55'
physical 9/ y 4

The level of control in the simulation is another aspect of the simulation
layout that has an influence on the various simulation features and settings
such as the task and content fidelity and simulation complexity. The level of
control concerns the simulation managers’ control over the scheduling of
simulation stimuli during the simulation (Adelman, 1991). In general two
levels of control can be distinguished, i.e., high- and low-level control
simulations.

The high-level control simulations often have research questions in the form
of hypotheses, and are frequently carried out as comparative and
experimental studies. The data collection focuses mainly on quantitative data
in order to analyze in-depth what interactions took place. These simulations
are in many cases faster than normal time, use predefined scenarios, and
evaluate assumed technological capabilities. Examples of high-level control
simulations are microworld studies (e.g., Artman and Granlund, 199§;
Granlund, 2004; Gonzales et al., 2005) and some operational games (e.g.,
Kraus et al., 1999; Beroggi et al., 2001, Mendonga et al., 2003; Gu and
Mendonga, 2005).

Compared to the high-level control simulations, the low-level control
simulations have the form of case studies and quasi-experiments (Adelman,
1991). The focus of the data collection and analysis is different as well. The
attention is given primarily to qualitative data and analysis of how the
different interactions and processes took place. The low-level control
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simulations are characterized by the high-level task, content and
environmental fidelity, and the use of progressively unfolding scenarios. The
pace of these simulations is the same as normal time. The artifacts studied in
these types of simulations are often real tools or their high-fidelity
prototypes. Examples of low-level control simulations are crisis and
emergency management exercises (e.g., Artman and Persson, 2000; Woltjer et
al., 2006a; Mackenzie et al., 2007).

The last aspect of the simulation layout is the type of simulation control.
The type of simulation control concerns in what way and by whom the
simulation execution is managed and controlled. The type of simulation
control also influences, besides others, transparency and complexity of the
simulations (Bracken and Shubik, 2001). It is closely related to the level of
control in the simulation. The simulation control can range from being
entirely automated as in computer-based simulations (e.g., microworlds), to
entirely human as in some role-playing games (Klein, 1985; Kleiboer, 1997).
Various examples of semi-automatic and computer-assisted simulation
control can be found as well (Jenvald, 1999; Morin, 2002; Jenvald and Morin,
2004).

The simulation format, level of control in the simulation, and type of
simulation control are the main aspects of the simulation layout that
influence the final simulation form. They are often combined in numerous
ways in order to meet the demands with respect to the scope of the
simulations and the required realism. But they also take into account the
practical and pragmatic issues such as tractability and data collection.
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This chapter reviews role-playing simulations of C2 work, conducted as a
part of this research, and the main findings from these simulations. The
utilized simulation approach is scenario-based real-time role-playing
simulations grounded in models of C2 work and response operations. Three
simulations have been conducted based on this methodology and are
reported in this thesis. The simulations are: ALFA-05, GNEX-06 and EX-2008.

ALFA-05 gave attention to the C2 work of the commanders from the
Swedish local and regional emergency management organizations
responding to a forest fire scenario (Paper I and II).

GNEX-06 focused on the issue of operationalizing earth observation
technologies performed by the prospective European expert teams for rapid
crisis response. The scenario was a release of radioactive noble gases from an
accident at a nuclear power plant (Paper III).

EX-2008 aimed at gaining insights in the C2 work of the command staff of
the Swedish Response Team, dispatched to carry out an international
response operation. The scenario was a forest fire with related large scale
evacuations (Paper IV).

3.1 Methodology

This research is based on role-playing simulations as methodological means
for qualitative research. Role-playing simulations involve humans and are
interactive multi-person settings where reality or parts of reality are
reproduced (Crookall and Saunders, 1998). The simulations are scenario-
based, and combine features of two simulation formats, i.e., operational
games and functional exercises. The simulations utilize the low-level control
and use humans to control their execution. The simulation models, settings
and layout, which are the basis for executions of the simulations, are
grounded in models of C2 work and response operations.

The simulations are executed in real-time, that is the participants face tasks
to be conducted in present time, and the development of the tasks can be
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described as dynamic (Brehmer, 1987). The participants are real decision-
makers, commanders and operators making decisions on hypothetical
conditions and operating simulated systems, which aim to place the
participants in vivid, demanding and realistic situations (Parson, 1996;
Skyttner, 2001). The participants are enforced to act under uncertainty and
time pressure, when having access to limited resources and information.
They also need to use skills and knowledge, which are domain-specific as
well as domain-general in order to accomplish their tasks.

Figure 12 provides a schematic example on how the conducted
simulations were organized. Table 3 and Figure 13 describe the key
characteristics of the conducted simulations. Table 4 gives an overview of the
included papers and their focus.

( Simulation management

I T T T T T T

Simulation staff

Simulation >

SI9AI3SO

participants

Figure 12: A schematic example on how a scenario-based real-time role-
playing simulation is organized: simulation participants, who interact with
each other and with the simulation staff while observed by the observers.

42



Summary of studies

Table 3: Overview of the conducted simulations (ALFA-05, GNEX-06 and
EX-2008) and some of the key characteristics and facts of these simulations.

CONDUCTED Simulation Simulation Interactions | Unfolding - Number of o
SIMULATIONS | technique objectives infocus | scemario | vahdation | o icipants | Duration
ALFA-05 mental - to gain insights in tactical - Yes self-reflection 7 persons 2 hours
visual c?work operational evaluation p
- to2 gain insights in
GNEX-06 m.ental C v_.vork ) strate.glc - No self-reflet_:tlan 64 persons 33 hours
visual - to investigate use tactical evaluation (3 teams)
of artifacts
- to design a .
mental . 4 strategic - .
EX-2008 visual s:mul_atl_o n ights i tactical - Yes self-rleflet_:tlon 11 persons | 4,5 hours
hysical - to2 gain insights in operational evaluation
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Figure 13: Conducted role-playing simulations (ALFA-05, GNEX-06 and
EX-2008); the simulated C? activities in the C2 level model, and the
interactions taking place in the simulation between the different C2 levels
(CJ activities and interactions initiated by the participants, and £

activities and interactions initiated by the simulation staff).
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Table 4: Overview of the included paper and their focus.

INCLUDED n .
PAPERS Simulation Focus
Paper | ALFA-05 - Simulation methodology
- Simulation methodology
acegll ALFA-05 - Supporting the artifacts design
- Simulation methodology
aapeqil GNEX-06 - Investigating the use of artifacts
Paper IV EX-2008 - Simulation methodology

3.2 Simulation I: ALFA-05

The first simulation, called ALFA-05, focused on the issue of design and
development of C2 tools to support collaborative work and processes in C2
teams, where the team members may be distributed across different
organizations. Information seeking, communication, and data sharing were
given explicit attention as the essential elements of the collaborative C2 work.
The aim of the simulation was (1) to document the work practice of a team of
commanders responding to an emergency situation, and (2) to identify the
areas and activities, that may be enhanced by the use of technological
artifacts.

The simulation was a scenario-based real-time role-playing simulation
with seven participants. The participants were commanders from the
emergency management services, e.g., fire and rescue, police, and emergency
medical service, who lived and worked in the actual geographical area where
the scenario and simulated events took place. All worked regularly at
command posts corresponding to their assignments in the simulation. The
scenario was based on a single self-contained event, which was represented
by a forest fire. The scenario and its size were designed to involve emergency
management organizations from two neighboring counties in a joint
emergency response operation. The task concerned a response to a forest fire
at the common border of the two different counties. The location of the forest
fire aimed to trigger unclear operational procedures with regard to the C2
responsibilities. Further, a number of additional incidents were selected in
order to establish a certain context with respect to the objectives, and to
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control the tempo of the simulation. The simulation was initiated by multiple
emergency calls and carried on for two hours.

The communication during the simulation represented the main data
source. The participants were allowed to communicate between each other
and with the simulation staff only through text messages. All
communications were stored on log-files. The participants” workplaces were
recorded by nine video cameras. All the material used by the participants in
the simulation was archived. An after-action review was conducted right
after the simulation. The collected data were analyzed by using a combined
set of methods: episodic analysis, socio-metric status and communication
classification/roles.

3.2.1 Main results

The results of the simulation suggest that the distribution of the
communication density between the different command posts was not
directly related to the scenario and its incidents, but rather to the availability
of resources given to the particular commanders. The resource availability
and allocation had impacts on the communication volume. The commanders
communicated pro-actively, distributing information on a push-basis. The
way information was searched, where and how, was dependent on the
dynamics and the task load in the simulation. Information seeking was
dependent on the local knowledge, experiences and task load (see Paper I).

Differences between planned and actual C2 work were found. Tasks were
distributed differently based on the situation rather than according to the
organizational arrangements. The results indicate that the commanders used
informal arrangements within the established C2 structures. The
commanders actively initiated diverse activities, and undertook various
informal functions and different communication roles. These activities,
functions and communication roles stretched across organizational and
domain boundaries. Cross-domain and cross-organizational knowledge
allowed the commanders from the different organizations to recognize the
need for active engagement in diverse, joint activities and for supporting the
other commanders. The analysis revealed that the existing C2 tools, used by
the participants at work in their organizations, did not provide any support
with respect to conducting informal functions, indicating a current overview
of functions and roles, or sharing “soft” information such as personal
judgments and estimations. The design and development of methods and
other aids to support this type of coordination should therefore receive
attention in future C2 tools (see Paper II).
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Besides Paper I and II the simulation has resulted in three additional
publications (Trnka et al., 2006; Woltjer et al, 2006b; Aminoff et al., 2007).

3.3 Simulation II: GNEX-06

The second simulation, called GNEX-06, was centered on the issue of
observation technologies and their operational use in crisis response. This
includes how they should be implemented to benefit from the possibilities
they provide. It also includes to what extent they can meet the known
demands of the crisis management with respect to contingency, adaptive
capacity, and uncertainty. The simulation focused on expert teams providing
remote support, in the form of analytical products and services based on
earth observation data, to various decision-makers. The teams’ tasks
concerned work on digital satellite imagery such as data collection, fusion,
analysis and visualization, that were accomplished by the aid of various
computer-based tools. The simulation aimed to gain knowledge of
operational deployment of earth observation technologies by expert teams in
rapid response operations.

The simulation was a scenario-based real-time role-playing simulation. In
the simulation, three expert teams worked in parallel on identical tasks
related to rapid mapping tasks in a crisis response context. The type of teams
and technologies that the simulation focused on were not initially in place or
operational. This affected the way the teams were selected and prepared. The
teams were temporary teams consisting of, on average, twenty-one members
in each team. The team members were researchers and operators from thirty
organizations participating in the “Network of Excellence on Global
Monitoring for Security and Stability” (NoE GMOSS), who acted as
prospective members of the expert teams in the simulation. The simulation
was based on a single, self-contained event. This event was an incident in a
nuclear power-plant followed by a release of radioactive noble gases. The
teams’ tasks were to provide detailed information on: (a) the current land-use
in the contaminated areas, and (b) the changes in the industrial sites and
urban areas. The tasks required a process chain from the data access to the
visualization to be executed. The simulation duration was a priori set to
thirty-three hours.

The main data collection technique was observations by experts. The
observations were carried out in a semi-structured way. The observations
focused on the use of earth observation technologies as well as on the team
configuration, communication, coordination, task allocation and adaptive
behavior. An after-action review was conducted immediately after the
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simulation was concluded. The teams’ collaborative work and the outcomes
delivered by the teams were evaluated by experts from the remote sensing,
crisis management and nuclear safety domains. The simulation was also
followed by two workshops within six months of the simulation.

3.3.1 Main results

The simulation provided an opportunity to study actual work and
interaction emerging from the collaborative processes of deploying earth
observation technologies during crisis responses. The simulation identified
the opportunities and constraints emerging from the practical application of
these technologies by expert response teams in a rapid crisis response.

An area in focus was the utilization of the various computer-based tools in
the process chain. The teams used, in total nineteen, different tools to
accomplish the same tasks. Ten tools were commercial-off-the-shelf and nine
were in-house developed tools. On average, each team used nine tools. Three
tools, all commercial-off-the-shelf, were used by all three teams. The different
team configurations and the used means for communication did not seem to
have any significant impact on the teams’ choice of tools. Unfortunately, the
use of the non-standard classification schemes and the vague quality and
reliability statements, by all the three teams, did not allow any comparison of
the delivered outcomes.

The analysis also revealed that the distributed team work and the related
communication challenges led to problems with the task handover and the
redundancy of the products in all the teams. All the three teams also
experienced difficulties when operating under time-pressure. This resulted in
the following behavior. First, the severe time-constraints caused non-
standard land cover classifications to be used including cartographic
visualizations. Second, the time pressure also resulted in insufficient quality
management. Third, with the increasing time pressure, the teams tended to
switch from advanced in-house developed tools to commercial-off-the-shelf
tools. Forth, the teams were missing contingency plans even though the
teams demonstrated good coping capabilities.

From the findings in this study, an area that requires further attention, is
the expertise and skills available in this type of teams. The simulation
revealed that, besides capabilities in the area of earth observation data
analysis, data integration, visualization, and security concepts, the teams also
need expertise in other general areas, for example, contingency planning and
process planning, but also in specific areas with respect to the given scenario
such as cartography and ecology. The team members need their specific
technical skills, but in cases of crises it is absolutely necessary that they have
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additional “soft” skills in the field of management and communication.
These skills seemed to be missing in this simulation (see Paper III and Voigt
et al., 2009).

The simulation experience and its outcomes have been analyzed and
reported in a number of publications by other authors (e.g., Beumier, 2007;
Resch et al., 2007; Tiede and Lang, 2007; Lacroix et al., 2008; Mund et al.,
2008).

3.4 Simulation III: EX-2008

The third simulation, called EX-2008, gave attention to the methodological
issues of studying role improvisation. The simulation focused on C2 teams
designated for crisis and disaster response operations in an international
context. The overall objective was to develop, on the bases of real response
operations, a role-playing simulation to explore and study role improvisation
in highly realistic situations. The study was based on a single-case, the
command staff of the Swedish Response Team. The research included (a)
identifying critical areas concerning role improvisation of the command staff,
(b) proposing a model-based simulation design that incorporates these areas,
and (c) preparing and executing a role-playing simulation based on this
design.

The critical areas with respect to role improvisation were identified by
means of qualitative analysis of two operations conducted by the Swedish
Response Team, that is the 2004 Thailand and the 2006 Middle East
operations. The analysis utilized a phenomenological approach, and was
based on twenty-two interviews and three focus-groups. The analysis
focused on if and what kind of role improvisation occurred in the studied
operations. The identified critical areas were incorporated in the simulation
design. This was based on a synthesis of the simulation approach, scenario
and tasks, improvisation variables, and models of C2 and response
operations. The integration of the critical areas in the simulation design was
achieved by means of the initial set-up, scenario stimuli, and interactions
with the simulation staff. This design also included the use of information-
injects ahead of the simulation. The developed simulation was a scenario-
based real-time role-playing simulation with a progressively unfolding
scenario. The scenario was based on events taking place during the 2007
California wildfires. The simulation participants were members of the
command staff of the Swedish Response Team. The tasks of the command
staff were (i) to take over a command post, (ii) to establish a functional
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command staff at this post, and (iii) to initiate activities according to the
mission objectives.

The simulation resulted in a comprehensive set of data, containing (a) all
voice and data communication from and to the command staff, (b) video
recordings of the command staff’s premises from four cameras, (c) material,
data-files, notes and drawings used and created by the participants, (d) a
large number of photos taken during the simulation, and (e) observations,
documented in the form of notes. The collected data were structured by
using the reconstruction and exploration approach.

The simulation was evaluated by assessing the subjective realism. The
used evaluation technique was the self-reflection by participants, and had the
form of an after-action review. The after-action review was complemented by
a survey and a workshop.

3.4.1 Main results

Simulation III aimed to create conditions and events similar to real response
operations, and to stimulate role improvisation. The analysis in the pre-
simulation phase highlighted that flexibility and adaptability were common
practice in the two studied response operations. This included the
organizations of the missions, as well as how operations and tasks were
carried out. The ability to take on a new role or to switch between different
roles was identified as a prerequisite for a successful accomplishment of the
tasks, and a significant practice to master. Three areas critical with respect to
role improvisation were identified: (a) the coordination of expertise and skills
upon arrival to the area of operations, (b) the performance of roles outside
the team’s field of competence, and (c) the management of improvised roles
over time. The simulation design incorporated these three areas.

The evaluation pointed out that the simulation succeeded in terms of
creating situations where role improvisation in the three identified critical
areas was necessary and took place. First, the observers reported that the
participants had been conducting activities, which were related to role
improvisation in all the three areas. Second, the simulation staff initiated
successfully all the stimuli concerning role improvisation in these areas.
Third, the participants identified the critical areas and their role
improvisation related to these areas as the main experience as an essential
part of the scenario and the main experience from the simulation.

The evaluation focusing on how the participants perceived the simulation
revealed that the participants assessed the simulation as realistic, especially
the overall scenario and its events, and the feedback on the participants’
actions in the simulation. Another feature that was in particular appreciated,
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adding realism to the simulation, was the information-injects. At the same
time, the discussion during the after-action review showed that the
participants may not always have the necessary frame of reference to
compare the experience from the simulation with their real-life experience
concerning their performance and behavior. This highlights the need for
additional techniques to assess realism and consequently evaluate the
simulations, especially when concerning improvised roles outside
own/team’s field of competence.

The evaluation focusing on the participants” actions and behavior in the
simulation showed that the participants could assess their individual
performance. But they asked for external assessment of their team behavior
and performance. This concerned primarily feedback on the process of
improvisation, but also its outcomes. It is, however, a challenge to assess if
and why role improvisation worked or not. Some decisions and actions,
which are the result of role improvisation, may lead to outcomes or have
consequences outside the simulated time sequence. As a result, the
participants as well as the simulation managers and staff may have
difficulties to identify or estimate such outcomes and consequences during
the simulation. The simulation showed that there is a need for additional and
more advanced techniques to analyze role improvisation, its outcomes and
potential consequences. Examples of such techniques are modeling and
analysis of prospective effects of the participants” decisions and actions, and
expert assessments of the outcomes of the improvised roles.

The experiences from the simulation suggest that it is feasible to study
individual- as well as team- role improvisation in crisis and disaster response
teams by this type of simulations. The proposed simulation design made it
possible to utilize an advanced scenario and simulate dynamically
developing situations and an already ongoing response operation, while
allowing a comprehensive data collection. The simulation experience
resulted in the identification of demands and requirements, which have to be
met in order to simulate highly realistic situations. It also points out areas
that require attention in order to use the role-playing simulations to explore
and study role improvisation. These areas concern the need for additional
and more advanced techniques (a) to assess the realism of participants’
actions and behavior and evaluate the simulation, and (b) to analyze
participants” role improvisations, their outcomes and potential consequences
(see Paper IV).

Currently three additional publications (journal articles) are being
prepared.
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AND
CONCLUSIONS

To document and analyze C2 work in dynamic and non-routine situations in
a real-life context is a challenging methodological task. This thesis gives
attention to scenario-based real-time role-playing simulations of tactical C2.
This chapter discusses the results and experiences from the conducted role-
playing simulations with respect to the research questions and objectives.

4.1 The research objectives and the conducted studies

The objectives of this research were (a) to develop and execute role-playing
simulations, which would allow to study C2 work at the tactical level in the
initial stages of response operations, (b) to assess if, how and to which extent
role-playing simulations can be used to simulate C2 work, and (c) to explore
and analyze the C2 work documented in the conducted role-playing
simulations with respect to the research use as well as the design and
development purposes. The objectives have been fulfilled by conducting
three role-playing simulations focusing on the following topics:
* Addressing the methodological aspects of preparing and
conducting role-playing simulations (Simulation I, IT and III),
* Exploring adaptive C2 work at the tactical C2 level
(Simulation I and III),
* Providing input for design of artifacts to support
collaborative C2 work (Simulation I),
* Investigating the wuse of artifacts in realistic settings
(Simulation II),
¢ Developing a simulation to explore and study role
improvisation in highly realistic situations (Simulation III).
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Research objective I: “To develop and execute role-playing simulations,
which would allow to study C2 work at the tactical level in the initial stages
of the response operations.”

The conducted simulations aimed to meet the combined demands of the
research in naturalistic settings and in the field of simulations. The
simulations had to involve professionals and real groups. They also had to
utilize tasks, activities, and demands similar or identical to the real ones.
Moreover, the simulations had to allow the simulation participants to be
adaptive and flexible, permitting different work modes as well as various
organizational structures.

All three simulations fulfilled these demands. The conducted simulations
were determined to study three different types of controllers in the context of
three different types of response operations. They simulated C2 situations
where real decision-makers, commanders and operators acted in their
professional roles and worked with tasks they commonly have worked on
during real response operations. Simulation I (ALFA-05) gave attention to the
commanders from the Swedish local and regional emergency management
organizations responding jointly to a medium size forest fire. Simulation II
(GNEX-06) focused on the prospective European expert teams supporting
remotely response efforts to a nationwide crisis, concerning a release of
radioactive noble gases from an accident at a nuclear power plant.
Simulation III (EX-2008) aimed at the command staff of the Swedish
Response Team dispatched to carry out an international operation as a
response to extensive forest fires and related large scale evacuations.

The experiences from these simulations indicate that the chosen simulation
approach, that is scenario-based real-time role-playing simulations, makes it
feasible to simulate behavior of real controllers and C2 systems. The
methodology is applicable to controllers with different types of C2
configurations and organizations. The methodology is also feasible to
simulate adaptive C2 work. For instance, it was possible to simulate different
types of C2 work such as scaling-up a C2 organization in the initial stages of a
joint response operation (Simulation I), and role improvisation in a command
staff (Simulation III). The methodology also allowed simulations of different
types of response operations ranging from regional emergencies to
international missions.

The conducted simulations were evaluated by assessing the subjective
realism. All three simulations were perceived as realistic by the participants,
containing events and situations recognized from real response operations.
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The participants also evaluated their own behavior and consequently the
simulations as realistic (see Paper I, IIl and IV).

Research objective II: “To assess if, how and to which extent role-playing
simulations can be used to simulate C2 work.”

The methodology provided a platform for realistic simulations of dynamic
and non-routine events, which are challenging to document in real-life
settings. That is, in this case, initial stages of emergency and crisis response
operations. The conducted simulations allowed studying C2 work in this type
of operations in a way, which would otherwise be difficult to achieve by
using other methodologies. It is in particular the possibility to conduct
inquiries in a structured way, collect a wide range of high resolution data
and create rich contextual descriptions. Moreover, situations envisaged in
Simulation II and III would be unlikely or even impossible to study in any
other way.

The experiences from the conducted simulations indicate that there are
several methodological aspects that need to be considered in order to utilize
the role-playing simulation approach.

First, the conducted simulations were developed and executed with
different purposes and objectives. Simulation I and III aimed to gain insights
in C2 work, in particular when concerning adaptive behavior and
improvisation. Simulation I was also centered on mapping work practice for
design of artifacts to support collaborative C2 work. Simulation II focused on
evaluating the use of artifacts in C2 teams. In other words, the role-playing
simulation approach is feasible for explorative qualitative inquiries and
evaluation studies of different problems domains. The role-playing
simulation approach is also pertinent for training and demonstrations. But
the methodology has not been used for this purpose in this research and it
cannot be assessed to which extent it is feasible for it.

Second, the methodology made it possible to study behavior at the
individual level as well as the overall behavior of the controllers. This
includes information distribution and communication, collaborative
processes, and complex decision-making. It also allowed to study in detail
the actual interactions between the controllers and other parts of the C2
systems as well as among the individuals who were a part of the controllers.
This makes the methodology appropriate for situations where we need to
find out whether and how certain activities, processes and interactions take
place. However, the methodology itself cannot provide in-depth answers
about why these activities, processes and interactions took place and what
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their causes were. The complexity of the simulated situations and events, and
the context within which the different activities, processes and interactions
take place require additional methods and techniques to obtain the answers.
In this research, an after-action review was used, besides for evaluation
purposes, to obtain participants” explanations and clarifications (Simulation I
and III). Other types of methods and techniques relevant in this context are,
for instance, interviews, field observations, and other types of simulations.

Third, attention is particularly required with respect to the balance
between the research questions and the simulation complexity. The
methodology facilitates complex situations and advanced realistic scenarios.
Simulation I and III even utilized progressively unfolding and open-ended
scenarios. This already requires coordination of extensive technological,
organizational and human resources. On the average, the conducted
simulations required eight to ten months of planning, diverse types of
information and communication technologies to run and document the
simulations, and approximately twenty simulation, support and observation
personnel during the execution. The experiences from the simulations
suggest that more intensive and complex scenarios may represent a major
test for the simulation managers and staff. In particular, this concerns their
ability (a) to gain an understanding of the simulation in progress, (b) to
provide appropriate feedback to the participants on their actions in the
simulation, (c) to manage the scheduling of simulation stimuli, and
consequently (d) to execute the simulation successfully and achieve the
objectives.

Fourth, certain considerations are necessary with respect to situations that
the participants are exposed to in the simulations. The experiences from the
conducted simulations show that certain situations are rather challenging to
replicate in a realistic way. This is especially the case when simulating
sequences with high communication load and the related stress, for example,
in the form of multiple emergency calls or intensive media pressure. Not all
situations can be sufficiently simulated and this should be taken into account
when developing scenarios. Moreover, not all scenarios are equally suitable
to be studied by this methodology. It is difficult to simulate situations where
the participants have normally visual information over the area of operations
and on the events and activities taking place there. The challenge is to
produce this visual information and to replicate the participants” actions and
their effects in this information. Examples of such scenarios are, for instance,
industrial fires and building collapses.

Fifth, only single simulations were conducted. This means that the
simulation layout and scenario were executed only once. This was due to
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practical reasons. Each simulation was a part of another project. Therefore
the simulations cannot be assessed if they are repeatable in the sense that the
set-up and scenarios are replicable. Moreover, the simulations had different
objectives and focused on different types of controllers, C2 systems and
response operations. As a result, the conducted simulations were not
compared. With this in mind, this research does not provide any enclosures
with respect to how such simulations could be compared.

Finally, it is rather the type of a specific question or the nature of a
problem under scrutiny that influence if, how and to which extent the
methodology can be used. The role-playing simulation approach as any other
methodology has its pros and cons, and is more suitable for certain types of
problems and questions and less for others. The applicability of the
methodology should therefore be assessed from case to case.

Research objective III: “To explore and analyze the C2 work documented in
the conducted role-playing simulations with respect to the research use as
well as the design and development purposes.”

The findings of this research show that improvisation and adaptation are
essential elements of C2 work. Paper II and IV highlight the importance of
being able to adapt and improvise as well as how this can be done in
practice. Paper III adds another perspective on this issue by showing the
need for adaptive capacity even in highly technologically dependent C2
team(-s) in order to perform tasks in response operations. The knowledge on
how decision-makers, commanders and operators adapt and improvise in
specific situations is not only relevant for research on, for example, teamwork
and resilience, but also for design of training, or dimensioning of C2
structures. This knowledge also represents an essential input for design and
development of diverse technological artifacts and systems. For instance,
Simulation I points out that artifacts designed and developed only on the
basis of formal C2 doctrines and task specifications may most likely inhibit
parts of the collaborative work in joint response operations.

The conducted simulations, in particular Simulation II, also provided
insights in utilization of advanced technological artifacts in complex
processes. The artifacts used in Simulation II provided novel ways of
conducting C2 work, that is, in this case, situation assessment, planning and
supporting operations. The results indicate that all artifacts that have been
designed and developed for the use in crisis response do not meet the
demands of response operations and cannot actually be used in reality under
these circumstances and with the intended purposes. The methodology thus
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also represents a suitable tool to investigate utilization of artifacts, which are
components of or connected to larger technological systems, and/or are used
in a wider context of C2 systems.

4.2 A general discussion of the research results

This thesis focused on role-playing simulations. Role-playing simulations
were used in research as far back as in the sixties and seventies of the
twentieth century (e.g. Babb et al., 1966; Shubik, 1972; Cooper, 1978). The
“handicraft” of designing and executing role-playing simulations has been
well-known as well. The methodology has also been recognized both in the
military and the crisis management domain (e.g., Perla, 1990; Kleiboer, 1997;
Rubel, 2001; Boin et al., 2004). The presented research represents a work that
aims to further develop the use and extend the applicability of this
methodology in the context of these two domains.

In this research, the methodology was used to simulate adaptive C2 work
at the tactical level in the initial stages of response operations. This includes
situations when the most dynamic phases of emergencies and crises take
place; situations when decision-makers and commanders decide upon
actions and coordinate activities in an intense way; and situations where
command posts are being or have just been established and the C2
organizations are forming their structures. It is a challenge to document and
study C2 work under such circumstances. The presented research should
therefore be seen as an attempt to fill in a methodological gap in studying
this type of C2 work.

The experience from the conducted simulations indicates that there are
three main areas that need to be considered in order to further develop this
methodology and its applicability, especially with respect to comparability
and transferability of the simulations and their findings. These areas are: (a)
models and model hierarchies, (b) evaluation, and (c) methods for analysis of
context-bound data.

4.2.1 Models and model hierarchies

The conducted simulations revealed the need for coherent theoretical
descriptions of C2 and response operations in the form of model hierarchies
in order to design, execute and analyze the simulations in a methodologically
sound way. Research utilizing the experimental approach often builds upon
single and general models and concepts. This also includes reducing or
removing context, while having full control over the selected variables.
Research in the form of field studies, on the other hand, uses case specific
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concepts, corresponding to high resolution context-bound models. The role-
playing methodology, when used in the way as in the presented research,
requires both types of models. This means combining the high resolution
models and the general models and concepts into model hierarchies. This is
important for several reasons. The first reason is the issue of being able to
compare different role-playing simulations. The second one is the issue of
conducting series of role-playing simulations, and cumulating knowledge
and experience from these simulations in a systematic way. The third reason
concerns the use of the role-playing methodology for quasi-experiments.

The experience from this research suggests that it is a rather complex task
to formulate such descriptions. What a model hierarchy may contain and
how this hierarchy could be formulated for C2 work at the tactical level in the
initial stages of response operations, has been described in chapter 2
(Theoretical background). This description also represents a theoretical base
for the conducted simulations.

The theoretical description in chapter 2 builds upon the cybernetic
paradigm, which combines cybernetics with decision-making models, and
which is the most traditional and the most dominant perspective on C2
(Builder et al., 1999; Brehmer, 2008; Stanton et al., 2008). Several studies in the
domain of the military C2 such as in the work by Builder et al. (1999), Persson
et al. (2000), Pigeau & McCann (2000), Moffat (2003), Brehmer (2005) and
Czerwinski (2008), discuss some of the limitations of the cybernetic paradigm
when applied to C2, which should be taken into account when building upon
this paradigm. Disaster Research (e.g., Dynes et al., 1981; Dynes, 1994;
Granot, 1997; Drabek & McEntire, 2003, Mendonga et al., 2007) argue as well
that the traditional C2 may not always be appropriate and sufficient for all
types of response operations.

This has subsequent implications for the presented theoretical description.
The model hierarchy should only be used for (a) modeling C2 in response
operations at the tactical level, (b) initial stages of the response operations,
and (c) situations where the controller and C2 system remains in control of
the resources and activities taking place in the area of operations to a large
extent. For instance, if longer periods of activities, later stages of operations,
or responses to catastrophic events should be modeled, alternative models
and concepts should be considered, and theoretical descriptions developed.

4.2.2 Evaluation

The issue of concern in this type of simulations is to determine whether the
C2 work conducted by the simulation participants is similar or corresponds
well to the C2 work in naturalistic settings. This is traditionally done by
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assessing how realistically the participants perceive the simulation and its
content as well as how realistic behavior they show during the simulation
execution. The evaluation techniques, which have primarily been used, are
the evaluation by expert and the self-reflection by participants. The
conducted simulations have raised two issues related to the need of
additional evaluation techniques.

The first issue concerns evaluation of single simulations. The experience
from the conducted simulations suggests that the self-evaluation by
participants could sometimes be the only way to gain an understanding of
what is going on during the simulations. The self-evaluation in the form of
an after-action review combined with expert observations proved to be a
suitable technique to assess communication and data sharing in distributed
C2 structures. It this sense, the self-evaluation technique is an invaluable tool.
But, additional techniques might be necessary in order to evaluate aspects
related to adaptive and improvised C2 work. Simulation III revealed that in
this type of situations the participants may not have the necessary frame of
reference to use in order to compare the experiences from the simulation
with their real-life experiences. This restrains the use of the self-evaluation
technique. In this research, only experienced decision-makers, commanders
and operators took a part in the conducted simulations. But the same issue
becomes important when novices should participate in this type of
simulations as they do not have the necessary frame of reference either.

The second issue is related to evaluation of multiple simulations, generally
of different type, in order to compare them. The evaluation by experts and
the self-reflection by participants are intended for evaluation of single
simulations with respect to their content. They are not adequate for
evaluation of simulations for other purposes. Other types of evaluation
techniques are thus necessary. Which additional techniques are suitable is a
question closely related to the issue of coherent theoretical descriptions.

4.2.3 Methods for analysis of context-bound data

An issue related to the role-playing simulation approach, but also to analysis
of real-life response operations, are methods for analysis of high resolution
context-bound data, describing dynamic and non-routine situations. An
essential feature of the role-playing simulation approach is the possibility to
utilize various data collection techniques and tools in order to gather a wide
range of high resolution data. Examples of such data are video footage of
face-to-face discussions, traces of exchanged digital data, and recordings of
telephone conversations. Moreover, the methodology can be combined with
the reconstruction and exploration approach as made in Simulation III. This
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feature is important due to two main facts. First, the methodology simulates
dynamic and non-routine situations in a realistic way and thus it may
incorporate a large number of variables for which data need to be collected.
Second, the way decision-makers, commanders or operators communicate
and share data in present-day response operations is qualitatively and
quantitatively different in comparison to operations from just a few years
ago. Today, they use various technological artifacts and systems for their
communication, and the interactions are thus of multimodal character. This
means that a wide range of data on different communication modalities and
types of interactions are necessary in order to document the participants’
work procedures, use of artifacts and ways of communication.

This requires specific methods, which allow bottom-up data driven
analysis, to examine this type of data as experienced in this research. An
example of such analysis is the mapping of spatio-temporal distribution of
communication and connectivity of communicative acts (e.g., Houghton et
al., 2006; Landgren and Nuldén, 2007; Uhr, 2007). In this research, episodic
analysis, which originates in linguistics, was employed. This method
structures communication by breaking it down into episodes, which involve
unbroken chains of collaborative and collective actions bound together by a
topical trajectory and/or a common activity. However, additional methods
are necessary especially when concerning analysis of adaptive behavior and
improvisation.

4.3 Concluding remarks

This thesis concerns C2 work in emergency and crisis response operations. It
addresses two main research questions. The first question is whether it is
feasible to simulate and study C2 work at the tactical C2 level under the
described conditions and circumstances by means of role-playing
simulations. If so, the second question is how to conduct role-playing
simulations in order to explore this type of C2 work in a methodologically
sound way.

The presented research is based on simulations as methodological means
for qualitative research. The utilized simulation approach is scenario-based
real-time role-playing simulations grounded in models of C2 work and
response operations. Three simulations have been conducted based on this
methodology and are reported in this thesis.

The results from the simulations and from the general work conducted
and presented in this thesis suggest that role-playing simulations are a
feasible methodology to study C2 work at the tactical level in the initial stages
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of response operations. The methodology, as any other methodology has its
pros and cons, and is thus more suitable for certain types of problems and
questions and less for others. This thesis documents and summarizes
experiences from designing and conducting role-playing simulations of C2
work. It describes features and characteristics of this type of simulation
methodology for C2 research, design and development. It identifies
application and problem areas for which the methodology is suitable. The
thesis also provides examples of data, analysis and findings concerning new
insights in C2 work with respect to adaptive behavior and improvisation.
Lastly, the thesis identifies three areas for further research: models and
model hierarchies, simulation evaluation, and methods for analysis of
context-bound data. These areas need to be considered in order to further
develop the role-playing simulation approach and its applicability in the
emergency and crisis management domain.
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