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Abstract

We refine CTLC, a temporal logic of social commitments that extends CTL
to allow reasoning about commitments agents create when communicating
and their fulfillment. We present axioms of commitments and their ful-
fillment and provide the associated BDD-based model checking algorithms.
We also analyze the time complexity of CTLC model checking in explicit
models (i.e., Kripke-like structures) and its space complexity for concurrent
programs, which provide compact representations. We prove that although
CTLC extends CTL, their model checking algorithms still have the same
time complexity for explicit models, which is P-complete with regard to the
size of the model and length of the formula, and the same complexity for
concurrent programs, which'is PSPACE-complete with regard to the size of
the components of these programs. We fully implemented the proposed algo-
rithms on top of MCMAS; a model checker for the verification of multi-agent
systems, and provide in this paper simulation results of an industrial case
study.
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1. Introduction

1.1. Context

Social approaches are increasingly used to define a formal semantics for
agent communication languages (ACLs) (Singh, 2000; Alberti et al., 2004;
Yolum and Singh, 2004; El-Menshawy et al., 2010). These approaches par-
ticulary aim to overcome the shortcomings of ACLs semantics defined using
mental approaches where the semantics is expressed in terms of agents’ in-
ternal states such as beliefs, desires and intensions (Wu et al., 2010). Com-
mitments are employed in some of these social approaches, which success-
fully provide a powerful representation for modeling multi-agent interactions
(Singh, 2000; Desai et al., 2007, 2009; Bentahar et al., 2010). In broad terms,
commitments are social, public and help represent the state of affairs in the
course of multi-agent interactions. Each social commitment is made by one
agent, the debtor, and directed towards another agent, the creditor, to bring
about a certain fact (Singh, 1999). The following is an example of commit-
ment:

Example 1. A merchant Mer commits to deliver the item a to a customer

Cus.

The strong point in social approaches under the consideration of com-
mitments is the capability to manipulate commitments via a set of actions
called commitment actions (operations) such as creation, discharge, viola-
tion, cancelation, release, delegation and assignment (Singh, 1999). In the
last decade, social commitments have been extensively and effectively used
in a variety of areas ranging from modeling business processes (Desai et al.,
2009), developing artificial institutions (Fornara et al., 2008), defining pro-
gramming languages (Winikoff, 2007), developing Web-based applications
(Venkatraman and Singh, 1999) to specifying and modeling multi-agent in-
teraction protocols, called commitment-based protocols (Yolum and Singh,
2004; Desai et al., 2007; Mallya and Singh, 2007; Baldoni et al., 2010).

Conyentionally, the social semantics of ACL messages should satisfy four
crucial criteria introduced in (Singh, 2000): 1) formal (based on some tem-
poral logics); 2) declarative (focuses on what the message means, instead of
how the message is exchanged); 3) verifiable (we can check if the agents are
acting according to the semantics); and 4) meaningful (the focus is on the
content of messages, not on their representation as tokens).



1.2. Motivations

Previous approaches have considered defining the semantics of commit-
ments by means of temporal logics, which we call “logics of commitments”.
We classify these approaches into two classes. The first class extends tem-
poral logics with predicates to represent and reason about commitments and
associated actions, such as (Xing and Singh, 2001, 2003; Mallya and Huhns,
2003; Mallya et al., 2004; Pham and Harland, 2007). The second class en-
riches temporal logics with modalities for commitments and their actions,
such as (Singh, 2000; Bentahar et al., 2004, 2007, 2010; Singh, 2008; El-
Menshawy et al., 2010, 2011a).

On the one hand, the main problem of using predicates. is that they
fail in representing the notions that are referentially opaque. However, the
notion of commitments has the property of being referentially opaque, which
has an opaque contert. Simply put, this means substitution rules usually
used in predicate logic cannot be applied. For instance, in Example 1, even
if item a is equivalent to item b committing to deliver item a is not like
committing to deliver item b although items a and b are equal terms in
the sense of predicate logic (i.e., they are co-referential terms). In other
words, “substituting equivalents into opaque contexts is not going to preserve
meaning” (Wooldridge, 2009). To solve the problem of using predicates,
Verdicchio and Colombetti (2003; 2004) used many sorted first order logic to
represent and reason about commitments. However, they do not address the
problem of commitment verification.

On the other hand, while approaches in the second class have taken a good
step towards both developing modal logics for commitments and achieving
the four Singh’s criteria, they are not sufficiently general and clear in their
assumptions. Singh (2000) extended computational tree logic (CTL) (Clarke
et al., 1999) with modalities for social commitments, beliefs and intentions to
specify and reason about the interactions of autonomous and heterogeneous
agents within multi-agent systems (MASs). He particulary presented three
accessibility relations to capture the meaning of these modalities, for example
the semantics of commitments is defined as the content is true along every ac-
cessible path starting from commitment state. However, the work does not
clarify the intuition an accessible path captures and how accessible paths
are computed, which limits the applicability of this approach for verification
purposes (we refer to this problem as lack of intuition and computation).
Furthermore, this work does not consider the semantics of commitment ac-
tions and the approach is not purely social as it refers to a mental component



by claiming that communication should be sincere.

Bentahar et al. (2004; 2007) developed “Commitment and Argument
Network (CAN)”, which is a unified framework for pragmatic and semantic
issues. It uses both a temporal logic CTL*“4, which extends CTL* with
modalities for commitments and their actions, argument modality, and a
dynamic logic (DL) to define a logical semantics for agent communication.
They introduced an accessibility relation to define the semantics of commit-
ments. However, the intuition this accessibility relation is capturing and how
it could be computationally implemented were not clarified. The semantics
of the Satisfy (discharge) formula (i.e., satisfaction action) is defined in terms
of whether a commitment has been created in the past and still active and
its content holds, and a commitment is active if it is not satisfied and vio-
lated yet. This semantics is defined in a recursive manner, which makes its
verification extremely hard. In addition, the satisfaction semantics focuses
on checking the truth condition of the content of commitment, which is a
part of the semantics of commitment itself. This problem is also present in
Mallya et al.’s framework introduced in (Mallya et al., 2004).

Singh (2008) delineated the model-theoretic semantics for social commit-
ments by postulating some rules that can be used as ways to reason about
commitments and solely discharge action. This model combines temporal
modalities of linear temporal logic (LTL) (Clarke et al., 1999) and modali-
ties for two kinds of commitments: practical commitments, which are about
what is to be done, and dialectical ones, which are about what holds. This
semantics is interpreted without using an accessibility relation but using
Segerberg’s idea, which-maps “each world into a set of set of worlds”. For
instance, to define the semantics of dialectical commitments, the author in-
troduced a function D that produces a set of propositions for each moment,
proposition, and a pair of two agents. This function yields a set where each
member is a consequent proposition, which captures what the debtor would
be committed to if the antecedent is met. Thus, the semantics is defined
by computing the set of moments where the commitment content holds and
testing if those moments are among the moments computed by ID on the com-
mitment antecedent. However, how in practice the function D is computed
is not specified, which makes the possibility of implementing and applying
such an approach vague. It is also hard to verify the proposed logic using
model checking as we need first to find an equivalent semantics using Kripke
structures or interpreted systems.

Bentahar et al. (2009; 2010) and El-Menshawy et al. (2010) showed how
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social commitments can be mapped into underlying logic-based formalisms
by extending CTL* with modalities to reason about social commitments and
action formulae as well as state formulae in order to formally specify multi-
agent interaction protocols and some desirable protocol properties. However,
the intuition behind the accessibility relation used to define the semantics of
commitments and how it can be implemented were not discussed in depth.
We can underline that the definition of a clear and verifiable semantics of
commitments and related concepts is an objective yet to be reached.

In addition to the above motivation, the present paper aims at applying
formal verification techniques using model checking to directly and automat-
ically verify commitments and their fulfillment and violation in practical and
industrial scenarios. Examples of such scenarios and applications include
business models, commitment-based protocols, agent-based web services and
their communities (Bentahar et al., 2008)—especially when there is possi-
bility that interacting agents may not behave as they are committed to.
In e-business, e-negotiation, community of web services management, B2B
settings, and any autonomous agent-based application where different com-
ponents are developed by different vendors with competing interests, it is
unrealistic to assume that all agents will behave according to a given proto-
col. Concretely, formal verification by means of model checking is beneficial
to help model and protocol designers detect and then eliminate errors so that
such models and protocols comply with specifications at design time. They
also reduce the cost of development process and increase confidence on the
safety, efficiency and robustness of models and protocols.

The rest of the paper is organized as follows. Section 2 presents a lit-
erature review highlighting problems in existing approaches and our con-
tributions. In Section 3, we briefly summarize the formalism of interpreted
systems (Fagin et al.; 1995) introduced to model MASs and define the syntax
and semantics of CTLC along with the axiomatization of commitments and
their fulfillment. The problem of CTLC model checking and the development
of a new BDD-based algorithms to perform model checking for the proposed
logie are presented in Section 4. We analyze the complexity of CTLC model
checking in Section 5. In Section 6, we show how the proposed algorithms are
implemented on top of MCMAS to automatically verify a widely discussed
case study in agent interactions, the insurance claim processing problem. We
discuss relevant work and conclude the paper in Sections 7 and 8 respectively.



2. Literature Review and Contributions

Several approaches have been put forward to address the challenge of
model checking commitments. Telang and Singh (2011) used the NuSMV!
symbolic model checker to verify whether or not the operational model de-
fined in the UML sequence diagrams correctly supports the business model
that is aggregated from a set of business patterns. These patterns are defined
in a highly abstract level based on the notion of commitments and informally
translated into CTL specifications. By informally, we mean the translation
rules are not defined in a systematic and formal way so the equivalence be-
tween the patterns and CTL specifications can be proved. The commitment
is simply defined as an isolated SMV module, which can be instantiated as
a domain variable in the main module.

Bentahar et al. (2010) presented a new logic called ACTL* (an extension
of CTL* with action formulae) to specify protocols and some desirable proper-
ties. Their verification method is based on an informal translation of ACTL*
formulae and protocol into Alternating Biichi Tableau Automata (ABTA)
in order to directly use the CWB-NC? automata-based model checker where
the commitment states are simply defined-as variables and actions as atomic
propositions using CCS (the input language of CWB-NC).

El-Menshawy et al. (2010) introduced a new branching time logic, CTL**¢,
which extends CTL* with commitments and associated actions to drive a new
specification language of commitment-based protocols. The symbolic verifi-
cation technique used in this work is based on reducing CTL**“ into LTL*
and CTL?*¢ frames and then defining the participating agents in the protocol
as simple SMV modules using SMV (the input language of NuSMV) and
agent sections using ISPL (the input language of the MCMAS? symbolic
model checker). In this approach, the commitment states and commitment
actions are only defined as local state variables.

Gerard and Singh (2010) used CTL and MCMAS to verify the refinement
of commitment-based protocols by developing a preprocessor tool that reads
protocols and specifications from files and then informally translates them
into the ISPL language.

Desai et al. (2007) developed the idea of supporting the verification of

'http://nusmv.fbk.eu/NuSMV/download/getting-v2.html
Zhttp://www.cs.sunysb.edu/cwb/
Shttp://www-lai.doc.ic.ac.uk/mcmas/download.html



properties geared toward the composition of commitment-based protocols.
These properties are specified in LTL and the approach depends on infor-
mally translating the protocol into the PROMELA language and analyzing
the resulting model with the SPIN automata-based model checker. In this
technique, the commitments are represented as simple SPIN processes. An-
other technique has been proposed by Yolum and Singh (2004) using the
event calculus where the semantics of protocol messages is described by predi-
cates on events and fluents. A static verification method via an event calculus
planner to check if the agent behaviors at run time comply with the given
protocol specifications has been defined. Based on this, Chesani et.al. (2009)
developed a run time commitment verification procedure to track the status
of commitments.

Although the above approaches have made significant progress, there is
only one work (El-Menshawy et al., 2011b) on model checking commitment
logics, where commitments are not simply translated into domain variables,
but verified based on their semantics. In fact, translation-based approaches
have the problem of preventing verifying the real and concert semantics of
commitments and related concepts as defined in the underlying logics. These
approaches only provide partial solution to the problem of model checking
commitments (Bentahar et al., 2010; El-Menshawy et al., 2010) as they re-
duce commitment modalities into domain variables, which—as in predicate
logics—stop distinguishing among various “modes” of truth such as necessar-
ily true and true in the future. Simply put, translation-based approaches use
variables that do not account for the meaning of commitments, so commit-
ments are dealt with as tokens. Furthermore, translation-based approaches
may not be straightforward and prone to errors (Desai et al., 2007; Gerard
and Singh, 2010; Telang and Singh, 2011), particularly in the context of com-
plex systems as there are no implemented tools to perform the translation
process, and the lack of a full and dedicated model-checking algorithm adds
overhead over the actual verification process to perform the translation pre-
processing step. Finally, analyzing the time and space complexity of model
checking commitments has not been addressed yet.

The present paper is an improvement and continuation of our previous
work published in (El-Menshawy et al., 2011b) in which we developed a new
symbolic algorithm for model checking an extended logic of CTL (Clarke
et al., 1999) with modalities for commitments and their fulfillment (discharge)
and violation. The algorithm has been fully implemented on top of the MC-
MAS model checker (Lomuscio et al., 2009) to directly verify commitments
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and their fulfillment and violation. Specifically, here we first refine this logic
by redefining the social accessibility relation used to define the semantics
of commitments. The objective of this new definition is to account for the
intuition that commitments are conveyed through communication between
interacting agents. Thus, we have a more intuitive definition of commit-
ment than the one defined in the previous work. In fact, communication
between agents is considered as the first-class entity in our new approach,
which means commitments are made through communication and for com-
munication purposes and not via blackboard or implicitly. So, social commit-
ments in our approach can be called Communicative Commitments. Second,
we: (i) alleviate the semantics of fulfilling a commitment by removing the
future condition, which is unnecessary condition for the meaning of fulfilling
communicative commitments (see the previous semantics of fulfilling a com-
mitment in Section 7); (ii) consider the relationship between commitments
and their fulfillment, which is still missing in all the existing approaches; and
(ili) remove the violation modality; instead we show how to express violation
as property in the refined logic (see Section 3.2 for details).

Furthermore, in this paper we proceed to present the axiomatization and
complexity analysis of the refined logic and its model checking, which have
not been considered in our previous work. We prove that (i) the time com-
plexity of CTLC model checking in explicit models (i.e., Kripke-like struc-
tures) is P-complete with regard to the size of the model and length of the
formula; and (ii) the complexity of the same problem for concurrent pro-
grams is PSPACE-complete with respect to the size of the program’s compo-
nents. Consequently, our model checking algorithm has the same complexity
as model checking CTL with regard to both explicit models (Schnoebelen,
2003) and concurrent programs (Kupferman et al., 2000). The motivation
behind considering the complexity of model checking for concurrent programs
is that in practice, existing model checkers such as MCMAS, NuSMV, and
CWB-NC operate on concurrent programs, which are composed of n con-
current processes P; where each process is described by a transition system
(the formal definition is given later in Section 5). Those processes are im-
plemented as agents, modules, or protocols depending on the model checker.
More precisely, the Kripke structures that are used to model the systems’
configurations are in fact obtained by making several components interact,
leading to a combinatorial explosion of the number of possible configurations,
so the need for compact representations. In such representations, states and
transitions are not listed explicitly as global states and transitions for the




system, but only local states and transitions of each component are repre-
sented, so that the actual system can still be represented by combining local
states and transitions to build reachable states. In general, the relation be-
tween explicit models (i.e. Kripke-like structures), which are very large and
concurrent programs, which provide compact representations of the systems
to be checked, is as stated in (Kupferman et al., 2000): “the Kripke struc-
tures to which model checking is applied are often obtained by constructing
the reachability graph of concurrent programs”. In other terms, the explicit
models are obtained as the product of the components P; of concurrent pro-
grams. The size of explicit models is thus exponential in the size of processes
P; as the system’s evolution results from joint actions of the components
(Jamroga and Agotnes, 2007).

Moreover, we develop and fully implement a new BDD-based model
checking algorithm for communicative commitments and their fulfillment on
top of CTL and MCMAS. Finally, to check the effectiveness of our approach,
we report on the experimental results of verifying a conerete industrial case
study, called Insurance Claim Processing, which is widely used in the litera-
ture. In fact, our logic provides balance between expressiveness (expressing
commitments, their fulfillment and connection between commitments and
fulfillment, which cannot be expressed in CTL only) and verification effi-
ciency. CTLC also addresses the aforementioned shortcomings in existing
commitment logics (Singh, 2000, 2008; Bentahar et al., 2004, 2007, 2010; El-
Menshawy et al., 2010). A dedicated logic and its model checking for com-
mitments play the same role as CTLK (a combination of CTL with the logic
of knowledge) (Penczek and Lomuscio, 2003) and MCMAS do for knowledge.
Our approach can complement the static verification method introduced by
Yolum and Singh (2004).

3. Interpreted Systems and CTLC

3.1. Interpreted Systems

The formalism of interpreted systems was potentially investigated by Fa-
gin et al. (1995). This formalism provides a general framework for reasoning
and systematically exploring fundamental classes of MASs such as synchro-
nous and asynchronous. We advocate this formalism for many reasons sum-
marized as follows:

1. It allows us to abstract from the details of the components and focus
only on modeling key characteristics of the agents and the evolution of



their social commitments, which is missing in existing agent communi-
cation models.

2. It is a useful tool for ascribing autonomous and social behaviors of
interacting agents within real MASs.

3. It supports the interoperability between global (system) and local (agent)
models.

Interpreted systems can be defined as follows (Fagin et al., 1995). Consider
a set of n agents A = {1,...,n} in which at any given time each agent in the
system is in a particular local state. Intuitively, each local state of an agent
represents the complete information about the system that the agent has at
his disposal at a given moment. We associate a non-empty and countable set
L; of local states for each agent i € A.

As in (Fagin et al., 1995), we represent the instantaneous configuration
of all agents in the system at a given time via the notion of global state. The
set of all global states is denoted by GG and a global state g € GG is a tuple
g = (l1,...,l,) where each element I; € L; represents a local state of agent
1. Thus, the set of all global states G C Ly x ... X L, is a non-empty subset
of the Cartesian product of all local states of n agents. We use the notation
l;(g) to represent the local state of agent i in the global state g. I C G is a
set of initial global states for the system.

To account for the temporal evolution of the system, the formalism of
interpreted systems associates with each agent i the set Act; of local actions.
It is assumed that null € Act; for each agent i, where null refers to the silence
action (i.e., the fact of doing nothing). The action selection mechanism is
given by the notion of local protocol P; : L; — 24 for each i € A. That is
P; is a function giving the set of enabled actions that may be performed by
7 in a given local state.

As in (Fagin et al., 1995), an interpreted system is a synchronous model.
So, we can define the global evolution (or transition) function as follows:
7:G x ACT — G, where ACT = Acty x ... x Act,, and each component
a € ACT is a “joint action”, which is a tuple of actions (one for each agent).
In addition, an evolution function 7; that determines the transitions for an
individual agent ¢ between his local states is defined as follows: 7; : L; X
Act; — L;, where if 7;(1;(g), null) = [;(¢") for two given global states g and
g', then li(g) = li(¢).

In this paper, we extend the interpreted system formalism to account
for communication that occurs during the execution of MAS. This extension
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allows us to provide an intuitive semantics for social commitments that are
established through communication between interacting agents. Thus, asso-
ciated with each agent ¢ € A is a set Var; of n local boolean variables, i.e.,
|Var;| = n, which are used to represent communication channels (each agent
has one communication channel with each agent) through which messages
are sent and received. Each local state [; € L; of agent 7 is associated with
different values obtained from different assignments to variables in Var;. We
denote the value of a variable x in the set Var; at local state [;(g) by I#(g).
Thus, if ;(g) = l;(¢'), then I (g) = I¥(¢’) for all z € Var;. The idea is that, as
in distributed systems, for two agents ¢ and j to communicate, they should
share a communication channel, which is represented by a shared variable
between ¢ and j. In this perspective, a communication channel between 1
and j does exist iff 3lz € Var; N Var;, which means |Var; N Var;| = 1. For
the boolean variable x € Var; N Var;, If(g) = [5(g') means the values of x
in ;(g) for i and in [;(¢’) for j are the same. This intuitively represents the
existence of a communication channel between i (in g) and j (in ¢’) through
which the boolean variable x has been sent by one of the two agents to the
other, and as a consequence of this communication, ¢+ and 7 will have the
same value for this variable

As in (Fagin et al., 1995), this paper moves away from Kripke models
while still benefiting from most of its technical apparatus. In fact, the se-
mantics of our modal language is interpreted using a model generated from
the interpreted system formalism.

Definition 1 (Models).. A model Mc=(S, I, Ry, {~i—;}jjcaz,V) that be-
longs to the set of all models M is a tuple, where:

- SC Ly x..:x L, is a set of reachable* global states for the system.
- I C S isa set of initial global states for the system.

- Ry C S X S is the transition relation defined by (s,s') € Ry iff there
exists ajoint action (ay,...,a,) € ACT such that 7(s,aq,...,a,)=5".
For each pair (i, j) € A%, ~;_;C Sx S is the social accessibility relation
defined by s ~;_; s" iff li(s)=1;(s") and Iz € Var, N Var; s.t. I7(s)=
[5(s") and Yy € Var; — Var; we have l§(s) =13(s") and s' is reachable
from s using transitions from the transition relation R;.

48 contains only states that are reachable from the set of initial states I by means of
transition relation R;.
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-V S — 2% s a valuation function, where ®, is the set of atomic
pPropositions.

The social accessibility relation ~;_,; from a global state s to another global
state s (s ~;_; §') captures the intuition that there is a communication
channel between ¢ and j (3'z € Var; N Var;) and ¢ is a resulting state
from this communication initiated by ¢ at s. The channel is thus filled in
by i in s, and in s’ j receives the information (i.e. the channel’s content),
which makes the value of the shared variable the same for i and j ({¥(s) =
I5(s")). As i is the agent who intentionally initiates the communication, the
source and target (or resulting) states s and s’ are indistinguishable for i
(l;(s) = l;(s")) as 7 is not learning any new information. And as j is the
agent who receives the communication, s and s’ are indistinguishable with
regard to the variables that have not been communicated by 7, i.e. unshared
variables (I§(s) = l(s') Yy € Var; — Var;). We illustrate this idea in Figure
1. It is worth to mention that shared variables are used solely to model
communication channels to define the social accessibility relation, which in
turn will be used to define the semantics of commitment, meaning that shared
variables are completely independent or unrelated to commitment content.

The need for modeling complex and open systems such as MASs using
the formalism of interpreted systems is typically conducted by using logic-
based formalisms as formal tools for expressing properties of real systems. In
the following, we introduce a branching time logic for commitments, called
CTLC.

3.2. Computation Tree Logic for Commitments (CTLC)

There are three issues to be addressed when developing logical formalisms:
(1) well-formed formulae (wff); (ii) proof-theory; and (iii) model-theory. The
wff of the logic are the statements that can be made in it, proof-theory
includes the axioms and rules of inference, which state entailment relation-
ships among wff, and model-theory gives the formal meaning of the wff. The
language and proof-theory are called the syntax whilst the model-theory is
called the semantics.

The syntax of CTLC, which is a combination of branching time CTL
(Clarke et al., 1999) with social commitments is defined as follows:

Definition 2 (Syntax of CTLC).

pu=plp|eVe | EXe| E(WUy) | EGp | Cimje | Fu(Cijep)
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Shared S ~i->j s'

variable (l|(s)r lJ(S)) (1i(5'), li(S'))

X1 X, \ X1 Xy

1 E] var;ﬂﬂﬁj
1] varj:[:l: 1
X3

X1 Xy

D e SN

Communication channel fromitoj

1a () =1 (s")

Unshared
variable

Figure 1: An example of social accessibility relation ~;_,;. In this example, two agents
are communicating and the shared and unshared variables for those agents. are as follows.
Agent i: Var; = {x1,22}. Agent j: Var; = {x1,z3}. In the figure &, is the shared
variable (i.e., it represents the communication channel between i and j), and x3 is a j’s
variable unshared with 7. Notice that the value of the variable x1for g in the state s’ is
changed to be equal to the value of this variable for agent i, which illustrates the message
passing through the channel. However, the value of the unshared variable x3 is unchanged.

where p € ®, is an atomic proposition, X, G and U are CTL path tempo-
ral connectives standing for “next”, “globally” and “until” respectively, and
E is the existential quantifier on paths. The modal connectives C;_,; and
Fu stand for “commitment” and “fulfillment of commitment” respectively.
Ci_jp is read as “agent ¢ commits towards agent j that ¢”, or equivalently
from communication perspective as “¢ is conveying information ¢ to j”, or
simply as “p is committed to” when ¢ and j are understood from the context.
Fu(C;_;p) is read as “the commitment C;_, ;¢ is fulfilled”. Other temporal
modalities, e.g., F' (future), and the universal path quantifier A can be de-
fined in terms of the above as usual (see for example (Clarke et al., 1999)).
We use customary abbreviations — “possibility of committing” (@_U»: the
modality dual to C;_.;), “implies” (D), “false” constant (L) and “true” con-
stant (T )~ as follows:

“C;_ip £ —Cijmp,

- L& pA-pand

lI>

- T ==l
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Ci_jp is read as “agent ¢ considers it possible to commit towards agent j
that ” or also “¢ is compatible with what ¢ commitments to towards j”.

A path (or computation) m = (sq, $1,...) is an infinite sequence of reach-
able global states in S such that for all i > 0, (s;, s;41) € Rs. w(k) is the k'
global state of the path m. A state s’ is reachable from a state s iff there
exists a path 7 such that s = 7(0) and s’ = w(k),k > 0. We denote this
reachability by s --» s’. The set of all paths is denoted by II, whilst II% is
the set of all paths starting at the given state (s; € S).

Definition 3 (Satisfaction). Given the model Mc, the satisfaction of a
CTLC formula ¢ in a global state s, denoted by (Mg, s) = ¢ is recursively
defined as follows:

075) ):p Zﬁ pE V(S);
) e dff (Me,s) F o
073) ):Sovw Zﬁ (MC7S) }:QD or (MC7S) |:¢;
Me,s) | EXg iff there exists a path-m starting at s such that
MC77T<1>> IZ 2
- (Mg, s) = E(pUv) iff there exists a path m starting at s such that for
some k>0, (Mg, m(k)) = and (Mce,m(j)) = ¢ for all 0<j <k;
(Me,s) = EGy iff there exists a path w starting at s such that
(Me, (k) = ¢ for allk > 0;
(M, s) = Cimjp ~iff for all global states s' € S such that s ~;_; &
we have (M, ') = 5
- Me, s) = Fu(Cisjp) iff there exists s € S such that s’ ~,_; s and
Mo, s') |= Cijp

<% X

Excluding the commitment and its fulfillment, the semantics of CTLC state
formulae is defined in the model M¢ as usual (semantics of CTL) (see for
example (Clarke et al., 1999)). The state formula C;_,;¢ is satisfied in the
model M at s iff the content ¢ holds in every accessible state obtained by
the accessibility relation ~;_,;. When ¢ commits towards j that ¢, ~,_,; cap-
tures the intuition that for a commitment to take place, a communication
channel should exist between the communicating agents (shared variable),
and the accessible state s’ (where ¢ holds) is indistinguishable from the cur-
rent state s for ¢ (which reflects the persistence of ¢ towards his commitment)
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as ¢ is the agent who is committing; however, for j who is receiving the com-
mitment, the two states are different as new information is obtained from
through the communication channel and this is why in the accessible state,
J has the same value as i has for the shared variable (i.e. the content of the
communication channel). Furthermore, the accessible state is not completely
different from the current state for j as some information is still the same,
and this is why for the unshared variables, the current and accessible states
for j are indistinguishable (see Figure 1). As mentioned earlier, there is no
relation between the content ¢ and the local boolean variables (shared and
unshared), which are only used to define the accessibility relation.

The state formula Fu(C;_;¢) is satisfied in the model M at s iff there
exists a state s satisfying the commitment (called here the commitment
state) from which the current state (i.e., s) is “seen” via the accessibility
relation ~;_,;. The idea behind this semantics is to say that a commitment
is fulfilled when we reach an accessible state from the commitment state.
The commitment is fulfilled because its content holds in this accessible state.
Unlike the semantics proposed in (Bentahar et al., 2010; El-Menshawy et al.,
2010, 2011b,a) in which the state s should not only be accessible but also
reachable from the commitment state s’; in our semantics, the reachability
condition is already included in the accessibility relation, which alleviates the
semantic conditions. Furthermore, our logic does not include an additional
operator for violation as in (Verdiechio and Colombetti, 2003, 2004; Mallya
et al., 2004; Bentahar et al., 2010; El-Menshawy et al., 2010, 2011b); instead
violation can be expressed as follows:

_'AG(CI'_U'QO D) AF(FU(CZHJQO») = EF(CZ_UQO A EG(ﬁFu<CZ_,](,0)))

Violation takes place when there is a computation so that in its future a
commitment is established but from the moment where the commitment is
active there is a possible computation where globally the fulfillment never
happens.

Figure 2 shows an example of commitment made by a merchant (Mer)
towards a customer (Cus) about ¢, for example about delivering a given
item (see Example 1). At the commitment state si, there are three choices
available to the merchant, two of them satisfy its commitment and the other
does not. Specifically, when the merchant reaches one of the accessible states
So or s3 from the commitment state s;, the commitment is fulfilled (the
commitment content holds at s, and s3), which means two different ways to
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fulfill the commitment are possible. However, the commitment is not fulfilled
at s, where the merchant fails to deliver the item. In fact, the computation
(s1,3), where * means infinite repetition, corresponds to a violation of the
commitment as in the future of this path, fulfillment will never take place.

Fu(Cyer - cus @)

@
2Fu(Cyer  cus @)

Figure 2: Illustrative example of commitment, its fulfilment, and its violation

Definition 4 (Validity). A formula ¢ is valid (we write = ) iff (Mc,s) E
@ for all models M¢ of M and for all s of S.

3.8. Axiomatization

In this section, we investigate the logical properties that the models Mg
of M inherit from the axiomatic point of view. An immediate consideration
comes from the following.

Lemma 1. ~;_,; is serial and transitive.

Proof. ~;_,; is serial: this follows from the assumption that for any pair
i,j € A, we have that for any s € S, ~;; (s) # 0 where the notation
~;_; (s) denotes the set of accessible states from s, i.e., ~;_; (s) = {s' €
S| s~ s}

~i_; is transitive: assume s ~;_,; s’ and s’ ~,_,; s”, for any pair ,j €
A, according to the definition of ~,_;, it is the case that s ~;_; s” as
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= 1i(s"), o € Var, N Var; st. [5(s) = [F(s') = [(s"),
(s) i’( ) 14(s") Yy € Var; — Var;, and s” is reachable from s. O
According to this observation, we can immediately conclude that the logic of
commitments that deals with agent communication via social commitments
is at least as strong as K D4n (where n is the number of agents) which is to
be expected. This logic is different from the one introduced in our previous
work (El-Menshawy et al., 2011b), which is K B5n (for more details about
the standard systems of modal logic, see for example (Hughes and Cresswell,
1996)). As our objective in this paper is to investigate the practical problem
of model checking commitments for communicating agents, the completeness
issue will not be considered, so that the paper is more focused on the algo-
rithmic and implementation aspects of the verification problem (Section 4)
and its computational complexity (Section 5). In the following, we only study
the individual validities of the proposed modalities with respect to Definition
4. These validities, which we will refer to as the “axioms” of commitments,
are:

Proposition 1 (Axioms of commitments).

L ECinjle D ¢) (Cimjp O Cigth) (aziom K)
2. ECiLjeD Ciﬂjgp (aziom D)
3. ): Ciﬂj(p D) Ciﬂj(CiHjQ0> (axiom 4)

Using the definition of the accessibility relation ~;_,; and the semantics of
Ci—;p and (?*ngo, it is easy to check that the above validities hold. In light of
the literature in this area (see for instance (Meyer and Veltman, 2007)), the
proposed logic should be seen as supporting a bird’s eye view of the properties
of MASs. Therefore, the first validity of axiom K should seem relevant and
reasonable. It means the commitment is closed under implication, that is if
both the implication ¢ D 1 and antecedent ¢ are committed to, then also
the conclusion v is committed to.

The second validity, which corresponds to serial frames, expresses that
if agent 7 commits towards agent j that ¢, then ¢ is compatible with what
i commits to towards j. Consequently, = —C;_; L, which means that one
cannot honestly, truthfully and justifiably state to commit to something that
is false, which guarantees that the commitments of each agent are consistent.

The third axiom expresses a form of introspection and corresponds to
transitive frames. It is perhaps not as strong as a first reading might suggest.
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It should be read and understood that when an agent commits to ¢, he should
consider the action of committing as a commitment itself. In fact, it would
be unreasonable to allow an agent to commit to ¢ without indicating that
he is committing. Let us consider the example of an agent i conveying an
information ¢ to another agent j, it is reasonable to say that ¢ is conveying
the information that he is conveying ¢. More importantly, this will allow to
account for the intentional commitment as the agent is committing that he
is committing to ¢. The commitment about commitment can be considered
as a meta data (or meta information) prescribing a fact of committing as a
commitment. It is worth pointing out that axiom 4 is desirable and relevant
in this context as it encapsulates the fact that agents are aware of their
commitments and have full control on what they do commit to.

Proposition 2 (Axioms of fulfillment).

1. = Fu(Cijp) D¢ (aziom T)
2. | Cinjp O Cij(Fu(Cimjp))
3. | Cinj(Fu(Cij)) O Cij
4. = Fu(Ci_;p) D Cijp

It is easy to check that the above validities hold using the definition of the
accessibility relation ~;_,; and semantics of C;_;¢ and Fu(C;_;¢). The first
validity, which corresponds to aziom T, expresses that if the commitment
is fulfilled, then its content holds, which is very reasonable. The second
validity says that if the agent commits to then he commits to fulfill his
commitment, which is also a reasonable axiom. The third validity says that
if the agent commits to fulfill a commitment about ¢, then he is committing
about ¢, which, in other words, means the commitment is active when the
agent commits to satisfy it. This is very reasonable and desirable as an
agent cannot commit to satisfy a nonactive (nonexisting) commitment. In
fact, putting the second and third validities together shows that committing
to something is equivalent to committing to satisfy this commitment, which is
very logical. From the semantics of Fu(Ci_;p) and aziom 4 of commitments
(Proposition 1), we can entail the fourth validity. This validity is important
for the logic of communicative commitments as it should be understood as
“the commitment should be active when it comes time to its fulfillment”,
so fulfilling a nonexisting commitment is impossible. Thus, the following
proposition follows.
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Proposition 3. The following validity holds:
F AG(—E(=Cijp U =Cijo N Fu(Cinjp)))

Proof. Let us assume the opposite is true, which means:

EF(E(=Cinjp U =Ci_;0 N Fu(Ci—;p))). According to the semantics of
until, ~Ci_ ;0 U =C;_ ;0 N Fu(Ci_ ) is satisfied in a path if it has —C;_;p A
Fu(Ci_;p) in its future. However, from the fourth validity of Proposition 2;
this cannot be the case; so the proposition. L]

It is important to mention that the commitment C;_ ;¢ in the fourth validity
is not a new commitment that is being activated in the current state s but an
existing commitment that has been activated in another state ¢ from which
the state s emanates through ~;_,;. So this axiom means the commitment
is fulfilled while it is active (see Figure 3).

Figure 3: Link between commitment and its fulfillment where s’ is the state of activating
the commitment (the state of commitment) and s is the state of fulfilling the commitment
(the current state). Notice that the commitment C;_. ;¢ activated in s’ is still active in s
as the accessibility relation is transitive.

In some approaches, for instance (Singh, 2008), instead of the fourth va-
lidity, the following axiom (called here DA) holds: Fu(Ci_ ;) D —=Ci_jp.
However, DA has two problems. The first one is that it forces the fulfill-
ment of commitments to be in the absolute future, so no commitment can
be fulfilled in the same state at the moment of its activation. However, for
communicative commitments such as those we are considering in this paper,
they can be fulfilled in the present, for example when an agent ¢ conveys an
information that already holds to an agent j. Thus, with this axiom, commit-
ting about tautologies, atomic propositions and formulae without temporal
operators is not supported. The second problem is that commitments can be
fulfilled without being activated, which means another axiom (probably with
past operators) is needed to prevent fulfilling a commitment which has not
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been activated or does not exist, or forcing the model to have the following
property saying that in all states of every computation, it cannot be the case
that a path can have fulfillment in its future without previously having the
underlying commitment:

AG(=E(=Ci_jo U =Ci_jp A Fu(Ci_;¢)))

To summarize, interesting properties are then captured with our logic in
terms of connection between commitments and their fulfillment, which are
not addressed in the existing commitment logics and cannot be captured with
a less strong logic, for instance a classical modal logic. Moreover, CTLC is
semantically different from CTL as commitment and fulfilment modalities
cannot be expressed with any CTL connector. C;_ ;¢ cannot be expressed
by X¢ because the accessible state is not always the next state; it cannot be
expressed by F'y either because C;_,;p0 O F'¢, but the reverse is not always
true. Thus any formula containing C;_, ;¢ cannot be expressed in CTL.

4. Model Checking CTLC Formulae

In a nutshell, given a MAS represented as an interpreted system and a
formula ¢ in CTLC describing a property, the model checking problem can be
defined as establishing whether or not M¢ = ¢, ie, Vs € I : (Me,s) = .
In this paper, we use symbolic model checking as it alleviates the “state ex-
plosion” problem compared to explicit model checking. Symbolic approaches
to model checking address this problem by computing the set of states satis-
fying ¢ in the model Mg (denoted by [¢]), which is represented in ordered
binary decision diagrams (OBDDs) and then comparing it against the set of
initial states I in' Mg that is also represented in OBDD. If I C [¢], then the
model M satisfies the formula; otherwise a counterexample is generated.

The standard symbolic procedure SMC(p, M¢) for computing the set
of states in° M satisfying the formula ¢ in CTL is introduced in (Clarke
et al;-1999). Given that, in the following we only report the BDD-based
algorithms of the new modalities in our logic that extend this procedure.

4.1. BDD-based Algorithm of Commitment

Algorithm 1 reports the procedure for the social commitment modality,
which returns the set of states satisfying C;_.;¢, i.e. [Ci_;¢]. First, the al-
gorithm computes the set X of states satisfying —¢; then constructs the set
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Y as a subset of X satisfying the fact that all the shared variables between
1 and 7 have the same values; then builds the set Z of states that are reach-
able and indistinguishable for ¢ from the states in Y and indistinguishable
for j from the same states in Y with regard to the unshared variables with ¢
(recall that s --» s’ means that s’ is reachable from s). In a nutshell, the set
Z includes all the states that can “see” by means of the social accessibility
relation ~;_,; a state satisfying —¢. Finally, the procedure returns the com-
plement of the set Z. This algorithm is entirely different from Algorithm 8
in our previous work (El-Menshawy et al., 2011b), which does not consider
shared and unshared variables.

Algorithm 1 SMC.(i, j,p, Mc): the set [Ci_;¢]

L X SMC<Z777 _‘QD,MC)
2 Y —{se€ X |[[{(s) =) Vv e Var;NVar;}
3: Z « {s € S| 3s’ € Y such that s --»s" and [;(s) =4i(s') and [} (s) =

I¥(s") Vw € Var; — Var}
4: return S — Z

We can calculate the states satisfying @ﬂ@ by calculating the comple-
ment of the set of states satisfying C;;(=¢) using Algorithm 1.

4.2. BDD-based Algorithm of Fulfillment

The procedure SMCp,(i, j, o, M¢) (see Algorithm 2) starts by comput-
ing the set X of states satisfying the commitment C;_,;¢. It then constructs
the set Y of states that are reachable and indistinguishable for ¢, and indis-
tinguishable for 7 with regard to unshared variables with ¢, from the states
in X. Afterwards, the algorithm builds the set Z as a subset of the set YV
including only states where the shared variables between ¢ and j are the
same. Finally; the procedure returns the set Z. Simply put, the algorithm
computes and returns the set Z of accessible states that are “seen” by means
of the social accessibility relation ~;_,; from a state in X.

5. Complexity Analysis

In this section, we will first analyze the time complexity of model checking
CTLC with regard to the size of the explicit model M and length of the
formula to be checked. Thereafter, we will analyze the space complexity of
model checking CTLC for concurrent programs with respect to the size of
the components of these programs and length of the formula.
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Algorithm 2 SMCpy,(i, j, ¢, Mc): the set [Fu(Ci_;p)]
X — SMC.(i,7, 0, M¢)
2: Y « {s € S| 3s € X such that s'--»s and [;(s) = l;(s') and [¥'(s) =
I¥(s") Yw € Var; — Var;}
3: Z—{seY |l{(s) =1j(s) Vv € Var; N Var;}
4: return Z

5.1. Time Complexity

In this subsection, we will prove that model checking CTLC is P-complete,
so it can be done in polynomial running time in the size of the model and
length of the formula.

Theorem 1. The model checking problem for CTLC can-be solved in time
O(|IM¢| x |¥]) where [Mc| and |1p] are the size of the model and length of

the formula respectively.

Proof. CTLC extends CTL, and it is known from (Clarke et al., 1986) that
the model checking problem for CTL is linear in the size of the model and
length of the formula. We just need to analyze the time complexity of Al-
gorithms 1 and 2. Steps 2, 3, and 4 in these two algorithms are simple and
it is easy to see that they can be.done in linear running time in the size of
the model as they are simply constructing sets by performing comparison
operations on states. For the reachability test between two states s --» &' it
is also known that the problem can be solved in linear time (Tarjan, 1972).
Step 1 in Algorithm 1 calls the model checking procedure recursively on the
subformula ¢ of the formula ¢ = C;_, ;0. The algorithm is recursively called
till a CTL subformula is encountered. Thus, the depth of the recursion is
bounded by the length of the formula ¢ (i.e., linear in the length [¢]). As
again model checking CTL is linear in both the size of the model and length
of the formula, we conclude that this algorithm has the same complexity. As
Algorithm 2-is simply calling Algorithm 1, the result follows. O

Theorem 2. The model checking problem for CTLC is P-complete.

Proof. Membership in P (i.e. upper bound) follows from Theorem 1. Hard-
ness in P (i.e. lower bound) follows by a reduction from model checking CTL
proved to be P-complete in (Schnoebelen, 2003). O
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5.2. Space Complexity

In this subsection, we will prove that the complexity of CTLC model
checking for concurrent programs is PSPACE-complete. Having discussed
the motivation behind the consideration of space complexity for concurrent
programs in Section 2, hereafter, we formally introduce these programs and
give the proof idea.

Concurrent Programs. As introduced in Kupferman et al. (2000),
a concurrent program Pr is composed of n concurrent processes. Each
process P; is described by a transition system D; defined as follows: D; =
(AP;, AC;, S;, A, 89, H;) where AP is a set of local atomic propositions, AC;
is a local action alphabet, S; is a finite set of local states, A; C.S; x AC; x S;
is a local transition relation, s? € S; is an initial state, and Hj : S; — 24P ig
a local state labeling function. A concurrent behavior of these processes is
obtained by the product of the processes and transition actions that appear
in several processes are synchronized by common actions. The joint behav-
ior of the processes P; can be described using a global transition system D,
which is computed by constructing the reachable states of the product of the
processes P; and synchronization is obtained using common action names.
Let AP = J!, AP, AC = |, AC;, S =117, 5;, s° = (s7,83,...,8Y),
H(s) = Ui, Hi(s[i]) for every s € S, and s[i] be the ith component of s.
Thus, D = (AP, AC, S, A, s°, H) where (s, a,s') € A iff (s[i],a, s'[i]) € A; or
sli] = §'[i] for all 1 <i < n.

Proof Idea. We will use Generalized CTL* (GCTL*) (Bhat et al., 2001),
a logic that extends CTL* by allowing formulae to constrain actions as well
as states. First, We prove that model checking GCTL* is PSPACE-complete.
Afterwards, by polynomial reduction to GCTL*, we prove that model check-
ing CTLC™, the fragment obtained by removing the fulfillment modality from
CTLC, is PSPACE-complete. Then, we provide an algorithm showing that
model checking this modality is also a PSPACE-complete problem using the
previous result, which will complete the proof.

In what follows, the polynomial reduction is denoted by <,. We also use
disjoint sets ®, and ®,. for atomic state and action propositions, respec-
tively.

Definition 5 (Model of GCTL*). A model Mg = (Sg, Ac,ls,lac, —, Ig) is
a tuple where Sg is a set of states; Ac is a set of actions; lg : Sg — 2% is
the state labeling function; la. : Ac — 2%t is the action labeling function;
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—C Sg X Ac x S is the transition relation; and I C Sg is a set of starting
states.

Definition 6 (Syntax of GCTL*).

S:=p|-S|SVS|EP
Pu=60|-P|S|PVP|XP|PUP

The formulae generated by S are state formulae, while those generated by
P are path formulae. The state formulae constitute the formulae of GCTL*.
The semantics of this logic is given in (Bhat et al., 2001). Here we only
explain the semantics of 6 that we will use later in the proof of Theorem 5.
A path satisfies 0 iff the label of the first transition on the path satisfies 6.

Theorem 3. Let || be the size of the state formula ¥ and |[Mg| be the size
of the model. The model checking problem for GCTL* can be solved in space

O([v[(log [IMc| + [¥])?).

Proof. The automata-based model checking procedure for GCTL* proposed
in (Bhat et al., 2001) works as follows:

- Step 1: Translating v into a variant of alternating tree automaton: and-
restricted alternating biichi tableau automaton (arABTA). The size of
the resulting automaton is O(21¥1).

- Step 2: The model checking algorithm works on the product graph of
M and arABTA of 1. The model checking problem is then reduced
to the non-emptiness problem of arABTA, which runs in time linear in
the size of the product graph, i.e. O(|Mg]| x 2!¥1).

To complete the proof, we just need to analyze the space complexity of the
non-emptiness problem of arABTA. The routine uses two on-the-fly depth-
first-searches.. The first one recursively searches for true and false leaves
which are labeled with Boolean formulas and the second determines if the
node given by the first is reachable from itself. On the one hand, it is known
from (Kupferman et al., 2000) that the first search when it is done in a special
type of alternating automata called 1-letter Hesitant Alternating Automata
(1-HAA), which are defined over a singleton alphabet and having limited
alternation, needs deterministic space O(|¢)|log®n), where n is the size of
the automaton 1-HAA. Bhat et al. (2001) have proved that arABTA plays
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the same role as 1-HAA thanks to the and-restricted property according to
which the strongly connected components of some states can contain at most
one of their children and some states are guaranteed to belong to a different
strongly connected component than their children. On the other hand, as
shown by Jones (1975), the second search (graph accessibility problem) can
be done nondeterministically in space O(logn), or by Savitch’s theorem (Sav-
itch, 1970) deterministically in space O(log® n). Consequently, the whole rous
tine can be done deterministically in space O(|1|log®n). Finally, the model
checking problem can be then solved in space O(|i]log®(|Mg| x 2¥h), ie.
in space O([¢|(log |Mga| + |¥])?). O

Theorem 4. The space complexity of GCTL* model checking for concurrent
programs is PSPACE-complete.

Proof. Membership: As shown in Theorem 3, the model checking problem
of GCTL* can be solved in space polynomial in the length of the formula
|4)| and poly-logarithmic in the size of the model [Mg]|. Since the size of a
concurrent program is independent from the size of the formula, the problem
can still be solved in space polynomial in the length [¢|. On the other hand,
since the size of a concurrent program is at most exponential with the size
of the components, the problem turns out, as shown in (Vardi and Wolper,
1994), to be polynomial in the size of the components. The problem is then
in PSPACE.

Hardness: It follows directly from the fact that CTL* <, GCTL* and model
checking CTL* is PSPACE-complete for concurrent programs as proved in
(Kupferman et al., 2000). O

In what follows; if the underlying language for the satisfaction |= is not
clear from the context, we use this language as an index (e.g. Forro-)-

Theorem 5. The complezity of CTLC™ model checking for concurrent pro-
grams is' PSPACE-complete.

Proof. Hardness: The hardness follows directly from the fact that CTL <,
CTLC7 and the problem of model checking CTL is PSPACE-complete for
concurrent programs (Kupferman et al., 2000).

Membership: We prove that CTLC™ <, GCTL*. We note that CTLC and
CTLC™ are interpreted in the same model M¢ (Definition 1). We define a

transformation f such that: (Mg, s) Ecorre- ¢ iff (f(M), f(s)) Ecorrs
f(p), where ¢ is a CTLC™ formula and f(p) is the corresponding GCTL*
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state formula. Let us first define f(M). f(M)=M¢g=(Sq, Ac,ls,lac, —, 1)
where:
- SG:S; IG:[; lsZV.

- To define Ac and [ 4., let us first define the set of atomic action proposi-
tions ®ue = {€, 11, Q1 22, - -, Apn}, then Ac = {a°, o't at?, ... o™}
such that l4.(a®) = {e} and ls.(a”) = {a;;} for 1 < i < n and
1 < j < n. a°is the action labeling temporal transitions defined from
the transitions in R;, and € is the atomic action proposition forming a°.
a¥ is the action labeling the transitions defined from the accessibility
relation «;_,; and «;_,; is the only atomic action proposition forming
al.

- (s,0% ") €= iff (s,8) € Ry, and (s,a¥,s') €— iff s~,;; s'. From
this definition of f(M), it is clear that f(S) = S.

Let us now define f(y) by induction on the form of :

- f(p)=p, and f(=p)==f (),

- JleV)=fle)V f(¢) and f(EXp)=EX f(¢),

- [(E(pU)=E(f(p)U f(¥)) and f(EGo)=EG f(p)
- J(Cimjp)=Aain; — X [(#))

- (G

Q>

iP)=E(in; = X[(p))

The proof of the transformation soundness is by induction on the structure
of ¢. All the cases are straightforward; we only discuss the case of Cj_ ¢

(the proof for the case @_)jgo directly follows from this case). We have
(M, s) Earra- Cimje iff (Mc,s") Ecrne- ¢ for every s’ € S such that
S i s'.“Consequently, (Mc, 5')' Ferne- Cijp iff (Me, s") Ecerr fle)
for every s €S such that (s,a",s’) €—. By semantics of A, X, and 6, we
obtain (Mg, s) EFcorre A(i—; —Xf(p)). Since it is easy to see that f can
be computed in polynomial time, we are done. Il

Theorem 6. The space complexity of CTLC model checking for concurrent
programs is PSPACE-complete.
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Proof. Hardness: CTLC is an extension of CTLC~. Hence, CTLC™ <,
CTLC. So, from Theorem 5 we are done.

Membership: To check if (Mc,s) = Fu(Ci_jp) we use Algorithm 3 that
takes as input M¢, s, and ¢. The algorithm is a straightforward transla-
tion of the semantics of Fu(C;_;p) (Definition 3), and it is easy to check
that (M, s) = Fu(Ci— ;) iff the algorithm return YES. The algorithm uses
an oracle to check if s’ = C;_;¢p, which is PSPACE-complete as proved in
Theorem 5. Consequently, the space complexity of this algorithm has the
form CMPC where CM is the complexity of checking if s’ ~;.; s and PC
is a PSPACE-complete problem (Johnson, 1990). To check if §" ~4; s,
only three states are remembered (because accessibility includes reachabil-
ity, which needs three states to be remembered (Vardi and Wolper, 1994)).
Therefore, this verification can be done nondeterministically in logarithmic
space, that is NLOGSPACE. Replacing MC by NLOGSPACE, the complex-
ity of the algorithm is NLOGSPACEFC. Finally, the membership in PSPACE
follows from the following facts:

1. NLOGSPACEF® C PPC (Johnson, 1990); and
2. PPC = PSPACE because:

e PPC C PSPACE because a PSPACE machine can easily simulate
a P machine, and can simulate a PSPACE-complete oracle (John-
son, 1990); and

e PSPACE C PP€ by using a Cook reduction (Cook, 1971) from any
language L. € PSPACE to the PSPACE-complete problem PC.

Algorithm 3 Checking if (Mc, s) = Fu(Ci_jp)
1: Repeat
2: {
3:  Nondeterministically guess a state s’
4 if s"~;_; s then
5 if s = Ci_;p then
6: return YES
7
8
9

)
: Until no state can be guessed
: Return NO
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6. Implementation

One of the main objectives of this paper is to implement the model check-
ing algorithm of social commitments. Moreover, we aim to examine various
social properties of multi-agent systems when agents commit towards each
other and to determine which of these properties are retained and which are
compromised when agents violate their commitments.

We implemented® the model checking technique presented in Section 4
on top of the MCMAS symbolic model checker. Furthermore, we extended
the implementation of interpreted systems to include shared and unshared
variables and the social accessibility relation. We chose MCMAS as it sup-
ports the semantics of interpreted systems and CTL and performs OBDD
operations by means of the efficient CUDD library.

One example for which we have been able to carry out the above objectives
is the Insurance Claim Processing (an industrial case study); already applied
to show how commitments can specify protocols in‘business settings (Telang
and Singh, 2009).

6.1. Case Study: Insurance Claim Processing

This industrial case study outlines the manner motor damage claims of
policy holders are handled by AGFIL, a private insurance company in Ireland
(see Figure 4). To deal with a motor damage claim, the AGFIL company is
required to provide claim reception and car repair to its policy holders. It
also needs to assess (or adjust) claims to protect itself against fraud. AGFIL
depends on its associates, Europ Assist, Lee Consulting Service (Lee CS),
and various repairers when executing these tasks. FEurop Assist through
the call center offers a 24-hour emergency call answering service to policy
holders for reporting claims and provides them with the name of an approved
repairer facility. Lee CS coordinates with AGFIL and deals with repairers
and assessors to handle the claims. A network of approved repairers provide
the repair services. AGFIL holds ultimate control in deciding if a given claim
is valid and if payment will be made to the repairer.

A typical business scenario is as follows. The policy holder phones the
call ecenter to notify the company of a new claim. The call center will gather
the information using an incident form, validate the information with its

Shttp://users.encs.concordia.ca/~bentahar/MCMAS-C/mcmas-sc.zip and
http://users.encs.concordia.ca/~bentahar/MCMAS-C/Case-Study.zip
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Figure 4: Insurance claim processing (Telang and Singh, 2009)

database, then assign the nearest garage and give some suggestions about
approved repairs to the policy holder. The incident form is then sent to
AGFIL and Lee CS replicates the AGFIL database to receive notification
details. The AGFIL claim handler will check to confirm the cover. In the
case of the claim being invalid, Lee CS will be contacted and the process will
be stopped. Lee CS will agree upon repair figures if an adjuster is not required
or will otherwise either appoint an assessor or conduct the assessment itself.
When the repairs are completed, the repairer will issue an invoice to the
adjuster who will check the invoice against the original estimate. Lee CS
sends a monthly bordereaux to AGFIL listing all the repairs for that month.
More details about the case study can be found in (Telang and Singh, 2009).

6.1.1. Specifications
To verify the correctness of the above scenario at design time, various
properties can be formalized using CTLC w.r.t the model M.

Reachability property. A particular situation can be reached from the
initial state via some computation sequences. The following formula means
that there exists a path where the call center will not commit to the policy
holder for gathering claim information until it receives the accident report
from the policy holder.

E(—reportAccident U (reportAccident N\ Ccaucenter— PolicyHoldr 9atherInfo))
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Safety property. This property means “something bad never happens”.
For example, a bad situation is: the policy holder’s claim is validated by the
call center, but the repairer never commits to repair the vehicle:

AG —(validClaim N —C Rrepairer— PolicyHolder CaTRepair)

Liveness property. This property states “something good will eventually
happen”. For example, in all paths globally if the policy holder reports an
accident and his claim is valid, then in all future computations, the call center
will commit to assign the garage:

AG((reportAccident A validClaim — AF (Ccaucenter— PolicyHolder aSStgnGarage))

Moreover, the following formulae are some examples of eommitments (1.a,
2.a, 3.a, and 4.a), their fulfillment (1.b, 2.b, 3.b, and 4.b), and violations
(l.c, 2.c, 3.c, and 4.c) and (1.d, 2.d, 3.d, and 4.d):

1. Commitment 1

(a) EF(Cpolicytolder—AGriL insurancePayment)

(b) EF(Fu(CpoticyHolder—AcrIL-insurancePayment))

(¢) "AG(CpoticyHolder—AGFIL insurancePayment O
AF(FU(OPolicyHolder—nAGFIL insurancepayment)))

(d) ~AG(Cpoticyrolder—acriL tnsurancePayment O
EF(Fu(Cpolicytolder—acriL insurancePayment)))

2. Commitment 2

(a) EF(OAGFILHCGZZCGTW@T receptionPayment)
(b) EF(Fu(Cagrii— caicenter receptionPayment))
(¢) m"AG(CacFiL— caliCenter TECEPtIONPayment O
AF (Fu(Cagrir— calicenter TeceptionPayment)))
(d) ~AG(CagriL— calicenter TECEPtiONPayment O
EF(FU(CAGFILHCGZZCE’RZ&ET Teceptionpayment)))

3. Commitment 3

(a) EF(CC’allCenterﬁPolicyHolder aSSignGaTage)
(b) EF(FU(CCallCenterHPolicyHolder GSSignGamge))

(C) _'AG(CC’allCenter%PolicyHolder GSS’iQNGCnge 2
AF(Fu(OCallCenter%PolicyHolder asszgnGamge)))
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(d) _'AG(CC’allCenterHPolicyHolder CLSSZ'gnG'amge D
EF(Fu(CCallCenteraPolicyHolder GSSignGamge)))

4. Commitment 4

(a) EF(ORepairerepolicyHolder CCL?”RG])CLZT)

(b) EF(FU(CRepairerHPolicyHolder CCLT'R@])CZ?;T'))

(C) _'AG(CRepairerHPOIicyHolder carRepair o
AF(FU(CRepairerHPolicyHolder CarR@paiT)))

(d) _‘AG(CRepairerﬂPolicyHolder CaTR@pCL?;T D)
EF(Fu(ORepaireraPolicyHolder CCL’I”RGpCLW’)))

The first formula (1.a) expresses the existence of a computation so that in
its future the policy holder commits towards the insurance company AGFIL
to pay the insurance and the second formula (1.b) states that such a com-
mitment will eventually be fulfilled, while the third (1.¢) and fourth (1.d)
formulae are checking violations of this commitment. The formula (1.c) says
that there is a computation so that in its future the commitment explained
in (1.a) is established but from the moment where the commitment is active
there is a possible computation where globally the fulfillment never happens,
that is the insurance never get paid. The formula (1.d) expresses that af-
ter having the commitment from the policy holder towards the insurance
company, the fulfillment does not occur in all states of every possible com-
putation, which is always false because accessible states are reachable.

The other formulae in Commitments 2, 3, and 4 can be explained in a
similar way. Commitment 2 is from the insurance company AGFIL that
commits towards the call center to receive the payment (as compensation for
the call service it offers): Commitment 3 is from the call center that commits
towards the policy holder that a garage will be assigned. In Commitment 4,
the repairer commits to the policy holder to repair his car.

6.2. Experimental Results

According to the above scenario, we have six agents: AGFIL, Policy-
Holder, CallCenter, Repairer, Assessor and Inspector. We encoded our model
M by considering these agents, their set of local states and actions, the set
of shared and unshared variables, local protocols, local evolution functions,
the valuation function and finally the set of initial states. For example, the
PolicyHolder agent has 29 local states, 3 boolean variables (communication
channels), 21 local actions and 4 initial states. The complete encoding is
available for download (see foot note 5).
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Our experiments were performed on an AMD Phenom(tm) 9600B Quad-
Core Processor with 8GB memory running Fedora 12 x86_64 Linux. We
found that 28 tested formulae (commitments and their fulfillment) hold, 28
tested formulae return false (violation) and 3 tested formulae hold (reachabil-
ity, safety and liveness). To check the effectiveness of the proposed symbolic
algorithm, we reported 8 experiments in Table 1 where the number of agents
(#Agent), the number of reachable states (#States), the execution time
(Time) in seconds (sec), and the memory in use (Memory) in MB are given.
From Table 1, we found that the number of reachable states (which reflects

Table 1: Verification results

‘ #Agents ‘ F#States ‘ Time ‘ MemoryJ

6 41 1 sec 11 MB
12 1669 11 sec 22 MB
18 67529 26 sec 45 MB
24 2.71806e+06 49 sec 47 MB
30 1.08909e+-08 278 sec 47 MB
36 4.34657e+09 458 sec 44 MB
42 1.72867e+11 | 5219 sec 139 MB
48 6.85373e+12 | 14477 sec 132 MB

state space) increases exponentially. when the number of agents increases
as we expected. However, the memory usage increases only polynomially,
which confirms the theoretical results (i.e., the PSPACE-completeness). Re-
garding the execution time, the increase is not exponential, but faster than
the polynomial, which also confirms the time complexity in concurrent pro-
grams, which istAPTIME as APTIME = PSPACE (Johnson1990), where
APTIME is the class of languages accepted by polynomial-time alternating
Turing machines.

Because our model is verified successfully, we consider an imaginary condi-
tion under which the commitment violation can occur to further demonstrate
our approach. For example, when the policy holder fails to send the agreed
amount of insurance payment to the AGFIL company, his commitment is vi-
olated. Thus, MCMAS counterexample shows an execution in which there is
no way to reach the insurance payment from the policy holder’s commitment
state.
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7. Discussion

7.1. Commitment Formalisms and Interpreted Systems

In the literature about commitment representation, excluding (El-Menshawy
et al., 2011b,a), abstract models are used to model the interacting agents from
high-level perspective without considering agents’ states that constitute the
life cycle of each agent, agents’s actions and how agents can select their
choices at each state. In this paper, all the above concepts are explored and
the interacting agents are modeled using the formalism of interpreted sys-
tems. Moreover, the work presented here is the second one that directly and
automatically verifies commitments and their fulfillment by developing and
implementing a new model checking algorithm on top of MCMAS. In this
section, we show the main differences between this work-and our previous
work presented in (El-Menshawy et al., 2011b) especially in the definition
of the accessibility relation and semantics of fulfillment. In fact, while (El-
Menshawy et al., 2011b) shows that the model checking of commitment logic
is feasible, in this paper we focused on efficiency considerations and complex-
ity results. The social accessibility defined in (El-Menshawy et al., 2011b) is
as follows:
s~ 8" iff there exists 8" # s such'that: 1) l;(s) = l;(s") = ;(s); and 2)
(") = (s,
which means ¢ is uncertain about the current state so that he looks for an
intermediate state different from the current state (i.e., s” # s) in which
there is no difference for ¢ among being in s, s” and s'; however, for j there
is no difference between being in s” and s’ (i.e., accessible state). It is obvi-
ous that with this definition, there is no communication established between
interacting agents, which is the main concept we are capturing in this paper
through communicative commitments. In addition, introducing new interme-

diate states makes the computation of accessible states more complex. The
semanties of fulfillment in (El-Menshawy et al., 2011b) is defined as follows:

(Me,s) = Fu(Cijp) iff there exists s such that: (1) (Mc,s') = Cio;e;
and (ii) s € Fut(s'); and (iii) s" ~;; s.

The intuition behind Fu’s semantics is to ensure that the current state s
is reachable in terms of transitions (Fut(s')) and accessible in terms of the
social accessibility relation from the state s’ where the commitment holds.
As we mentioned in Section 3 the reachability condition is already included
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in the definition of accessibility relation, which makes the semantics simpler
as we do not need the function Fut(s") that gives the future states of s'.

In the rest of this section, we compare our approach with the relevant
work related to 1) verification of commitment-based protocols; 2) recent ex-
tension of interpreted systems formalism; and 3) some practical and industrial
applications of knowledge-based systems.

El-Menshawy et al. (2011a) presented an extension of CTL with com-
mitment modality to formally specify commitment-based protocols. In order
to automatically verify these protocols, they reduced the problem of model
checking this logic into the problem of model checking either CTLK (an ex-
tension of CTL with knowledge modality) (Penczek and Lomuseio, 2003) to
directly use the MCMAS tool, or ARCTL (an extension of CTL with ac-
tion formulae) (Penczek and Lomuscio, 2003) to use the extended version
of NuSMV. Because this approach is translation-driven, it differs from the
model checking technique presented in this paper. The differences with the
other approaches can also be discussed at the level of the paper motivation.

Lomuscio and Sergot (2003) extended the formalism of interpreted sys-
tems to model the “correct and incorrect functioning behaviors of the agents”
by dividing global states into “green” and “red” states. The resulting logic
of deontic interpreted systems is stronger than the standard deontic logic
K D. They also presented the axioms of this logic and proved theoretically
its soundness and completeness. The semantics of correct functioning be-
havior is defined using a new accessibility relation R; for each agent ¢ on the
global states as follows: forany i € A, (l1,...,0,)Ri(l3,....1,) if I € G; (the
set of green states for 7). This deontic accessibility relation defines accessible
states (green states) independently from the current state. From this deon-
tic perspective, there are some similarities between this logic and the logic
of commitments. However, the deontic accessibility relation is different from
our accessibility relation, which considers both current and accessible states.
Furthermore, our accessibility relation accounts for communication between
the participating agents by considering the communication channels. It is
alsounclear how in the deontic interpreted systems the green and red states
are determined for each agent. The authors also defined a modality Kz-j ©,
called “doubly-indexed operator”, which can be read as “agent ¢ knows ¢
under the assumption that agent j is functioning correctly”. This modality
attempts to combine deontic and epistemic modalities to specify what an
agent is permitted to know. It indirectly captures the interaction between
agents, but it differs from our commitment modality C;_.;¢ as i does not as-
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sume anything about 7 and he has the possibility of fulfilling his commitment
(i.e., correct functioning behavior) or violating it (i.e., incorrect functioning
behavior), but in both cases, the commitment’s content holds in all accessible
states, and the commitment is fulfilled if the agent can be in one of these
states, otherwise it is violated. Thus, reasoning about social commitments is
different from reasoning about doubly-indexed operator.

7.2. Practical and Industrial Settings

We turn towards elaborating on the contribution of our work in praec-
tical and industrial settings. One of the relevant applications is Intelligent
Tutoring Systems (ITS), which depend on domain experts that provide rel-
evant domain knowledge to the tutors to be able to guide and help learners
during problem-solving. The authors in (Nkambou et al:; 2011) propose a
framework that combines two knowledge discovery techniques: sequential
patterns mining and association rules discovery. The framework then uses
such techniques to discover new knowledge and rules from the recorded us-
age of experts and new users. The resulting knowledge base can be used
as a problem space or task model instead of building a complete task de-
scription to avoid the ”ill-defined” problem resulting from the complexity
of some domains. The knowledge base allows the intelligent tutor to track
learners’ actions. Our approach develops an effective model checking that
can be used to verify domains having a large state space to detect errors
and generate counter-examples that guide designers to modify the problem-
solving task model. In fact, this approach can be used to check if the used
problem-solving task model satisfies some domain-specific properties and if
the existing and learned rules satisfy consistency properties.

The authors in(Ma et al., 2011) propose a new knowledge representation
approach based on states where domain-specific knowledge is expressed by
combinations of the relevant objects’ states. Such an approach may vary
when states of those objects change with time as in emergency management
and warning systems. Based on this approach, two levels of logical inconsis-
tencies are conducted: syntactic level and semantic level. On the syntactic
level, since each piece of domain knowledge is represented by some state
combinations of objects, a logical relationship between knowledge is used for
detecting the strict and partial logical consistency of the domain knowledge
base. On the semantic level, the ”information logical inconsistency detec-
tion (ILID)” method is used to detect the logical inconsistency in the stored
knowledge base. Unlike the logical consistency at the syntactic and semantic
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levels used in this paper, our logical consistency deduction method is mainly
based on verifying the system model against properties since two inconsistent
properties (i.e., facts or knowledge) cannot be both satisfied.

In (Roos, 2011), the authors introduce a diagnostic framework to study
the consequences of using inaccurate values in “Model-Based Diagnosis (MBD)”.
The MBD specifies the normal and abnormal behaviors of the system to be
diagnosed. Technically, the system is described in first order logic in which
the probability of a proposition regarding to a set of interpretations satisfy-
ing the proposition is defined and then consistency-based reasoning is used
to identify possible “maximal-confirmation diagnoses” in a polynomial time.
Our work can contribute to the area of MBD as the simulations produced by
our model checker can be seen as a diagnostic approach since it helps identify
problematic computations and abnormal behaviors.

The authors in (Kim and Song, 2011) define four strategies for measur-
ing level of trust based on a trust propagation model in social networks.
They evaluate the prediction accuracy of those strategies in terms of the
length of reliable trust paths and different aggregation methods in order
to discover the best strategy having maximum predication accuracy. Their
strategies are implemented by using a ”Reinforcement Learning” algorithm.
In (Rosaci, 2012), the importance of trust in competitive settings is stressed
and a trust model in such settings is proposed by combining reliability and
reputation. The author determines some criteria to help choose and dynami-
cally adapt the weights that should be assigned to reliability and reputation.
In (Khosravifar et al., 2011), the authors develop a multi-factor trust frame-
work using a number of measurements to evaluate the trust of interacting
agents. The framework considers direct interactions among agents, called
online trust estimation, and post evaluation of the actual performance of an
agent, called off-line process. The post evaluation is then compared against
the information provided by some consulting agents to both adjust the cred-
ibility of the contributing agents in trust evaluation and improve the system
trust evaluation by minimizing the trust estimation error. Our work can
contribute to the area of trust by analyzing the trust behavior of agents in
terms of the level of satisfaction and violation of their commitments, which
provides a measurement of this trust. This can be done by discovering the
trust path from a commitment state to a fulfillment state using, for example,
the reachability property.

In (Nakano et al., 2011), the authors present a general model for con-
trolling the behavior of autonomous robots/agents that can engage in a con-
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versational dialogue with humans. The core components of this model are
called “experts”, which are responsible for understanding humans’ requests
(in general, humans’ utterances), providing useful information, and decid-
ing on robots actions. Simple methods are incorporated in the interface of
each expert to determine its correctness with the received user utterances.
Our approach can complement this model by formalizing the communication
between robots and humans and automatically verifying users and robots
actions in accordance with given properties by using our model checking
technique.

The authors in (Dimopoulos et al., 2012) propose an approach to coor-
dinate the course of agents’ actions operating in the same environment in
two different settings: when agents by themselves are able to achieve their
individual goals and when agents need other agents to reach their individ-
ual goals. The authors extend the classical SATPLAN planner to deal with
the problem of multi-agent planning by handling negative (i.e., harmful) and
positive interactions in order to finally discover consistent plans for multiple
agents. The concept of commitments can be used in this approach to model
flexible interactions among agents where positive and negative interactions
can be captured in terms of satisfaction and violation of agents’ commit-
ments. The formalism of interpreted systems can be used to coordinate
synchronous agents’ actions working in the same environment from a global
perspective. By so doing, our model checking approach can be used to check
the consistency of plans.

8. Conclusion

Interpreted systems provide a useful formalism for representing agent
commitments. In this paper, we refined CTLC, a new logic for social com-
mitments and their fulfillment introduced in (El-Menshawy et al., 2011b) and
investigated its axiomatization. In order to verify commitments, instead of
translating them into the input language of an existing model checker, we de-
veloped a new BDD-based model checking algorithm that extends MCMAS.
We proved that the time complexity of model checking CTLC is P-complete
with regard to the explicit models and its space complexity is PSPACE-
complete for concurrent programs. In our implementation, we used a widely
studied industrial case study and conducted 8 experiments with large state-
space (approximately 6.85373¢ + 12 states), which demonstrated the effec-
tiveness and applicability of our approach in terms of execution time and
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memory in use. There are many directions for future work. We plan to the-
oretically prove the completeness, soundness and decidability of our logic to
complement our practical work on model checking. We also plan to extend
the logic and its model checking to consider conditional commitments and
other commitment actions such as assign and delegate. Finally, we plan to
extend our model checker with graphical notation for a user-friendly specifi-
cation using a similar technique as the one proposed in (Pulvermueller et al:,
2010), which uses an XML-based transformation system.
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