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The recent prevalence of machine learning-based techniques and smart device embedded sensors has enabled widespread
human-centric sensing applications. However, these applications are vulnerable to false data injection attacks (FDIA) that
alter a portion of the victim’s sensory signal with forged data comprising a targeted trait. Such a mixture of forged and valid
signals successfully deceives the continuous authentication system (CAS) to accept it as an authentic signal. Simultaneously,
introducing a targeted trait in the signal misleads human-centric applications to generate specific targeted inference; that may
cause adverse outcomes. This paper evaluates the FDIA’s deception efficacy on sensor-based authentication and human-centric
sensing applications simultaneously using two modalities - accelerometer, blood volume pulse signals. We identify variations
of the FDIA such as different forged signal ratios, smoothed and non-smoothed attack samples. Notably, we present a novel
attack detection framework named Siamese-MIL that leverages the Siamese neural networks’ generalizable discriminative
capability and multiple instance learning paradigms through a unique sensor data representation. Our exhaustive evaluation
demonstrates Siamese-MIL’s real-time execution capability and high efficacy in different attack variations, sensors, and
applications.
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1 INTRODUCTION

In recent years, machine learning-based techniques and Internet of Things sensors are advancing rapidly, enabling
various human-centric sensing applications on smart devices, such as motion sensor-based authentication
[13, 14, 19, 38], physiological sensing-based health monitoring [36, 40, 47, 50, 51], human activity recognition
[6, 8, 21, 37], etc. Due to the invasive nature of these applications, privacy breaches may lead to severe adverse
effects. Recent studies have focused on attacks targeting to deceive the authentication systems [39, 41, 58],
however, no study has addressed an attack on smart device sensory streams that can deceive the continuous
authentication and manipulate human-centric systems simultaneously to generate adverse effects.

Asif Salekin is the corresponding author.
Authors’ addresses: Jingyu Xin, Syracuse University, , Syracuse, USA, jxin05@syr.edu; Vir V. Phoha, Syracuse University, , Syracuse, USA,
vvphoha@syr.edu; Asif Salekin, Syracuse University, , Syracuse, USA, asalekin@syr.edu.

This work is licensed under a Creative Commons Attribution-NonCommercial International 4.0 License.
© 2022 Copyright held by the owner/author(s).

2474-9567/2022/6-ART83

https://doi.org/10.1145/3534577

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 6, No. 2, Article 83. Publication date: June 2022.


HTTPS://ORCID.ORG/0000-0001-6309-6845
HTTPS://ORCID.ORG/0000-0002-5390-8253
HTTPS://ORCID.ORG/0000-0002-0807-8967
https://orcid.org/0000-0001-6309-6845
https://orcid.org/0000-0002-5390-8253
https://orcid.org/0000-0002-0807-8967
https://doi.org/10.1145/3534577
https://doi.org/10.1145/3534577
https://orcid.org/0000-0001-6309-6845
https://orcid.org/0000-0002-5390-8253
https://orcid.org/0000-0002-0807-8967
https://doi.org/10.1145/3534577
https://creativecommons.org/licenses/by-nc/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3534577&domain=pdf&date_stamp=2022-07-07

83:2 « Xinetal

This paper evaluates such an attack as the false data injection attack (FDIA), its deception efficacy on
sensor-based authentication and human-centric sensing applications simultaneously, and presents a novel attack
detection approach. By injecting forged data into the sensory data stream, the inference of the human-centric
applications can be altered. Furthermore, no knowledge of the victim or victim’s signal sample is needed to
launch this attack. Take a health monitoring system as an example that utilizes smartwatch physiological sensory
data to assess a patient’s health. FDIA attackers can inject other unhealthy individuals’ physiological signals into
the genuine healthy user’s signals to cause a wrong assessment that may lead to unnecessary interventions and
even harm the patient’s health. Using such targeting misinformation generation through the FDIA, attackers can
control the outputs of the sensing applications as they desire. Some practical FDIA on smart-device scenarios are
further discussed in the threat model Section 2.2.

Considering the significant adverse outcomes generation capability of the FDIA, this paper evaluates and
demonstrates the deception efficacy of FDIA on the sensor-based authentication and human-centric sensing
applications. The novelty of this paper comes from formulating the FDIA detection problem as a multiple instance
learning (MIL) problem and developing a framework named Siamese-MIL that combines multi-head Siamese
networks with MIL paradigms to detect FDIA accurately. Furthermore, we performed a comprehensive evaluation
that shows the high efficacy of Siamese-MIL in FDIA detection.

Paper Outline: Section 2 discusses the FDIA threat model. Paper contributions are summarized in Section 3.
Section 4 discusses the datasets and data processing. Section 5 discusses the FDIA’s efficacy in deceiving smart
device authentication systems and human-centric sensing applications. We present the Siamese-MIL, the FDIA
attack detection approach in Section 6. Section 7 discusses the exhaustive evaluation of Siamese-MIL on multiple
datasets, modalities, and applications. Section 8 discusses how the variations of FDIA affect the Siamese-MIL’s
performance. Section 9 evaluates the Siamese-MIL’s real-time execution capability on resource constraint smart
devices. Section 10 summarizes the related works and the security concerns of smart device sensors. Lastly, we
discuss the study observations, insights, and limitations in Section 11 and give conclusions in Section 12.

2 THREAT MODEL AND ANATOMY OF THE ATTACK
2.1 Threat Model

In this threat model, the attacker injects targeting information into the sensory data stream to mislead the
human-centric sensing system. False data injection attack (FDIA) [57] modifies the sensory data, such that the
sensory data stream of another user is injected in the target user’s sensory stream (victim), so no knowledge of
the victim is assumed. If the attacker wants to generate a specific output from the sensing application, they can
use signals with targeting information to influence the application’s outcome. This paper particularly focuses on
such targeting FDIAs aiming to misinform human-centric sensing applications with certain forged information.

The attack can be launched by manipulating the sensor signal using malware infection (e.g., SMASheD
framework [33], Spy-sense [16]); or compromising the communication channel (e.g., using BlueDoor [62], Fit Bite,
or GarMax [44]). Such a threat model is practical and has been commonly employed in studies about the privacy
threat of smart device sensors [29, 30, 61]. The prevention of such manipulations of sensors and communication
is out of the scope of the paper. Rather, following the state-of-the-art attack detection studies [26, 32, 43], this
paper focuses on the FDIA’s deception efficacy on continuous authentication and human-centric sensing system,
and our presented attack detection approach’s performance.

2.2 Attack Scenarios

This section gives some FDIA attack scenarios and their impact on the human-centric sensing systems.
Scenario 1: Consider the victim as a diabetes patient, and the caregiver monitors his daily exercise through a
smartphone activity detection system. However, the victim is tricked into installing some malicious application
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on the smartphone that can manipulate the accelerometer sensory streams. E.g., SMASheD [33] can enable a
malicious app with only the INTERNET permission to manipulate motion sensors on unrooted Android devices.
Installed malicious application can mislead the activity detection system to infer incorrect activities. E.g., the
attacker can inject other people’s jogging data portions into the user’s accelerometer sensory stream to mislead
the activity detection system that the victim is jogging. Such attack will inform misleading exercise measurements
to the caregiver, which may lead to wrong follow-up interventions. If diabetes is not treated properly, it may
further harm the patient’s heart, eyes, kidneys, etc. [5, 34], and increase the risk of death [48].

Scenario 2: A post-traumatic stress disorder (PTSD) patient wears a smart band/watch to monitor their stress
levels. Though simple analysis such as step counting is performed on the wearable device itself, complicated
applications like stress detection need the wearable to send raw sensing data to another device to get the
data processed. E.g., Empatica E4, Embrace, HeartGuide, MobileHelp Smart are smart bands that connect to
smartphones and transmit the collected physiological data through Bluetooth for advanced processing. During
the data transmission, the FDIA attacker may access the Bluetooth communication and modifies the data packets.
A tool like BlueDoor [62] can break the confidentiality of Bluetooth and alter the communicated information. The
attacker can mix the victim’s physiological data with other individual’s data under stress to cause an illusion that
the victim is under long-term stress. Such an attack may result in a misdiagnosis which can bring inappropriate
or even harmful treatment to the patient. It may even result in worsened suicidal or homicidal ideation [59]. It
also would lead to an additional cost (e.g., per person/year PTSD treatment cost is $16,750 in USA (2016) [63]).

2.3 Assumptions

Each smart device has a unique owner in the threat model. Smart device embedded sensors are generating
continuous data streams. We assume that the attacker has a large amount of sensory data of various traits (e.g.,
motion sensory data of different activities) from other individuals. These sensory data segments will be utilized
as the signal portions injected on the target (victim) user’s sensory streams to generate the FDIA samples.
Recent studies [28, 35, 52, 54] have evaluated continuous authentication systems (CAS) that verify the authen-
ticity of the sensory data streams. CASs identify the characteristics of the sensory data indicative of the respective
user’s identity and repeatedly examine the authenticity of the continuous sensory streams. Our threat model
considers a harder situation where a CAS is working in the background. Only the signal verified by the CAS can
be further accepted by other sensing applications. Hence, a successful FDIA sample needs to deceive the CAS into
thinking it is an authentic signal and the human-centric application to generate a misled inference. Additionally,
FDIA considers that the attackers have no information about the victim, background sensing or CAS approaches.

2.4 Attack Sample Generation

A challenge for FDIA samples generation is that, the replacement of the whole sensory data stream with signals
containing misinformation from others can maximize the misleading effectiveness, but the CAS will easily reject
such signal due of its high inconsistency with the legitimate user’s data; thus, the attack signal cannot even reach
the targeting sensing application. Therefore, we generate the attack sample as a mixture of legit and forged data,
containing both legitimate patterns and misinformation. Such a mixture makes it harder to be detected by the
CAS and can still mislead the sensing applications.

This paper evaluates the attack on n-length signals under the continuous sensing settings. For example, the
original sensor reading X = {x1, xy, ..., X, } is n-length sequence. The attack can use k (k > 1) forged data segments
from other individuals to replace k legitimate data portions. Consider k = 1, and a m-length (m < n) forged
data sequence F = {fi, f2,.... fm}, is injected into the legitimate signal X. The generated attack sample will
be A = {x1, X2, ..oy Xi, fis f25 s frns Xima+15 - Xn } Where a legitimate m-length signal portion is replaced by F at a
random position (i.e., i + 1 to i + m). When k > 1, there can be multiple legitimate signal portions to be replaced
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and the replacement signals can be from different individuals. This paper evaluates different characteristics of
the attack samples that affect the FDIA’s deception efficacy on authentication and sensing applications and the
difficulty of detecting the attack samples. The characteristics are discussed below:

(1) Forged signal ratio (FSR). Consider a n-length sensory signal, where in total #;-length signal is replaced with
other individuals’ forged data. In this attack sample, the forged signal ratio (FSR) is % Less injected signal
portions in an attack sample generate a smaller FSR attack. Attack samples with smaller FSR have higher
consistency with the legitimate data, making the attack detection more challenging. One trade-off for the
attacker is, smaller FSR means a smaller portion of misinformation is injected into the signal. Hence, it can
be less effective in misleading human-centric sensing applications. To ensure the robustness of the attack
detection approach, we evaluate attack samples with FSRs from 10% to 90%. When FSR = 0%, no attack signal
is injected, we consider it a pure sample; when FSR = 100%, the whole signal is replaced by others’ data, it is
considered a zero-effort attack [22] sample which is detected by the CAS easily (discussed in Section 5.1).
Thus, we do not include evaluation for 0% and 100% FSR samples.

(2) Effect of smoothing the boundaries between forged and legit signal. When the forged signal from different
individuals are injected, the transition between the forged and legit signals can be inconsistent, thus distin-
guishable. Smoothing the boundaries may remove such inconsistency and make the attack samples harder to
be identified. Therefore, we evaluate both smoothed and non-smoothed attack samples.

Figure 1 shows an example of the attack signal generation to deceive an activity detection system. The legitimate
user’s accelerometer signal during walking activity is shown in the second row. This attack aims to misinform
the activity detection system that the user is jogging. k = 2 forged jogging samples (top row) totaling ¢ length
are selected from different individuals. These samples randomly replace k = 2 portions (shown as red boxes
on second-row figure) of the original walking accelerometer signal, thus generate a synthetic attack sample
(third row of Figure 1). The signal transition on the boundary of the between the inserted signal portions is
easily distinguishable (e.g., left boundary of red box). Hence, a smoothing operation is applied. The smoothed
accelerometer attack sample is shown in the bottom row of Figure 1. Such a mixture of legitimate user’s data
with other individuals’ data makes it difficult to be detected by the CASs and misinforms the background activity
monitoring system as a jogging activity.
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Fig. 1. An example of FDIA sample generation
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3 CONTRIBUTIONS

This paper is the first to address the FDIA on deceiving and misleading smart device authentication and human-
centric applications with attack samples. The paper’s novelty comes from formulating the FDIA detection
problem as a multiple instance learning (MIL) problem. The FDIA detection identifies if a signal sample (subject to
inspection) comprises at least a pair of segments belonging to different individuals. This paper performs this task
through a novel framework named Siamese-MIL that leverages the MIL paradigms, Siamese network structure, and
a unique sensor data representation. Unlike supervised learning or voting mechanisms, the presented approach
learns to identify any segment pair containing signals from different individuals without such data annotations
during training. Moreover, the MIL training paradigm effectively avoids potential bias due to the disproportional
ratio of legit and forged signal segments in the data. Siamese-MIL approach is discussed in detail in Section 6.2.

In particular, this paper addresses the following research questions:

(1) Are smart device continuous authentication systems (CASs) effective in detecting FDIA?

(2) Can FDIA deceive human-centric sensing applications?

(3) How does the FSR of FDIA samples and smoothing operation affect the FDIA’s deception efficacy?

(4) What is the performance of the Siamese-MIL detection approach against smart device sensor FDIA?

(5) How does the FSR of FDIA samples and smoothing operation affect the Siamese-MIL’s performance?

Using three datasets (BB-MAS [42], WISDM [64] and WESAD [53]) and two signal modalities (accelerometer
(ACC) and blood volume pulse (BVP)), we have generated FDIA variations with different FSRs and smoothing
operations. We evaluate FIDA’s efficacy in deceiving two ACC-based authentication systems, ACC-based activity
detection systems, and a BVP-based stress detection system, indicating that FDIA with 50-60% FSR is highly
effective in deceiving both the CASs and the human-centric sensing applications. Additionally, smoothing
operations does not increase FDIA’s deception capability.

Siamese-MIL achieves an average 92.66% F1-score on the three datasets, showing its high efficacy in FDIA
detection. The further evaluation shows that the Siamese-MIL and its integration to authentication (Appendix
C) achieve a high attack detection accuracy against all FSR attack samples, and the smoothing operation does
not significantly influence its performance. Additionally, we evaluate and demonstrate Siamese-MIL’s real-time
execution capability and resource usage in resource constraint smart devices.

4 GENERATED FALSE DATA INJECTION ATTACK DATASETS AND DATA PROCESSING

To our knowledge, there is no existing human-centric sensing dataset that contains injection attack data. Following

the recent false data injection attack work [17, 32], we develop synthetic attack datasets to simulate the FDIA.

We use three publicly available datasets - BB-MAS [42], WISDM [64] and WESAD [53] to generate FDIA samples

on different applications: continuous authentication, activity detection and emotional stress detection.

For each of the evaluations, we follow the person-disjoint hold-out method [9]. Each dataset contains
data from different individuals. To avoid personal bias and make the models generalizable, we separate each
dataset into person-disjoint training, validation, and test subsets. Every subset only contains data from some
specific individuals, and one user’s data won’t appear in two subsets. This separation is performed randomly
five times; hence we have five groups of person-disjoint training, validation, and test subset combinations. All
presented results are averaged over the five groups to reduce contingency and avoid overfitting of the model.
Detail discussion of each dataset is below:

(1) BB-MAS Dataset [42] contains 3-axis smartphone ACC sensor readings (100 Hz) from 117 participants’ gait.
Each individual participated in two 2-min (on average) data collection sessions where the smartphone was
placed in the participant’s pant pocket. After filtering out participants with missing data, we obtain gait data
sessions from 96 individuals. BB-MAS dataset is used to investigate how FDIA samples impact on a gait-based
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authentication system. For evaluation, the participants are randomly divided into - 70 in training, 10 in
validation, and 16 in testing. We generate n = 80 data samples (pure and attack data) from each participant.

(2) WISDM Dataset [64] contains 3-axis smartphone ACC data (20 Hz) from 51 individuals performing 18 different
daily living activities. During data collection, the smartphone was placed in the participant’s pant pocket.
WISDM dataset is used to investigate FDIA samples’ impacts on a motion-based authentication system and a
human activity detection system. We choose 4 activities - walking, jogging, taking-stairs and kicking a ball.
The reasoning for selecting these 4 activities is that they are related and frequent daily human activities. For
evaluation, the 51 participants are randomly split into three groups - 30 in training, 6 in validation, and 15 in
testing. We generate n = 80 data samples (pure and attack) from each individual.

(3) WESAD Dataset [53] contains Empatica E4 wristband [31] BVP (64 Hz) signals collected from 15 individuals.
Each participant was exposed to stress stimuli through the Trier Social Stress Test (TSST) [25]. For each
participant, the dataset contains stress and non-stress physiological data totaling 35 mins. WESAD dataset is
used to study how FDIA samples impact on an emotional stress detection detection system. We choose to
evaluate on BVP signals among the physiological modalities, since previous studies [4, 51, 55] have shown
that the BVP signals contain identifiable human traits. 15 subjects are randomly split into three groups - 7
in training, 4 in validation, and 4 in testing. We generate n = 850 data samples (pure and attack) from each
individual.

For all datasets: For each subject, we generate a same number of synthetic FDIA and pure data samples. An
equal number of different attack data with FSR ranging from 10% to 90% is generated. To evaluate the effect of
smoothing, we generate two synthetic dataset variations for each dataset: one with smoothing and the other
without smoothing. For BB-MAS, WISDM and WESAD datasets, the period used in exponential moving average
smoothing are 0.1-s, 0.2-s, and 0.125-s.

5 DECEPTION RESULT OF FALSE DATA INJECTION ATTACK

This section evaluates the FDIA’s efficacy in deceiving smart device CASs and human-centric sensing applications
such as activity and emotional stress detection through accelerometer (ACC) and blood volume pulse (BVP)
signals. Detailed descriptions of the models used are in Appendix A.

5.1 Evaluation of FDIA on Authentication Systems

This section investigates the question “Are continuous authentication systems (CASs) effective in detecting
false data injection attacks?”. We evaluate FDIA samples’ efficacy in deceiving a gait-based CAS using ACC
signal from BB-MAS dataset and a daily-activity motion-signal-based CAS using ACC data from WISDM dataset.

Authentication Systems: Following recent work [1, 11] on continuous ACC-based smart device authentication
systems, we developed Siamese convolutional neural networks that learn to differentiate authentic user’s ACC data
from others. Siamese authentication models take two 10-s ACC signals as inputs: one legitimate user’s reference
signal and one for authentication and identifies if the inputs are from the same or different individuals. If matched,
the authentication is verified, and rejected otherwise. For BB-MAS and WISDM datasets, the authentication model
achieves 90% and 87% F1-scores, 93% and 89% true acceptance rates (consider FSR = 0% samples), and 87% and
84% true rejection rates on differentiating authentic vs. other individuals’ signals.

FDIA on Authentication Systems: We evaluate FDIA’s deception efficacy against the developed authentication
systems considering different factors: forged signal ratio (FSR) and effect of smoothing operation.

As mentioned in Section 2.4, if FDIA replaces the whole legitimate sensory data stream with signals from other
individuals (consider it a FSR = 100% sample), this authentication model will have a high possibility (87% on
BB-MAS dataset and 84% on WISDM dataset) to detect the attack sample. Hence, the attack sensory signals will
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fail to reach the targeting human-centric sensing application. Therefore, instead of replacing the whole legitimate
signal, we consider a stealthier FDIA, generating a mixture of legitimate and forged data, keeping both legitimate
patterns and misinformation.

For BB-MAS dataset, FDIA samples are generated by inserting other individuals’ gait-ACC data into the
legitimate user’s signal; For WISDM dataset, attack samples are generated by inserting others’ activity jogging
(B) and taking-stairs (C) ACC signals into the legitimate user’s activity walking (A) data, noted as A/B and
A/C respectively. Attack samples have FSRs ranging from 10% to 90%, and we evaluated both smoothed and
non-smoothed variations.

Table 1. ACC-based authentication models’ rejection rate on FDIA samples with different FSRs and smoothing variations.

(a) Rejection rate of FDIA variations (b) Rejection rate of FDIA variations from WISDM dataset
from BB-MAS dataset
A/B A/C
FSR | smoothed | non-smoothed FSR smoothed | non-smoothed | smoothed | non-smoothed
10% 8.89% 9.86% 10% | 18.10% 18.12% 16.52% 16.34%
20% 15.92% 17.48% 20% 32.12% 31.84% 27.74% 27.41%
30% 26.95% 29.30% 30% 48.51% 48.38% 41.57% 41.51%
40% 44.53% 43.46% 40% 62.79% 63.79% 55.25% 55.28%
50% 55.67% 54.89% 50% 72.53% 71.98% 65.90% 66.61%
60% 67.97% 68.48% 60% 77.93% 77.38% 72.86% 72.92%
70% 75.39%, 77.05% 70% 81.76% 81.33% 76.40% 77.72%
80% 84.08% 83.11% 80% 83.49% 83.73% 80.18% 80.16%
90% 85.36% 84.96% 90% 85.59% 86.14% 82.34% 82.19%

Table 1a and 1b show the true rejection (i.e., attack detection) rate of the authentication models on different
FDIA variations from BB-MAS and WISDM dataset. On low FSR attacks samples where only a small fraction
(10-20%) of the ACC signal is forged, the authentication systems successfully reject only 8-32% of the FDIA
samples. This is due to the high similarity of the majority of the attack signal portions with the legitimate user’s
movements. As a higher ratio of forged information is injected, the authentication systems achieve a higher
efficacy in capturing the attack. This evaluation demonstrates that, when the FSR is moderate (30-60%), FDIA
samples have a good chance (23-73%) to deceive the authentication systems successfully; When FSR is greater than
70%, FDIA samples are very likely to be detected. Furthermore, both smoothed and non-smoothed attacks achieved
similar performance.

5.2 Evaluation of FDIA on Human-centric Sensing Applications

This section investigates the question “Can false data injection attacks deceive human-centric sensing
applications?”. We evaluate FDIA samples on a human activity detection model based on accelerometer (ACC)
data (Section 5.2.1) and a stress detection model based on blood volume pulse (BVP) data (Section 5.2.2).

5.2.1 FDIA on Human Activity Detection System. This section’s evaluations are performed on the WISDM dataset.

Activity Detection System: For four activities - walking (A), jogging (B), taking-stairs (C), and kicking-balls
(M), we developed binary activity detection (AD) classifiers that take a 10-s ACC signal as input. Following the
state-of-the-art study DeepSense [65], we develop an integration of convolution (CNN) and Long Short-Term
Memory (LSTM) network, named CNN-LSTM model as the AD models. Classifiers for activities A, B, C, and M
have the detection accuracy of 74%, 87%, 72%, and 88%.

FDIA on Activity Detection System: We generate three types of FDIA samples: (1) insert jogging (B) data into
walking activity (A) data (A/B case); (2) insert kicking-ball (M) data into walking activity (A) data (A/M case); (3)
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insert jogging (B) data into taking-stairs activity (C) data (C/B case), with different FSRs. Both smoothed and
non-smoothed FDIA variations were generated.

Generated attack samples are evaluated on the corresponding AD models. E.g., A/B attack samples are generated
to misinform the AD system that users are jogging while originally walking. So, the samples are evaluated by AD
models of activity A and B. Percentage of these A/B attack samples detected as respective activity by the walking
(A) or jogging (B) detection models are shown in Table 2a and 2b. When FSR is 60% or higher, less than 13% of
the A/B samples are detected as walking (A) by the AD model of A, and more than 50% are detected as jogging
(B) activity by AD model of B. Similarly, we have the results for A/M and C/B cases. For 60% or higher FSR, A/M
and C/B FDIA samples are highly effective in deceiving the AD system that the target user is kicking balls (M)
and jogging (B). This section’s results establish that both smoothed and non-smoothed FDIA samples can successfully
deceive activity detection models into inferring a targeted wrong activity.

Table 2. Classification results of activity detection models on smoothed and non-smoothed FDIA samples with different
FSRs for jogging in walking (A/B), kicking-balls in walking (A/M) and jogging in taking-stairs (C/B)

(a) (b)
Classification result on smoothed Classification result on non-smoothed
attack samples attack samples
FSR A/B A/M . C/B FSR A/B A/M . C/B
A B A M C B A B A M C B

10% | 58.34% | 7.67% | 58.75% | 25.33% | 61.99% | 7.49% 10% | 55.00% | 7.99% | 61.67% | 24.33% | 56.29% | 8.51%
20% | 47.50% | 8.96% | 52.92% | 37.33% | 51.20% | 6.90% 20% | 44.58% | 13.33% | 53.34% | 38.17% | 45.02% | 9.29%
30% | 44.58% | 16.84% | 46.25% | 47.17% | 45.15% | 11.90% 30% | 41.25% | 20.00% | 47.50% | 48.83% | 40.60% | 16.51%
40% | 32.50% | 22.67% | 44.17% | 56.33% | 40.45% | 20.61% 40% | 34.17% | 24.83% | 45.42% | 59.00% | 36.74% | 24.06%
50% | 18.34% | 34.67% | 32.09% | 65.83% | 35.73% | 32.87% 50% | 17.50% | 36.83% | 34.17% | 66.67% | 31.92% | 34.20%
60% | 12.50% | 50.50% | 26.25% | 75.83% | 27.82% | 44.61% 60% | 8.59% | 55.50% | 25.83% | 77.33% | 25.18% | 48.89%
70% | 6.67% | 66.33% | 19.17% | 83.32% | 21.10% | 69.74% 70% | 6.25% | 73.33% | 18.75% | 82.67% | 15.57% | 73.02%
80% | 2.94% | 81.37% | 17.50% | 86.18% | 18.01% | 79.75% 80% | 2.50% | 82.50% | 17.50% | 86.17% | 14.39% | 83.22%
90% | 4.17% | 86.50% | 25.42% | 88.67% | 10.67% | 87.88% 90% | 6.25% | 86.50% | 25.00% | 88.50% | 10.33% | 88.06%

5.2.2  FDIA on Emotional Stress Detection System. These evaluations are performed on the WESAD dataset.

Emotional Stress Detection System: Following recent works [24, 46] which use CNN-LSTM algorithm to detect
mental stress based on physiological signal, we developed a binary stress detection CNN-LSTM classifier that
takes a 20-s BVP signal at each 20-s interval. The classifier achieves an F1-score of 79%, a 75% accuracy on stress
detection, and a 86% TNR, meaning the accuracy of detecting non-stress signals is 86%.

FDIA on Stress Detection System: We generate FDIA samples by inserting stressed signal portions into the
target users’ non-stressed BVP signal, with FSRs ranging from 10% to 90%. Table 3 shows the BVP-based stress
detection model’s classification results on the generated attack samples. Both smoothed and non-smoothed
attacks perform similarly in deceiving the stress detection model. With FSR 30 - 40% attacks, about 30% attack
samples are detected as stressed. With the increase of FSR, about 65-76% of attack samples are detected as stressed.
This section’s evaluation demonstrates that FDIA (specifically on moderate to higher FSRs) effectively deceives the
stress detection system by generating forgery ‘stress’ inferences while the target user is not stressed.

5.2.3 Conclusion from FDIA Deception Evaluation. According to our evaluation, with 50-60% FSR, FDIA samples
can deceive the authentication system with 32-45% false-sample-acceptance-rate, the activity detection models
with 35-77% wrong-targeted-activity-inference rate, and the stress detection model with 42-55% misclassification
rate. With lower FSR, FDIA samples perform highly in deceiving the authentication but poorly in deceiving the
sensing applications. With higher FSR, FDIA samples perform poorly in deceiving the authentication system,
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Table 3. Stress detection model’s classification results on BVP attack samples with different FSRs

FSR smoothed non-smoothed
stressed | non-stressed | stressed | non-stressed

10% | 19.35% 80.65% 18.00% 82.00%
20% | 23.12% 76.88% 23.12% 76.88%
30% | 27.12% 72.88% 27.59% 72.41%
40% | 31.94% 68.06% 34.59% 65.41%
50% | 41.59% 58.41% 43.35% 56.65%
60% | 54.41% 45.59% 53.24% 46.76%
70% | 65.59% 34.41% 65.94% 34.06%
80% | 72.88% 27.12% 73.06% 26.94%
90% | 76.76% 23.24% 76.06% 23.94%

hence cannot reach the sensing applications. Hence, 50-60% FSR is optimal for deceiving smart device sensing
applications. Additionally, smoothing and non-smoothing attacks perform similarly.

6 METHODOLOGY: MAPPING SIAMESE-MIL FOR FDIA DETECTION

Siamese-MIL approach identifies if a signal comprises at least a pair of segments belonging to different individuals.
It segments a signal sample into a set of all possible segment pairs (Section 6.2.1). A Siamese neural network
(SNN) [7, 68] is trained to identify any segment pair that contains signals from different individuals. If the trained
SNN identifies at least one mismatched segment pair, the respective signal sample is considered an FDIA sample
(Section 6.2.2). SNN is trained through the MIL paradigm, where it is tailored to be highly effective in detecting
matched (legit) segment pairs (i.e., high recall) where mismatched segment pair detection accuracy (true negative
rate) can be lower. Additionally, it effectively avoids the impact of erroneous signal-labels during SNN training
(Section 6.2.3). The attack detection framework and a background on SNN and MIL are discussed below.

6.1 Background Discussion

Siamese Neural Network (SNN). [7, 68] employs a unique structure to naturally compare a pair of inputs in
terms of their semantic similarity or dissimilarity. This paper leverages SNN to distinguish input sensory signal
samples of different individuals. (Detailed discussion in Appendix D)

Multiple Instance Learning (MIL). is a weakly supervised learning problem where, the input of a classifier is
considered as a bag of instances, B = {x1, xy, ..., X, }. Instances exhibit neither dependency nor ordering among
each other. Each bag of instances B has an associated single binary label Y € {0, 1} known during training.
However, individual labels of the instances within a bag remain unknown. The assumption of a MIL problem is:

Y=0¢3dx;€B yj=0,andY =1 Vx; €B, yj =1 (1)

According to the MIL assumption, known labels are attached to the bags, where a positive bag has label Y = 1,
and a negative bag has label Y = 0. A negative bag has at least one negative instance (i.e., 3x; € B, y; = 0),and a
positive bag contains positive instances only (i.e.,, Vx; € B, y; = 1). This assumption generates an asymmetry from
a learning perspective as all instances in a positive bag can be uniquely assigned a positive label, which cannot
be done for a negative bag (which may contain both positive and negative instances). Thus, the relationship
between bag label Y and instance label y; is: Y = min{y;}. The Siamese-MIL classifier model training approach
that adapts MIL mechanism is discussed in the following section.

6.2 Siamese-MIL Approach

This section presents a novel MIL bag & instance generation mechanism for FDIA detection (Section 6.2.1),
Siamese-MIL attack detection approach (Section 6.2.2), and the Siamese-MIL training approach (Section 6.2.3).
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6.2.1 Siamese-MIL Bag and Instance Generation. In the FDIA, sensory data from other individuals is mixed with
the legitimate user’s data. We leverage this characteristic to detect the attack.

Siamese-MIL takes a W-s sample in the form of a MIL bag B to identify attacks. If the attack generated forged
data is present in the W-s sample, the MIL bag label is negative (i.e., 0), and the label is positive (i.e., 1) otherwise.
The novel contribution of the paper is how the bag instances are constructed. We segment the W-s sample into
I segments x; with overlap rate R, where k = 1,2,...,], and the length of each x is ‘V’ seconds. We compose
1Cy = ﬁ (i.e., combination) pairs of small segments (x;,x;), i # j, ensuring that each small segment x; is
once paired with all other segments. These pairs are the instances of bag B representing the W-s sample.

According to the definition (Section 2.4), not all segments x; in a W-s FDIA sensory sample will contain the
same individual’s data. In a bag B (representing W-s sample), if at least one segment pair (x;, x;) is such that they
are not containing data from same individual, the instance-level label of that pair is 0, hence the bag label Y is 0,
meaning the bag is containing injected attack synthetic data.

6.2.2 Siamese-MIL FDIA Detection Mechanism. Algorithm 1 demonstrates the FDIA detection approach. An SNN
is trained to detect FDIA (‘net’ in Algorithm 1) that takes an instance (i.e., a (x;, x;) pair) as input and identifies
if the small segments are from the same individual. If yes, the inferred instance-level similarity score is > 0.5
(line 6-10). The label of the bag is determined by the pair with the lowest similarity score. The lowest score
> 0.5 means all instance-pairs are classified as positive (i.e., samples from same individual), inferring the bag
as positive and the W-s sample is legitimate; otherwise, the algorithm indicates that there exists at least one
negative instance-pair (i.e., samples from different individuals) in the bag, inferring the bag label as negative and
the W-s sample is corrupted due to FDIA.

Algorithm 1 Siamese-MIL Attack Detection

Require: a Siamese network (net), a W-s sample (s), number of pairs to be extracted from s (), small segment size (V-s),
overlap rate (R)
: Initialize i = 0, minScore = 1, bag = {}
: procedure BAG INSTANCE GENERATION(bag = {})
Extract R overlapping ‘V’s signals xj. from s
bag = V(xj,xj), where i # j and (x;,x;) ¢ bag
: end procedure
: for each instance (x;, x;) in bag do
currentScore = net(x,',xj)
if currentScore < minScore then
minScore = currentScore
end if
: end for
: return 1 if minScore > 0.5
: return 0 otherwise

R A A S ol A

e e
W N = O

Rule of Three Approximation of MIL Paradigm. To further demonstrate the reliable and effective attack
detection through Siamese-MIL, we make some approximations. Suppose our SNN has a true negative rate ‘p’. We
segment a corrupted W-s signal sample into | segments, where m segments contain corrupted other individual’s
data. We can consider a segment pair (x;, x;) impure if it contains different individuals’ data, and there will be
G=1C— mCo— (1-m)Cs (if m > 2) or G = [ -1 (if m = 1) impure pairs in the bag. A negative bag is misclassified
if and only if all impure instance-pairs are misclassified. Considering the evaluation of each instance-pair is
mutually independent, the probability of misclassifying a negative bag is (1 — p)°. According to the Rule of
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Three [23], p has to be in the range of [0, %] for negative bag misclassification with 95% confidence. Oppositely,
ifp > %, we have 95% confidence that the negative bags (attacked samples) will be classified correctly.

Consider the detection of the lowest FSR level 10%. We segment the W=10-s sensory signal into nine 2-s
segments with 50% overlap. That means, we will have 36 instance-pairs. If 2 segments (most likely) contain the
forged data, G = 14. Therefore, if the SNN has p > % = 21.4%, the Siamese-MIL will detect the attack successfully
with 95% confidence. Though it is an ideal approximation, it gives the insights about Siamese-MIL’s effective
attack detection capability. We evaluate the concept further in Section 7.1.

6.2.3 Siamese-MIL Training Approach. We define a loss function according to the MIL training paradigm, where
the loss Ej, is defined by Equation 2.

N
Ep = —% Z(Yi log s{"i” +(1-Y;)log(1- sl.mi")), where s{"i” = min{sl-l,siz, st} )
i=1
Here, N is the training batch size (i.e., number of bags or W-s input windows in a batch), slj is the similarity score
of j-th instance-pair of the i-th bag, m is number of instances in a bag and Y; is the label of i-th bag. The loss
function (Equation 2) penalizes a bag B; on the difference between bag label (Y;) and the lowest instance-level
score (i.e., similarity score discussed) in the bag.

In FDIA detection task, the sensory signal from a W-s detection window is weakly labeled, where only the
bag-level label is available. Since the instance-pair-level labels are not available during training, supervised
training approaches consider labels of all the instance-pairs of a negative bag as negative. Due to such erroneous
instance-pair-level label assumption, the supervised learning approaches fail to achieve an optimal solution.

In Siamese-MIL training, the weights are updated according to the loss on the instance-pair whose corresponding
similarity score is minimum among all the instance-pairs in the bag. If at least one instance-pair of a negative bag
(i.e., Y; = 0) has similarity score 0, the loss value on the concerned bag B; is zero and the weights of the network
will not be updated. Therefore, the Siamese-MIL training avoids weight updates due to positive instance-pairs in
the negative training samples (or bags). For positive bag training, if all the instance-pairs are perfectly predicted
as positive, then only the loss value on the concerned bag is zero and the weights of the network are not updated.

7 EVALUATION OF ATTACK DETECTION USING SIAMESE-MIL

This section investigates the question “ What is the performance of the Siamese-MIL detection approach
against smart device sensor false data injection attacks?”. We evaluate the attack detection performance
of Siamese-MIL on smoothed gait-ACC FDIA samples used on authentication (Section 5.1), motion-ACC FDIA
samples used on activity detection (Section 5.2.1) and BVP FDIA samples used on stress detection (Section 5.2.2)
models discussed above. An equal number of attack samples were generated for each FSR, ranging from 10% to
90%. The effect of smoothing operation and different FSR variations of FDIA on the Siamese-MIL’s performance
will be discussed in Section 8. The performance of Siamese-MIL is compared to a baseline CNN-LSTM, following
the papers [12, 20, 32, 65, 66] that address attacks and sensory signals detection. Detailed descriptions of the
baseline and SNN models which are used in the evaluations are provided in Appendix A.

Following sections discuss the beneficial parameters of the Siamese-MIL approach and attack detection
performance on gait-ACC (Section 7.1), motion-ACC (Section 7.2), and BVP (Section 7.3) samples.

7.1 Attack Detection Performance on Gait-ACC FDIA Samples from BB-MAS dataset

Beneficial Parameter Configurations: Siamese-MIL takes a W = 10-s 3-axis ACC sample (3 X 1000 dimension)
as input to assess FDIA. We segment the sample into V = 2-s small segments with overlap rate R = 50% to
compose the instance-pairs, then extract 36 instance-pairs (i.e. 9 small segments) from the sample.W, V, and R
are hyper-parameters, and an ablation study on Siamese-MIL bag parameters is discussed in Appendix B.
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Attack Detection Performance: Table 4a shows the attack detection performance of Siamese-MIL and baseline
CNN-LSTM model on smoothed gait-ACC FDIA samples. Siamese-MIL significantly outperforms the baseline.
The Siamese-MIL has a higher recall, implicating better legitimate signal assessment performance. Notably, the
Siamese-MIL has much better attack detection performance (11% higher precision and 17% higher TNR) than the
baseline. This is due to the MIL characteristic, where only one negative instance-pair is needed to identify a
negative bag (i.e., attack sample). Thus, even if the SNN alone is not highly accurate in distinguishing two samples
(i.e., instance-pairs) from different individuals, with enough instance-pairs within a bag, Siamese-MIL evaluation
gets a higher chance of correctly identifying an attack sample (Section 6.2.2).

Insights on SNN’s performance: We further evaluate the SNN’s performance on differentiating instance-pairs
from the same or different individuals. We generate pairs consisting of segments from a legitimate person (positive
instance-pair) and pairs containing segments from different individuals (negative instance-pair). The SSN trained
on smoothed gait-ACC data achieves a very high TPR of 98.95% and a lower TNR of 46.34%. The result confirms
that SNN and Siamese-MIL are following the MIL and Rule of Three assumptions (discussed in Section 6.2.2). In
the MIL framework, a positive bag is misclassified with even one misclassification of a positive instance-pair.
Hence, a high TPR is required by the SNN to achieve high legit signal detection (i.e., high recall) performance by
Siamese-MIL. Additionally, according to the Rule of Three assumption, above 21.4% TNR is needed to achieve
high attack detection accuracy (i.e., for 36 instance-pairs MIL bags), where our SNN achieves a 46.34% TNR,
resulting in high attack detection performance by the Siamese-MIL.

Table 4. Evaluation of CNN-LSTM and Siamese-MIL on smoothed FDIA samples from BB-MAS and WESAD dataset

(a) Evaluation on gait-ACC FDIA samples (b) Evaluation on BVP FDIA samples from
from BB-MAS dataset WESAD dataset
Model | CNN-LSTM | Siamese-MIL Model | CNN-LSTM | Siamese-MIL
F1-score 82.41% 90.35% F1-score 93.03% 98.32%
Precision 77.45% 85.99% Precision 94.08% 97.58%
Recall 89.22% 95.25% Recall 92.07% 99.10%
TNR 72.16% 84.63% TNR 94.86% 97.48%

7.2 Attack Detection Performance on Motion-ACC FDIA Samples from WISDM dataset

Beneficial Parameter Configurations: Similar to the gait-ACC data evaluation, the hyper-parameters for the
motion-ACC data evaluation are: W = 10-s, V = 2-s, and R = 50%. Due to the lower sampling rate (20Hz), input
data dimension is 3 X 200.

Attack Detection Performance: Besides A/B, A/M, C/B attack cases used in Section 5.2.1, we generate two more
variations of FDIA samples: (1) insert taking-stairs data (C) into walking activity (A) data (A/C) case, and (2) insert
walking data (A) into taking-stairs (C) data (C/A) case. Tables 5a and 5b show the attack detection performance
of the baseline and Siamese-MIL. Siamese-MIL achieves 5.9%, 12.4%, 9.9%, 1.8% and 7.8% higher F1-scores in A/B,
A/C, A/M, C/B, C/A attack cases. Notably, it achieves slightly better precision and TNR, and significantly higher
recall than the baseline. This evaluation indicates that, in general, the Siamese-MIL has a similar attack detection
performance as CNN-LSTM, but it is significantly less likely to misclassify a legitimate input.

7.3 Attack Detection Performance on BVP FDIA Samples from WESAD Dataset

Beneficial Parameter Configurations: Our approach takes a W = 20-s BVP sample (1 X 1280 dimension) as input.
The input is divided into V' = 4-s small segments (1 X 256 dimension) with overlap rate R = 50%.
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Table 5. Evaluation of CNN-LSTM and Siamese-MIL on smoothed motion-ACC FDIA samples from WISDM dataset

(a) CNN-LSTM evaluation (b) Siamese-MIL evaluation
Activity | A/B A/C A/M C/B C/A Activity | A/B A/C A/M C/B C/A
F1-score | 87.18% | 76.68% | 80.72% | 90.89% | 80.52% Fl1-score | 92.35% | 86.18% | 88.73% | 92.52% | 86.82%
Precision | 91.88% | 82.77% | 87.28% | 89.84% | 77.29% Precision | 92.50% | 83.87% | 88.33% | 91.21% | 83.13%
Recall 83.80% | 72.90% | 76.67% | 91.25% | 84.11% Recall 92.57% | 89.53% | 89.50% | 93.96% | 91.18%
TNR 92.13% | 84.20% | 87.97% | 93.12% | 75.19% TNR 92.36% | 82.22% | 87.85% | 91.08% | 81.48%

Attack Detection Performance: Table 4b shows the attack detection performance of Siamese-MIL and baseline
on smoothed BVP FDIA samples. The Siamese-MIL outperforms the baseline and achieves a high recall and TNR,
demonstrating that Siamese-MIL is highly effective in detecting both the legitimate and attack BVP signals.

In conclusion: According to Section 7’s evaluation, Siamese-MIL is highly effective in detecting FDIA (high
precision and TNR) and legitimate (high recall) gait-ACC, motion-ACC, and BVP signals and outperforms the
baseline CNN-LSTM models significantly.

8 EVALUATION ON FDIA CHARACTERISTICS

The evaluations in Sections 5.1 and 5.2 demonstrate that FDIA with moderate FSR has a good chance to deceive
authentication systems and FDIA (specifically on moderate to higher FSRs) effectively deceives human-centric
sensing systems, therefore, this section investigates the question “How does the FSR of FDIA samples and
smoothing operation affect the Siamese-MIL’s performance?” by evaluating the Siamese-MIL’s performance
against FSR ranging from 10-90% and smoothing attack variations on all three datasets. Additionally, we evaluate
Siamese-MIL’s performance against attack samples when injected signals are from the same individual or different
individuals on the BB-MAS and WESAD datasets.

Table 6. Attack detection rate (TNR) of Siamese-MIL on FDIA samples with different FSRs from BB-MAS and WESAD dataset

(a) Performance on gait-ACC FDIA (b) Performance on BVP FDIA sam-

samples from BB-MAS dataset ples from WESAD dataset
FSR | smoothed | non-smoothed FSR | smoothed | non-smoothed
10% 80.19% 75.63% 10% 97.06% 98.65%
20% 86.41% 84.38% 20% 97.92% 98.77%
30% 88.91% 86.49% 30% 97.68% 99.09%
40% 88.99% 85.32% 40% 97.71% 98.39%
50% 87.58% 83.83% 50% 97.85% 98.74%
60% 87.90% 86.96% 60% 97.68% 98.65%
70% 88.28% 85.32% 70% 98.06% 98.71%
80% 83.75% 81.88% 80% 97.33% 98.44%
90% 67.81% 67.50% 90% 97.44% 97.80%

Evaluation on FSR Variations. Tables 6a, 6b and 7 display Siamese-MIL’s attack detection rate (TNR) with
different variations on the three datasets. According to our evaluation, Siamese-MIL achieves high attack detection
rate (TNR) on 20 - 80% FSR, where performance drops slightly for 10% or 90% FSR attacks.

The reason is, on 10% or 90% FSR attack samples, only a 1-s data segment (out of 10-s) is different than the
rest. Since our Siamese-MIL instances are 2-s with 50% overlaps, at least one instance (out of 9) will contain a
different signal, and the number of mismatched input instance-pairs is the lowest (8 out of 36). Compared to that,
on 40% or 60% FSR attack samples, at least 4-s data segment (out of 10-s) is different, meaning at least 3 (out of 9)
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Table 7. Siamese-MIL on smoothed and non-smoothed motion-ACC FDIA samples with different FSRs from WISDM dataset

(a) Detection rate (TNR) on smoothed data (b) Detection rate (TNR) on non-smoothed data
FSR | A/B A/C A/M C/B C/A FSR| A/B A/C A/M C/B C/A
10% | 71.25% | 75.33% | 75.50% | 71.25% | 72.38% 10% | 79.17% | 66.09% | 75.75% | 74.34% | 72.73%
20% | 88.50% | 83.42% | 86.67% | 87.16% | 80.90% 20% | 93.17% | 78.00% | 86.84% | 89.84% | 80.00%
30% | 93.84% | 83.92% | 89.00% | 92.87% | 84.68% 30% | 96.50% | 78.50% | 89.09% | 92.71% | 82.65%
40% | 95.17% | 85.42% | 90.67% | 94.73% | 83.94% 40% | 96.50% | 81.09% | 90.67% | 94.19% | 82.31%
50% | 96.33% | 84.84% | 92.34% | 94.62% | 82.87% 50% | 96.92% | 78.92% | 92.33% | 94.47% | 80.91%
60% | 96.75% | 86.58% | 92.25% | 96.12% | 85.44% 60% | 97.09% | 81.01% | 92.50% | 96.39% | 84.35%
70% | 98.25% | 86.92% | 92.42% | 95.14% | 81.75% 70% | 98.00% | 82.92% | 92.84% | 94.87% | 79.96%
80% | 97.00% | 83.58% | 92.00% | 96.31% | 82.31% 80% | 97.17% | 79.75% | 93.42% | 95.94% | 82.32%
90% | 97.50% | 71.50% | 84.58% | 95.62% | 69.38% 90% | 97.75% | 63.17% | 88.09% | 95.47% | 73.07%

instances will contain different signals than the rest. Hence, the number of mismatched input instance-pairs is
a minimum of 18 (out of 36). Therefore, an SNN with lower mismatched pair detection accuracy would have a
significantly high probability to correctly detect at least one mismatched instance-pair (from 18 instance-pairs)
on the 40% or 60% FSR attack samples, compared to the 10% or 90% FSR attack samples (from 8 instance-pairs).

Notably, the Siamese-MIL achieves high attack detection performance against the BVP FDIA samples with all
FSR variations. BVP signals during high and low emotional stress are distinctively different. Hence, even on high
and low FSR, the forged and legit signal portions are easily distinguishable.

Insights from the Siamese-MIL’s Performance on the Activity Misleading FIDA:. As shown in Table 7, on A/B and
C/B attack samples, Siamese-MIL achieves 95-97% TNR on the 90% FSR samples where only 10% ACC data is from
the legit user. This is caused by the higher ACC signal amplitude differences between activity B (i.e., jogging)
and others. On 10% FSR attack, Siamese-MIL achieves relatively lower performance since a small high amplitude
signal segment may even present in walking or taking-stairs activity signals, making the attack detection task
difficult. On A/M attack samples, Siamese-MIL performs similarly. But in A/C and C/A attack cases, taking-stairs
(C) activity consists of some walking and some climbing-steps, making them very similar to walking (A). Hence,
on 10% or 90% FSR attacks, where only 10% of the signal is different from the rest, attack detection is challenging.
Nevertheless, Siamese-MIL still achieves 70 - 75% TNR on the 10% or 90% FSR attack. Overall, Siamese-MIL achieves
a higher attack detection rate on FDIA samples where the legit and injected signal traits are highly dissimilar.

Evaluation on Smoothing Operation. According to the Tables 6a, 6b and 7 results, Siamese-MIL performs
similarly on smoothed and non-smoothed attack samples. Sensor data (i.e., ACC, BVP) contains noisy fluctuations
similar to the forge-and-legit-signal-boundary-mismatches in the attack samples. So, even in the non-smoothed
attack samples, classifiers cannot differentiate the signal fluctuations are due to noise or FDIA attack.

This section also evaluates whether the injected signals from the same or different individuals affect
the Siamese-MIL’s performance. We evaluated two kinds of attack samples: (1) injected signals are from the
same person, and (2) injected signals are from multiple people, on BB-MAS and WESAD datasets. Siamese-MIL
achieves similar performance on both variations (Table 8). It is due to the MIL paradigm - only one dissimilar
instance-pair is needed to determine an attack. Though with the increase of injected signals’ sources in an
attack sample, the number of dissimilar instance-pairs (i.e., containing data from different individuals) increases,
Siamese-MIL only achieves a marginally higher TNR against the multiple people injected attack samples. Hence,
the number of sources of injected forged signals does not significantly affect the Siamese-MIL’s performance.

In conclusion: According to the evaluation, low and high FSRs make FDIA detection harder. Smoothing operation
or the number of sources of the injected forged signals in an attack sample do not significantly influence attack
detection. However, Siamese-MIL performs consistently higher (on all FSRs) against the FDIA samples where the
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Table 9. Run time and resource usage evaluation of Siamese-MIL on two phones, time is measured in milliseconds (ms).

Time to make | Time to infer | Peak CPU | Peak RAM | Battery cost
a bag (ms) a bag (ms) usage usage per day
HTC One M9 ~0.20 ~201.05 ~40% ~45MB ~43mAh
Samsung SM-G920F ~0.21 ~121.10 ~40% ~50MB ~22mAh

legit and injected forged signal traits are highly dissimilar. Notably, the 10% FSR samples are not highly effective
in deceiving the human-centric sensing applications, and the CASs detects 90% FSR samples with higher efficacy
(Section 5), hence making the relatively lower performance of Siamese-MIL on low and high FSRs less impactful.
Appendix C further provides an FDIA mitigation strategy by integrating Siamese-MIL and CAS that is highly robust
against all FSR (i.e., 10 — 90%) and smoothing variations of the FDIA.

9 EXECUTION TIME AND RESOURCE USAGE ANALYSIS OF SIAMESE-MIL

To evaluate The Siamese-MIL’s real-time executability and resource usage on smart devices, we deploy the model
on two Android phones - HTC One M9 and Samsung SM-G920F, both are with Android 7.0. The program reads
10-s ACC signal (sampling rate 100 Hz) at a time, analyze and infer the class (attack or not) result. We evaluate
the execution time of MIL bag generation procedure and Siamese-MIL’s inference for a bag, peak CPU and RAM
usage, and battery cost. Used SNN model is the one implemented in Section 7.1. We simulate that attack detection
is performed every 10-s, therefore, there will be 8640 attack detection per day. Average parameters are shown in
Table 9. According to the evaluation, Siamese-MIL model can make one FDIA detection within 250 milliseconds.
Though peak CPU usage is about 40%, it won’t occupy CPU resource for long. Both the phones have 3 GB RAM
and batteries with capacity over 2500 mAh, so, the RAM and battery cost is only around 2%. The results suggest
that Siamese-MIL is able to perform a real-time attack detection on resource constraint Android phones.

10 RELATED WORK

FDIA refers to an attack that compromises sensor readings to forge some events that are not happening, aiming
to mislead the associated sensing system [2, 57]. FDIA was first introduced in the domain of smart power grid by
Liu et al. [27]. But due to the growth of the Internet of Things (IoT) in the past decades, a large variety of sensors
are widely used in smart devices to perform applications, including authentication, health monitoring, activity
recognition, etc.; the threat of injection attacks has been realized in different fields and applications.

Gonzalez-Manzano et al. [17] studied the impact of FDIA on sensor-based continuous authentication for
smartphones and showed that FDIA could cause a 13.2% error rate. It takes 2 to 8 mins to identify the attack,
which gives enough time for the attacker to perform malicious activities. Additionally, FDIA has been evaluated
in the context of deep learning-based predictive maintenance (PdM) system [32], microelectromechanical systems
(MEMS) [60], and health-care monitoring [3] to cause wrong diagnosis. Also, Sikder et al. [56] have shown that
FDIA can happen on a GPS device to infer wrong location data.

Advanced sensing data manipulation techniques have been discovered that make FDIA on sensors in smart
devices even easier. Attackers can access the communication channels (e.g., Wi-Fi and Bluetooth) and use malware
to modify the data being transmitted between modules. Ryan et al. [49] demonstrates eavesdropping and packet
injection on BLE conversations between different smart device modules. Goyal et al. [18], and Rahman et al. [45]
demonstrate vulnerabilities in sensor-data storage and transmission (through their Bluetooth or Wi-Fi-based) of
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smart wearables, such as Fitbit, Garmin, and Jawbone sensors; Rahman et al. [44] have developed tools such as Fit
Bite and GarMax to eavesdrop and modify fitness sensor data on smart wearable devices as well. BlueDoor [62]
developed by Wang et al. can read and write sensor data on Bluetooth Low Energy (BLE) devices. Cayre et al. [10]
describes an attack called InjectaBLE, which allows injecting malicious traffic into an existing BLE connection.
Besides accessing communication channels, attackers may manipulate sensors remotely via malware. Mohamed
et al. [33] present a framework called SMASheD, which can sniff and manipulate many of the Android’s restricted
sensors using a malicious app with only the INTERNET permission; Spy-sense [16] is a malicious app that exploits
the active memory region of sensors and relays the collected information. It can delete or modify sensor data.
Our discussion evidentiates that FDIA can be performed through accessing wireless communication channels
and via malwares. Instead of focusing on prohibiting such sensory data manipulation, this paper develops an
FDIA detection approach that will prohibit any attack sample from reaching human-centric sensing applications.

Though increasingly more studies are addressing the threat of FDIA in various scenarios, to the best of our
knowledge, this paper is the first to address a targeted FDIA that can deceive continuous authentication systems
(CASs) and misinform multiple human-centric sensing applications simultaneously.

11 STUDY SUMMARY AND DISCUSSION

The identified insights, observation, results and limitation of the presented study are discussed below:

Siamese-MIL follows the MIL paradigm and Rule of Three assumptions. According to the rule of three approx-
imation, only a 21.4% or more TNR by the SNN is required to achieve high FDIA detection accuracy (for 36
instance-pairs MIL bags). Our evaluation in section 7.1 shows the developed SNN has a TNR of 46.34% and a TPR
of 98.95%, resulting in a high attack detection performance by the Siamese-MIL. These results confirm that the
Siamese network and Siamese- MIL framework follow the MIL paradigm and Rule of Three assumptions.

Low and high FSR make FDIA detection harder. The reason is, only the 10% signal portion of 10% and 90% FSR
samples are different from the rest, and the SNN needs to be more accurate (on avg. 2+ times accurate for a 36
instance-pair MIL bag) to capture such mismatch. However, according to Sections 5.1 & 5.2, the 90% FSR samples
are the easiest to be rejected by the CAS; and 10% FSR samples are not highly effective in deceiving human-centric
sensing systems. Hence, the relatively lower performance of Siamese-MIL is less impactful.

Smoothing does not have a great influence on attack detection. According to Section 8, Siamese-MIL’s performance
on the smoothed and non-smoothed attack data are quite similar. Sensory data of smart devices comprises noisy
fluctuations in the original signals similar to the attack sample’s forge and legit signal boundary mismatches.
Hence, even in the non-smoothed attack samples, detection classifiers cannot differentiate the signal fluctuations
are due to noise or attack. Thus, the detection approaches perform similarly against both variations.

Effect of the signal trait. According to Section 8, Siamese-MIL achieves relatively lower TNR when the injected
signal’s trait is highly similar to the legitimate signal’s trait. E.g., in A/C and C/A attack scenarios. Activity
C (taking-stairs) contains some signals of A (walking) and climbing steps, making them very similar to A, so,
Siamese-MIL only achieves a lower TNR of 81 - 88%.

FDIA’s potential adverse effect and mitigation through Siamese-MIL. Tables 2 and 3 evaluations show that FDIA
with 40% or higher FSRs can effectively deceive activity detection and stress detection models. Such deception
may result in wrong follow-up interventions leading to health and monetary loss of the victim. Siamese-MIL and
CAS integration (Table 11 in Appendix C) achieves a high FDIA detection performance against all presented
attack variations, hence would be able to protect the smart-device users from such adverse effects.
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12 CONCLUSION

The paper focuses on FDIA on smart device human-centric sensing applications. Our evaluation demonstrates that
FDIA with 50-60% ‘forged signal ratio (FSR)’ can effectively deceive both the authentication and human-centric
applications, generating a critically adverse effect on the victim. We presented a novel FDIA detection framework
(Siamese-MIL) that generates a unique signal representation suitable for formulating the FDIA detection task
as a MIL problem and integrates Siamese network and MIL train-test paradigm for effective attack detection.
Our exhaustive evaluation on three datasets (BB-MAS [42], WISDM [64] and WESAD [53]), two modalities (i.e.,
accelerometer, and blood volume pulse) demonstrates the Siamese-MIL’s generalizability and high efficacy against
all variations of FDIA attacks. The Siamese-MIL FDIA detection approach is designed to extend the conventional
authentication systems, prohibiting any attack signal to reach the human-centric applications. Such integration
achieves a high attack detection accuracy on all possible attack variations.
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A APPENDIX: PARAMETERS OF NEURAL NETWORK MODELS

This section introduces the structures of models used for each dataset in this study. The integration of convolution
(CNN) and Long Short-Term Memory (LSTM) network is called CNN-LSTM model. Siamese neural network is
abbreviated as SNN.

A.1  BB-MAS Dataset

Authentication Model. Each sub-network of the Siamese authentication model has two convolutional layers
[256, 128] with (3,5) and (1,8) dimensional kernels. The output from convolutional layers is passed to three linear
layers [1024, 512, 256] to generate the embedding. The L; distance between the two embeddings is computed and
passed to a linear layer with Sigmoid function to calculate the similarity score.

CNN-LSTM FDIA Detection Model. The CNN implementation uses two convolutional layers [128, 64], and the
LSTM implementation has one layer [256]. Three decision generation linear layers [128, 32, 2] take the LSTM
ouput as input and infer the FDIA.

Siamese-MIL FDIA Detection Model. Siamese-MIL leverages a SNN to measure the similarity between signal
segments. Each of the sub-networks of the SNN implementation has two convolution layers [256, 128], with (3, 3)
and (1, 3) dimensional kernels, and followed by two linear layers [512, 256] and leaky relu activation function.
The L, distance between the two generated encodings (1 X 256 dimensional) will be computed and passed to a
dense layer with Sigmoid function to calculate the similarity score.

A2 WISDM Dataset

Authentication Model. Each sub-network of the Siamese authentication model has two convolutional layers
[128, 64] with (3,4) and (1,3) dimensional kernels. The output from convolutional layers is passed to two linear
layers [512, 256] to generate the embedding. The L, distance between the two embeddings is computed and
passed to a linear layer with Sigmoid function to calculate the similarity score.

Activity Detection Model. The activity detection models use CNN-LSTM structure. The CNN implementation
consists of two convolutional layers [128, 64] with (3, 3) and (1, 3) dimensional kernels, and the LSTM has one
layer [256] and is followed by three linear layers [64, 32, 2]. The decision is made through a Softmax layer.

CNN-LSTM FDIA Detection Model. The CNN-LSTM comprises two convolutional layers [128, 64], one layer
[256] LSTM and three decision generation linear layers [64, 32, 2].

Siamese-MIL FDIA Detection Model. Each of the sub-networks of the SNN implementation has two convolutional
layers with less kernels [128, 128], with (3, 2) and (1, 3) dimensional kernels. Two linear layers [512, 256] takes
the output from the convolutional layers to generate encoding.

A.3  WESAD Dataset

Stress Detection Model. The stress detection model is implemented using CNN-LSTM framework. The CNN
implementation consists of two convolutional layers [128, 128], with (1, 4) dimensional kernels, and the LSTM
has one layer [256] and is followed by three linear layers [128, 32, 2] to make the inference.

CNN-LSTM FDIA Detection Model. The CNN-LSTM comprises two convolutional layers [128, 64], one layer
[256] LSTM and three decision generation linear layers [128, 32, 2].

Siamese-MIL FDIA Detection Model. Each of the sub-networks of the Siamese-MIL’s SNN model contains two
convolutional layers [256, 128], with (1, 3) and (1, 4) dimensional kernels, and two linear layers [512, 256]. L,
distance between two encodings is computed and then similarity score is calculated.
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B APPENDIX: ABLATION STUDY OF MIL-BAG CONFIGURATIONS

We evaluate different MIL-bag representation parameters (Section 6.2.1) - MIL instance (i.e., small segment) size
V, and overlap rate R. We evaluated V as the 10%, 20% and 30% of the input window length W, and R as 25% or
50%. The evaluations are performed on smoothed gait-ACC FDIA data from the BB-MAS dataset.

The evaluation on different instance sizes V and overlap rate R are shown in table 10. According to the
evaluation results, the 50% overlap rate gives better performance, and 1-s and 2-s instance size V with R = 50%
provides similarly high performance. When R = 50% and V' = 1-s, there are 171 instance-pairs in a MIL bag
representation, compared to 36 instance-pairs in a MIL bag when R = 50% and V = 2-s. That means, with R = 50%
and V = 1-s hyper-parameters, the Siamese-MIL performs 4.75 times more computations (i.e., SNN instance-pairs
comparisons) to generate similar attack detection performance (F1-score), compared to the R = 50% and V = 2-s
hyper-parameter configuration Siamese-MIL. Since the Siamese-MIL attack detection approach needs to be
real-time executable on the computationally constraint smart devices, we use R = 50% and V = W * 20% as the
optimal hyper-parameter configuration.

Table 10. Average F1-scores with Siamese-MIL-bag parameter combinations on smoothed gait-ACC FDIA data.

\Y%
R 1-s 2-s 3-s
25% | 89.96% | 87.79% | 84.18%

50% | 90.45% | 90.35% | 89.07%

C APPENDIX: MITIGATION FOR THE ATTACK: AN EXTENSION OF AUTHENTICATION SYSTEM

Section 7 and 8 show that the developed Siamese-MIL method effectively detects FDIA samples in different
scenarios. This section will discuss the mitigation strategy for the FDIA.

As discussed in Section 2, sensory signals are first verified by a continuous authentication system (CAS) before
reaching any human-centric sensing application. Therefore, we can use the Siamese-MIL as a CAS extension and
verify a signal’s authenticity by voting. If any of them considers a signal is an attack sample, it will be rejected. To
evaluate such integration’s performance, we fuse the authentication systems developed in Section 5.1 with the
Siamese-MIL models for BB-MAS and WISDM dataset. Evaluation of the mitigation strategy on different FDIA
variations is shown in table 11a and 11b.

Table 11. Attack detection rate (TNR) of mitigation strategy on FDIA variations from BB-MAS and WISDM dataset

(a) Performance on gait-ACC FDIA (b) Performance on motion-ACC FDIA samples from WISDM
samples from BB-MAS dataset dataset

FSR | smoothed | non-smoothed A/B A/C

FSR

10% 82.72% 77.25% smoothed | non-smoothed | smoothed | non-smoothed

20% | 87.50% 85.94% 10% | 90.28% 91.10% 86.32% 87.15%

0% | 034% || 87897 . I N

;ISZ’ 21'233 2;?1? 40% | 98.32% 98.71% 93.19% 93.35%

? 2 it 50% | 98.74% 98.83% 94.50% 94.13%
60% | 92.39% 90.53% 60% | 99.01% 99.22% 94.78% 95.13%
70% | 92.00% 91.51% 70% | 99.11% 99.11% 95.13% 94.78%
80% | 92.09% 90.63% 80% | 99.29% 99.32% 94.94% 94.62%
90% | 83.84% 88.58% 90% | 99.27% 99.34% 95.26% 94.23%

Compared to table 1a, 6a, 1b and 7, this approach mitigates the lower performance of Siamese-MIL on high
FSR (90%) and the lower performance of authentication system on lower FSR (10-60%), achieving consistently
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Fig. 2. Siamese neural network structure.

high TNR on all FDIA variations. Furthermore, similar to previous evaluations, the integrated system performed
similarly to smoothed and non-smoothed attack samples. Therefore, with the integration of Siamese-MIL, the
CAS is highly robust against all variations of the FDIA.

D APPENDIX: BACKGROUND DISCUSSION ON SIAMESE NEURAL NETWORK (SNN)

Siamese Neural Network (SNN) [7, 68] employs a unique structure to naturally compare a pair of inputs in terms
of their semantic similarity or dissimilarity. Two identical sub-networks generate the embedding representations
of the respective input instances. The sub-networks are joined together by a distance function that computes
how close or far-apart the input pairs are in the embedding space. SNNs have been widely used in meta-learning
[15, 67] due to their powerful discriminative capability that generalizes not just to new data but to entirely new
classes of data from unknown distributions. Hence, SNNs are suitable for human-centric sensing attack detection
tasks, where very few or no example of the target user’s data is available.

Each individual has a unique behavioral or physiological pattern that is conveyed to their sensory signal
information. Sensory signal from each individual can be categorized as a single class. This paper leverages SNN
structure to to distinguish input sensory signal samples of different individuals (i.e., in FDIA detection). As shown
in Figure 2, the sub-networks take two sensory-signal (i.e., ACC, BVP) input samples (x; and x;) and generate
encoding representations. The L; distance between the two encodings is computed, and the similarity score is
obtained by passing the distance through a dense linear layer with a Sigmoid unit. A pair of signals is considered
from the same individual if the similarity score > 0.5.
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